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INTRODUCTION
This Court should reverse the decision of the Court of Appeal

and reject its atextual and unprecedented expansion of liability
under the Confidentiality of Medical Information Act (CMIA). The
California Attorney General’s brief does not even try to defend the
Court of Appeal’s approach. There is not a single citation to—let
alone a discussion of—the Court of Appeal’s wayward analysis in
the Attorney General’s argument. It is clear that the Court of
Appeal’s opinion cannot stand.

On the statutory questions at issue, the Attorney General
correctly recognizes that the CMIA’s “application is limited”—only
businesses that “maintain medical data for specified purposes” fall
within its scope. (A.G. Br. 8). The Attorney General further
acknowledges that California courts have uniformly held that
CMIA lLability attaches only where a plaintiff can show that “an
unauthorized party ... ‘actually viewed the confidential
information.” (A.G. Br. 42 (quoting Vigil v. Muir Medical Group
(2022) 84 Cal.App.5th 197, 213).) Yet the Attorney General argues
that J.M. has a valid CMIA claim in this case, where Illuminate
maintains student data for educational purposes and J.M. cannot
show any actual loss of confidentiality (much less an affirmative
disclosure). That leap requires interpretive gymnastics that run
contrary to the carefully crafted text of the CMIA, its purpose, and
decades of consistent judicial interpretation.

In reality, the Attorney General picked the wrong case. His
brief starts from the premise that a loss of medical information can
produce potentially “catastrophi[c] impact.” (A.G. Br. 9.) To

support that premise, the brief then describes scenarios in which
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“delicate or stigmatized” information (such as “addiction history,”
“abortion history,” or “sexually transmitted infection status”) is
stolen from medical facilities and published on the internet. (A.G.
Br. 9-10.) The Attorney General’s fears of being unable to “put an
escaped digital genie back in the bottle” may be well-taken if a
medical facility or health-care app experienced a cyberattack that
sought to extract and monetize consumer data. But those fears are
completely detached from what happened here, where J.M. alleges
that criminals stole educational data rather than the data that
worries the Attorney General, and where Illuminate soon
recovered that data _ These
hypothetical concerns therefore shed no light on the relevant
CMIA questions in this case.

The statutory text charts the path forward for this case.
First, Illuminate is not a “provider of health care.” Contrary to the
reasoning of the Court of Appeal and the arguments of the
Attorney General, Illuminate is neither a business specifically
“organized for the purpose of maintaining medical information” for
the defined purposes of allowing an individual to “manage the
individual’s information, or for the diagnosis and treatment of the
individual” (Civ. Code § 56.06(a)), nor a business offering software
or hardware to consumers that is specifically “designed to
maintain medical information” for those same enumerated
purposes (Id. § 56.06(b)). While the Attorney General proposes a
standard that avoids some of the worst consequences of the
breathtaking and atextual reading favored by the Court of Appeal,

the Attorney General’s gloss remains inferior to the actual text of



the statute, which ensures the scope of the statute is “limited” to
the medical sector. (A.G. Br. 8.)

Second, this case does not involve a violation of the CMIA.
The Attorney General concedes that section 56.10, which prohibits
“disclosure” of medical information, only “regulates intentional
disclosures” (A.G. Br. 14), and therefore does not apply to the
cyberattack that occurred here. But he errs in arguing that
Illuminate violated section 56.101(a), which requires healthcare
providers to “preserve the confidentiality” of personal health
information. California courts have consistently required a
plaintiff to show that “stolen medical information” is “actually
viewed by an unauthorized person” to establish a violation of
section 56.101(a)—as the Attorney General recognizes. (A.G. Br.
43 (quoting Sutter Health v. Super. Ct. (2014) 227 Cal.App.4th
1546, 1558)). The Attorney General’s proposal to toss aside this
line of authority and broaden the definition of a confidentiality
breach to an ill-defined risk-based standard is unsupported by the
statutory text and purpose. And in all events, whether the
standard is “access” or “actual viewing” (A.G. Br. 46), this case
cannot meet it.

This Court should reverse the Court of Appeal’s decision,
clarify that the CMIA means what it says, and hold that J.M.’s

claims under the CMIA fail as a matter of law twice over.!

1 The Attorney General does not contend that J.M. has stated a
valid cause of action under the Consumer Records Act (CRA).

For the reasons stated in Illuminate’s previous briefs (see
Opening Br. 37-49; Reply Br. 17-22), this Court should also
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ARGUMENT

I. The Court of Appeal Erred in Holding that Illuminate
is a “Provider of Health Care” Under the CMIA

The Court of Appeal’s first error was to hold that Illuminate
falls within the CMIA at all. From its inception, the CMIA was
designed to regulate “providers of health care” and other medical
entities, not to subject to statutory damages every company in the
State of California that manages personal data. That is why—as
the Attorney General agrees—the supplemental provider-of-
health-care definitions at issue have a twofold purposive
requirement: (1) covered entities must be “organized for the
purpose of maintaining medical information” or to “offe[r] software
or hardware to consumers” for that purpose (what the Attorney
General calls the “business-type element,” A.G. Br. 27, 34, and
what this brief will call the “medical-business-type element”); and
(2) the entity’s products or services must be offered for one of the
purposes enumerated in the CMIA, which relate to managing
medical data and treating patients (what the Attorney General
calls the “purpose element,” see A.G. Br. 27, 34, and what this brief
will call the “medical-purpose element”). If a company does not
satisfy those requirements, it is not subject to the CMIA.

The Court of Appeal failed to give meaning to both statutory
requirements, see Opening Br. 15-28; Reply Br. 2-12, and the
Attorney General does not argue otherwise. If nothing else, it

seems to be common ground that the Court of Appeal’s analysis of

reverse the Court of Appeal’s erroneous interpretation of the

CRA.



section 56.06 1s incompatible with the statutory text. At a
minimum, then, this Court should reverse the decision of the Court
of Appeal.

Illuminate is neither a business specifically “organized for
the purpose of maintaining medical information” for the defined
purposes of allowing an individual to “manage the individual’s
information, or for the diagnosis and treatment of the individual”
(Civ. Code § 56.06(a)), nor a business offering software or hardware
to consumers that is specifically “designed to maintain medical
information” for those same enumerated purposes (Id. § 56.06(b)).
The Attorney General offers various statutory glosses to supplant
the Court of Appeal’s overbroad, atextual reading of the statute,

but none prove superior to the statutory text.

A. Illuminate Does Not Satisfy the Medical-
Business-Type Element of Section 56.06

Illuminate does not meet the first purposive requirement for
CMIA liability: it is not “organized for the purpose of maintaining
medical information” (Civ. Code § 56.06(a)), nor does it “offe[r]
software or hardware to consumers ... that is designed to maintain
medical information” (id. § 56.06(b)). In arguing otherwise, the
Attorney General urges an interpretation of the CMIA far broader

than what the statute’s text and purpose allow.

1. Illuminate Is Not “Organized for the
Purpose of Maintaining Medical
Information”

To qualify as a “provider of health care” under section
56.06(a), a business must be “organized for the purpose of

maintaining medical information.” Although the Court of Appeal



declined to rule that Illuminate qualifies as a “provider of health
care” under subdivision (a), the Attorney General now argues that
IMluminate does. The Attorney General reaches that erroneous
conclusion only by inventing a test divorced from the text of the
statute and ignoring the operative alleged facts.

As with any statute, the first interpretive step is to “[s]tart
with the text.” MOAC Mall Holdings LLC v. Transform Holdco
LLC, (2023) 598 U.S. 288, 299. Here, that text requires a business
to be “organized for the purpose of maintaining medical
information” in order to be considered a “provider of health care”
under the CMIA. (Civ. Code § 56.06(a).) To “organize” a business
denotes a sense of planned, intentional structuring at the outset of
the enterprise, as the dictionary definition of the word makes clear.
(See “Organize,” Black’s Law Dictionary (5th ed. 1979) (defining
“organize” as “[t]o establish or furnish with organs; to systematize;
to put into working order; to arrange in order for the normal
exercise of its appropriate functions” (emphasis added).). To be
“organized” for a particular purpose, a company must therefore be
established to accomplish that purpose, meaning that the purpose
must be a central one.

This association between organization and establishment in
the context of businesses is confirmed by other uses of the term
“organize” in California law. California tax-exemption regulations
explain that a business is “organized” for specific purposes only if
“its articles of organization” meet certain requirements, indicating
that “organization” of a business entails more than looking at its

day-to-day activity. (Cal. Code Regs. Title 18, § 23701(c)(1)(A).)



That 1s not to say, of course, that the Court must look to
INluminate’s articles of incorporation when determining whether
the CMIA applies. But the word “organize” clearly refers to
something central to the company’s established purpose rather
than one of its many activities. That is why tax regulations
explicitly differentiate between whether a business is “organized
(chartered, incorporated)” as opposed to “operated (conducting
activities)” for particular purposes—a distinction that the
Attorney General here invites the Court to overlook. (Id.
§ 23701(b).)

Section 56.06(a) thus applies only to those companies that
have been created for the specific purpose of handling medical
information for the purposes outlined in the CMIA. Indeed, the
Attorney General himself characterizes subdivision (a) as
inquiring “whether medical records maintenance is an organizing
purpose of the business itself.” A.G. Br. 34 (emphasis added).

Here, the pleaded facts belie any argument that Illuminate
1s “organized for the purpose of maintaining medical information.”
(Civ. Code § 56.06(a).) The operative complaint confirms that
INluminate 1s organized for educational, not medical, purposes;
J.M. alleges that Illuminate is an “education company”’” whose
products were designed to “store[] and assess[] data concerning

»”

students” “as an aid to educational evaluation, monitoring of
progress, and determining an educational plan.” (1AA 75-76
(emphasis added).) J.M.s brief sings from the same hymnal:
INluminate’s “platform provides access to educators, students, and

parents to support educational evaluation, monitor student



progress, and develop individualized educational plans.”
(Answering Br. 11.) “It also maintains information related to
educators and offers educational software applications and
technology support to school districts.” (Ibid. (emphasis added).)

At most, J.M. alleges that Illuminate “collects” information
that “includes” medical data. But that is not the relevant question.
The relevant question is whether Illuminate was created for the
specific purpose of handling medical information, and J.M.’s own
allegations are to the contrary. Unsurprisingly, then, even the
Court of Appeal did not rely on section 56.06(a) in holding that
INluminate was subject to the CMIA. (See J.M. v. Illuminate
Education, Inc. (2024) 103 Cal.App.5th 1125, 1130-32 (review
granted).)

The Attorney General disagrees. Parting ways with both the
pleaded facts and the Court of Appeal, it insists that Illuminate
was “organized for the purpose of maintaining medical
information.” (A.G. Br. 32.) To reach that conclusion, the Attorney
General proposes a new standard of its own devising: a business
satisfies subsection (a) “where medical information maintenance
1s integral to or inseparable from some significant aspect of the
business’s activity.” (A.G. Br. 29.)

This perplexing mix of adjectives ignores the statute’s
operative words “organize” and “purpose’” and devolves into an
unworkable line-drawing exercise. Is the deciding standard
whether maintaining medical information i1s “integral to” a
“significant aspect of [a] business’s activity”? (A.G. Br. 29.) Or

must it be “inseparable from” such an aspect? (A.G. Br. 29.)



Should courts ask whether medical record maintenance is “merely
incidental” to a business’s operations? (A.G. Br. 28.) Or need they
find that it is “tangential or ancillary to any significant business
practice” before concluding that a business falls outside the scope
of the CMIA? (A.G. Br. 30.) For that matter, is there any
difference between a “significant business practice” and a
“significant aspect of [a] business’s activity?” (A.G. Br. 29-30.) The
Attorney General does not say.

There is no need to inject this sort of uncertainty into the
statute. The text provides sufficient guidance: “organized for the
purpose of maintaining medical information” means created for the
specific purpose of handling medical information. The words
“business practice,” “significant aspect,” “inseparable,” and so on
appear nowhere in this provision.

To justify his revision, the Attorney General cites the
statutory history of subdivision (a): the statute originally
regulated businesses “organized for the primary purpose of
maintaining medical information,” but the Legislature struck the
word “primary” in 2007. (A.G. Br. 28.) As a result, the Attorney
General argues, “medical records maintenance need only be one of
a business’s organizing purposes, even if the business has other
such purposes.” (A.G. Br. 28.) But that change does nothing to
support the Attorney General’s reformulations. Nobody 1is
claiming that a business can only have one “organizing purpose.”
Illuminate instead argues that only such a purpose exposes a
company to liability under subdivision (a)—as the text of the

statute unmistakably states. The mere handling of medical



information without that organizing purpose is not enough to
trigger subdivision (a).

This straightforward application of the statutory text gives
meaning to both subsection (a) and subsection (b). Many
businesses may be organized around a more general purpose (say,
data-management) and yet offer a specific application to manage
medical information (say, a prescription-management tool). But
that is why the Legislature expanded the CMIA to include set of
such companies by enacting subdivision (b), which “clos[ed] a
loophole” within the statute. (Assem. Com. on Judiciary, Rep. on
Assem. Bill No. 658 (2013-2014 Reg. Sess.) Apr. 16, 2013, p. 4.)
Subdivision (a) applied (and still applies) only to certain kinds of
companies—those that are organized for the specific purpose of
maintaining medical information.

The Attorney General’s novel test also lacks any limiting
principle. On the one hand, the Attorney General argues that
“businesses with a significant practice of maintaining medical
information” should be covered by subdivision (a). (A.G. Br. 30.)
But on the other, it says that religious organizations and summer
camps may be excluded because they are “organized for things like
worship, outdoor recreation, or ball games, and they typically
maintain medical information” for “incidental” “reasons of
individual and group safety.” (A.G. Br. 30.) The Attorney General
offers no explanation as to why “individual and group safety” is
“Incidental” for summer camps but not schools. And it also says
nothing about businesses that routinely store and process data of

all kinds—potentially including medical data—for purposes
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unrelated to healthcare. Many of these companies, like Illuminate,
have no organizing medical purpose whatsoever, but they provide
tools and services that may be used to store medical data, just like
any other data.

The organizing-purpose requirement found in the statutory
text avoids these pitfalls and ensures that only those businesses
created to handle medical data for enumerated healthcare
purposes face the risk of CMIA liability. The Attorney General’s
outcome-oriented overlay has little to recommend it.

Here, the proper outcome is straightforward. Illuminate is
not organized to maintain medical information—Ilet alone the kind
of “delicate or stigmatized” information the Attorney General
worries is most at risk. (A.G. Br. 9.) Frankly, medical-information
maintenance is not even “an inextricable part of a significant
business activity” for Illuminate. (A.G. Br. 29.) Instead, it
provides educational tools to schools and school districts to enable
better teaching and learning. This Court should decline the
Attorney General’s invitation to rewrite the language of
subdivision (a).

2. Illuminate Does Not “Offer Software or

Hardware to Consumers ... That Is Designed
to Maintain Medical Information”

IMluminate similarly does not satisfy the medical-business-
type element of subdivision (b), which applies only to businesses
that “offer software or hardware to consumers” that is “designed to
maintain medical information in order to make the information

available to an individual or a provider of health care at the
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request of the individual or a provider of health care.” (Civ. Code
§ 56.06(b).)

First, Illuminate does not and has never offered its products
to “consumers” at all. Instead, it sells data-management tools and
services to institutional clients such as schools and school boards.
J.M. has conceded as much, alleging that Illuminate is “an
education company that provides applications and technology
support to schools and school districts” and that it “stores and
assesses data concerning students in grades K-12 on a contract
basis to school districts nationwide,” “and also provides
educational software applications and technology support to the
school districts.” (1AA 75-76.) Not to J.M., and not to individuals.
The Court of Appeal did not address this statutory requirement at
all; in fact, the court omitted it from its recitation of section
56.06(b) altogether. (See J.M., supra, 103 Cal.App.5th at pp. 1130-
32.) That was error and is reason enough for reversal.

The Attorney General argues that Illuminate falls within
subdivision (b) because it allegedly “provided students and parents
with access to its internet data storage and assessment platform”
and “gave them its privacy and security policy.” (A.G. Br. 35.) To
begin, there is nothing in J.M.'s complaint suggesting that
I[Nluminate “provided students and parents with access to its
internet data storage and assessment platform.” But even if those
allegations existed, they would not show that Illuminate “offers”
its products to consumers. In legal and normal usage, the word
“offer” denotes “the act or an instance of presenting something for

acceptance; specif., a statement that one is willing to do something
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for another person or to give that person something.” (“Offer,”
Black’s Law Dictionary (12th ed. 2024).) To offer is “to present for
acceptance or rejection” to a particular recipient. (“Offer,”
Merriam-Webster (last visited Aug. 25, 2025),
https://www.merriam-webster.com/dictionary/offer (also defining
“offer” as “tender”); “Offer,” American Heritage Dictionary (5th ed.
2022) (also defining “offer” as to “proffer,” “[t]o present for sale,” or
“[t]o provide; furnish”).) But here, students and their parents
cannot purchase or own Illuminate products for personal use; they
can “access” the products only to the extent and on the terms that
the schools who purchase them decide. Illuminate’s products for
educators are no more “offered” to students than a school’s
curriculum or playground equipment, which are likewise sold to
school districts but can be “accessed” or “used” by students at
school.

Nor does Illuminate’s decision to make its privacy and
security policy available to the students attending its customer-
schools convert those students into “consumers” of its products.
For the same reasons that students are not “customers” under the
California Consumer Records Act—an argument that the Attorney
General does not dispute—they are also not “consumers” of
INluminate’s products. (See Opening Br. 37-43; Reply Br. 17-22.)

Second, even if Illuminate were to offer products to
consumers rather than institutional clients, no one—not J.M., not
the Court of Appeal, and not the Attorney General—contends that
those products are “designed to maintain medical information in

order to make the information available to an individual or a
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provider of health care at the request of the individual or a
provider of health care” as the statute requires. (Civ. Code
§ 56.06(b).) Nor could they. Illuminate’s products are designed for
educational purposes, including to “store[] and assess[] data
concerning students” “as an aid to educational evaluation,
monitoring of progress, and determining an educational plan.”
(1AA 76 (emphasis added).)

True, Illuminate’s products are versatile. Schools that
purchase and use Illuminate products are free to enter all kinds of
data—including “medical information” as defined by the CMIA—
into those products, just as an accountant could enter medical
information into a spreadsheet program. But that does not mean
that Illuminate’s products are “designed to maintain medical
information” any more than spreadsheet software is. Like
INluminate itself, Illuminate products are designed for educational
purposes; any incidental use of those products to store medical
information is not enough to bring Illuminate within the ambit of
subdivision (b).

Once again, the Court of Appeal failed to address this
statutory requirement. Instead, it erroneously held that the CMIA
applies to any business that “maintain[s] medical information ...
whether or not the business was organized for that purpose.” (J.M.,
supra, 103 Cal.App.5th at p. 1132.) The Attorney General does not
go so far as to endorse the Court of Appeal’s startling reinvention
of the statute, but it makes the same error by omitting the key
statutory word: “designed.” (See Opening Br. 22-27.) The Attorney

General argues that “businesses organized for any purpose are
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subject to subdivision (b) if they offer consumers software or
hardware that maintains medical information”—full stop. (A.G.
Br. 34 (second emphasis added).)

The Attorney General and the Court of Appeal thus stumble
at the same spot. They both fail to recognize that section 56.06(b)
simply shifts the purpose analysis from the company to the
product; it does not dispense with the requirement entirely. The
text of the statute is unmistakable: a “provider of health care”
under section 56.06(b) must “offe[r] software or hardware to
consumers,” and that software must be “designed to maintain
medical information.” Neither condition is met here.

B. Neither Illuminate Nor Its Products Satisfy the
Medical-Purpose Element of Section 56.06

Even where a business has been “organized for the purpose
of maintaining medical information in order to make the
information available to an individual or to a provider of health
care at the request of the individual or a provider of health care”
(Civ. Code § 56.06(a)) or “offer[s] software or hardware to
consumers ... that is designed to maintain medical information”
(Civ. Code § 56.06(b)), it must do so for one of two enumerated
purposes: [1] “for purposes of allowing the individual to manage
the individual’s information”; or [2] “for the diagnosis, treatment,

or management of a medical condition of the individual.”2 (Ibid.)

2 The second enumerated purpose is given a slightly more
constrained scope (“for the diagnosis and treatment of the
individual”) in subdivision (a). Because the purpose element is
not satisfied as to Illuminate under either formulation, the
more inclusive phrasing of subdivision (b) is quoted here.
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Neither Illuminate nor its products are designed to maintain
medical information for either of those purposes.

The Court of Appeal mistakenly concluded that Illuminate
satisfied the requirements of subdivision (b) because it “uses
student medical information and ‘the diagnosis and treatment
plans of children’ to ‘diagnose students’ needs’ and monitor their
progress.” (J.M., supra, 103 Cal.App.5th at p. 1131.) And it
further stated that “Illuminate i1s diagnosing the educational
progress of children with learning disabilities and mental health
issues based on their medical records.” (Ibid.) The Court of Appeal
did not explain which of the two medical-purpose elements it had
it mind, but it appears that it thought Illuminate’s products were
offered to fulfill the second enumerated purpose of the statute—
“for the diagnosis, treatment, or management of a medical
condition of the individual.”

That conclusion i1s baseless. Illuminate does not “us|e]
student medical information” for anything, let alone medical
diagnosis or treatment; instead, it sells data-tracking tools to
schools, some of which may choose to use those tools to organize
medical information. The complaint does allege in passing that
“Illuminate can ... monitor learning, diagnose students’ needs, and
monitor progress for math, reading, and SEB.” (1AA 78.) And the
Court of Appeal appeared to rely on that language. (J.M., supra,
103 Cal.App.5th at p. 1131.) But that allegation is plainly about
diagnosing educational needs, while the statute requires “the
diagnosis, treatment, or management of a medical condition,” not

of generic educational needs. (Civ. Code § 56.06(b).) J.M. has not
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alleged that Illuminate’s products are designed for any sort of
medical diagnosis or treatment.

Nor has he alleged anything else that can satisfy either of
the statute’s enumerated purposes. As explained above, J.M.
consistently (and correctly) characterizes Illuminate as an
educational company whose products achieve learning goals such
as helping schools “meet the unique needs of students”;
“provid[ing] a roadmap for data-driven instruction”; “enabl[ing]
educators to measure students’ rate of improvement and
determine if instruction and interventions are truly working”;
visualizing data; developing learning plans; and facilitating
remote learning. (1AA 77-78; see also supra at pp. 7-8.) None of
these purposes align with the medical aims listed by the
Legislature in section 56.06.

The Attorney General admits that J.M.’s “pleading could be
clearer on these points.” (A.G. Br. 31.) Nonetheless, he insists that
J.M.s allegations satisfy the enumerated-purpose requirement
because they state that Illuminate “works with school districts to
provide assistance with special education and mental health

) &«

services,” “advertises and provides services for social-emotional
behavior and dyslexia screening, intervention management, and
monitoring assessments,” and “regularly collects medical
information from school districts ... including the diagnosis and
treatment plans of children’ and stores data ‘regarding at least
seventeen million students nationwide.” (A.G. Br. 32 (quoting

1AA 206-09).) At the outset, none of these statements actually

appear in J.M.’s operative complaint. Instead, they come from a
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proposed second amended complaint that was never filed as a
pleading. The actual complaint contains no allegations
whatsoever that would tie Illuminate or its products to the medical
purposes outlined in section 56.06. (See generally 1AA 71-100.)3
More 1importantly, the Attorney General once again
replicates the analytical error of the Court of Appeal by focusing
on the information Illuminate allegedly maintains as opposed to
the purpose and use of that information. As previously explained,
the operative (and proposed second amended) complaint makes
clear that the purpose for which that information is used is the
diagnosis and treatment of educational, not medical, needs. (1AA
75-76.) (See Cedar Rapids Community School Dist. v. Garret F. ex
rel. Charlene F. (1999) 526 U.S. 66, 75 (explaining in the context
of the Individuals with Disabilities Education Act, 20 U.S.C.
§ 1400 et seq., that the phrase “medical services” “does not embrace
all forms of care that might loosely be described as ‘medical’ in
other contexts”).) The Attorney General’s conflation of medical

information with the statutory medical purpose is unwarranted.

3 The Attorney General also suggests that Illuminate “helpl[s]
schools detect, intervene in, manage, and monitor student med-
ical conditions” through its provision of software services. (A.G.
Br. 32.) But the Attorney General cites no allegations in the
operative complaint for that assertion, which runs counter to
the pleaded facts that establish Illuminate as an educational
company. Nor does J.M. allege that he has a medical condition
himself, that his school collected such information and stored it
in an Illuminate database, or that such information was ac-
cessed in the data breach.
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The Attorney General’s zeal to rewrite the complaint also
undermines the Attorney General’s assurances that section 56.06’s
“purpose element” “limits the reach of the statute” and “safeguards
against [] overbreadth concerns.” (A.G. Br. 31.) The Attorney
General relies on the medical-purpose element to exclude
“[r]ecreational sports leagues and summer camps” from the scope
of the CMIA despite his broad reading of the statute: such entities
“may collect medical information for the limited purpose of helping
keep participants safe while they engage in activities unrelated to
medical services or treatment,” but they “satisfy none of the ...
purposes” outlined in section 56.06. (A.G. Br. 31.) That reasoning
1s consistent with the text of the statute and the Legislature’s
intent in enacting the CMIA to regulate companies engaged in
healthcare. But it poses a problem for the Attorney General, which
concedes that Illuminate collects and stores data to fulfill an
“educational role.” (A.G. Br. 32 n.37.) The Attorney General offers
no coherent explanation as to why Illuminate meets the statutory
requirements while its fellow non-medical businesses cannot.

II. The Court of Appeal Erred in Holding that Illuminate
Violated the CMIA

Even if the CMIA could be stretched to cover companies like
INluminate that offer educational software to institutional clients,
the complaint does not make out a violation of the statute.

The Attorney General goes awry at the outset by placing

13

outsized weight on section 56.36(b)’s “negligent release” language.
Section 56.36 is the CMIA’s relevant cause-of-action provision, and
1t makes clear that some other part of the statute must be violated

before a lawsuit can be brought. It states that “an individual may
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bring an action against a person or entity who has negligently
released confidential information or records concerning him or her
in violation of this part.” (Civ. Code § 56.36(b) (emphasis added).)
It is not enough to show merely that Illuminate “permit[ted
medical information] to escape or spread from its normal place of
storage.” (A.G. Br. 37 (quoting Regents of Univ. of Cal. v. Super.
Ct. (2013) 220 Cal.App.4th 549, 564-65).) Something “more than
an allegation of loss of possession by the health care provider is
necessary to state a cause of action for negligent maintenance or
storage of confidential medical information” under the CMIA.
(Regents, supra, 220 Cal.App.4th at p. 570.)

For that reason, the Attorney General’s repeated assertions
that the CMIA prohibits a “negligent release” of medical
information are misleading. (See, e.g., A.G. Br. 36-41.) A
“negligent release” of confidential information in the abstract is
not the relevant question—the release must violate one of the
substantive provisions of the CMIA. As even the Attorney General
concedes, only conduct “prohibited by the statute” is actionable.
(A.G. Br. 36.)

J.M. offers two potential candidates: section 56.10(a), which
prohibits unauthorized “disclos[ure]” of medical information, and
section 56.101(a), which 1mposes a duty to maintain
“confidentiality” of medical information. Neither passes muster.

Section 56.10(a). J.M. first alleges that the data breach
constituted a violation of section 56.10 of the CMIA. That
provision states that entities covered under the CMIA “shall not

disclose medical information regarding a patient ... without first
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obtaining an authorization.” (Civ. Code § 56.10(a).) As Illuminate
has explained, there was no “disclosure” of J.M.’s information at
all. A cyberattack in which information is taken does not qualify
as a “disclosure” prohibited by the CMIA. (See Opening Br. 31-33;
Reply Br. 12-14.)

The Attorney General offers no defense of J.M.’s section
56.10 theory. Disclosure for the purposes of the CMIA occurs only
“when [a] health care provider affirmatively shares medical
information with another person or entity.” (Sutter Health, supra,
227 Cal.App.4th at pp. 1555-56.) The Attorney General thus
concedes that the provision “regulates intentional disclosures of
medical information” alone. (A.G. Br. 14 (emphasis added).) J.M.
does not and cannot allege that Illuminate intentionally disclosed
his information to the threat actors that broke into Illuminate’s
system and took the data without Illuminate’s knowledge, which
means section 56.10 cannot support his CMIA claim.

Section 56.101(a). The second and final alleged violation
is of section 56.101(a) of the CMIA. This section does not apply,
either. Section 56.101(a) requires J.M. to allege that “the
confidential nature of [his] medical information was breached as a
result of the health care provider’s negligence.” (Regents, supra,
220 Cal.App.4th at p. 570.) But California courts have correctly
recognized that “[n]o breach of confidentiality takes place until an
unauthorized person views the medical information” at issue, and
J.M. has not alleged that his information has been viewed. (Sutter
Health, supra, 227 Cal.App.4th at p. 1557.) The Attorney

General’s attempt to rehabilitate J.M.’s section 56.101 claim relies
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on a novel “significant risk” test that runs roughshod over the
statutory text in its eagerness to “promot[e] the CMIA’s policy
aims.” (A.G. Br. 41.) By its own terms, the CMIA imposes liability
only where confidentiality is lost due to unauthorized viewing or
use—not where there is merely a “risk” such harms might occur.
J.M. fails to plead facts showing such viewing or use here, and so
fails to show a violation of section 56.101.

The Attorney General does not dispute that under a long and
uniform line of California decisions, J.M. fails to plead facts
showing a violation of section 56.101(a). Courts throughout
California have agreed that a section 56.101(a) violation requires
showing “that the confidential nature of the plaintiff's medical
information was breached” (Regents, supra, 220 Cal.App.4th at p.
570), and that “[n]o breach of confidentiality takes place until an
unauthorized person views the medical information” at issue.
(Sutter Health, supra, 227 Cal.App.4th at p. 1557 (emphasis
added); see Opening Br. 34 (collecting cases).) These cases apply a
straightforward reading of the statutory text.

J.M. alleges no such viewing here. Instead, he pleads facts
demonstrating that his data may have been part of a data breach
in which “cyber criminals” took data, and Illuminate found “no
evidence that any information was subject to actual or attempted

misuse.” (1AA 132; see Opening Br. 6.) But the fact that this case

involved a_ should eliminate any inference that
the data was viewed or used in any way. In a _
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36 (emphasis added) (quoting |

threat actors achieved that purpose here, and more than three
years have now passed without any further incident. The facts of
this case thus do not give rise to an inference that the threat actors
ever viewed or misused J.M.’s data in any way.

As the Attorney General observes, and as the prior briefing
has discussed at length, “some courts have inferred actual viewing
from allegations of increases in spam calls and emails.” (A.G. Br.
46 (citing In re Solara Medical Supplies, LLC Customer Data
Security Breach Litigation (S.D. Cal. 2020) 613 F.Supp.3d 1284,
1299).) But J.M. alleges nothing of the sort in his operative
complaint. And even J.M.’s proposed second amended complaint
fails to allege any sort of “medical-related spam emails [or] phone
calls” of the kind that courts have found to “plausibly give rise to
the inference” that his “medical information has been viewed by an
unauthorized third party.”* (Solara, supra, 613 F.Supp.3d at p.
1299.) Instead, it describes only ordinary spam calls regarding
Amazon accounts and “other services,” none of which J.M. alleges
have anything to do with medical information. (1AA 225.) J.M.

similarly fails to allege “the posting of [his] information on the

4 The Attorney General requests that J.M. be given leave to
further amend his pleadings below. (A.G. Br. 33 n.38.) But J.M.
has already shown with his deficient proposed second amended
complaint that he cannot allege facts sufficient to overcome the
defects in the operative complaint. As California law has long
recognized, “[l]leave to amend should not be granted where ...
amendment would be futile.” (Long v. Century Indem. Co.
(2008) 163 Cal.App.4th 1460, 1468.)
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internet,” which some courts have held “support[s] an inference
that ‘someone viewed it.” (A.G. Br. 46 (citing Stasi v. Inmediata
Health Group Corp. (S.D. Cal. 2020) 501 F.Supp.3d 898, 923-924).)

Confronted with long-established precedent and these facts,
the Attorney General implores this Court to chart a new course
away from the statutory text. The Attorney General insists that
California courts have unitedly erred in requiring plaintiffs to
show that their compromised medical information was “actually
viewed,” and instead suggests that the proper inquiry is “whether
the information is exposed to a significant risk of unauthorized
access or use.” (A.G. Br. 42; id. at 37.) In his view, this rule would
expand liability in “data breach cases” and therefore is “better
tailored to the modern digital world.” (A.G. Br. 47.)

The first and fatal problem with the Attorney General’s
significant-risk test is that it is not “tailored” to the text or
structure of the statute. The relevant CMIA provision requires
providers of health care to “preserv[e] the confidentiality of the
information” they maintain. (Civ. Code § 56.101(a).) A violation
of the CMIA occurs only when that confidentiality is breached, and
confidentiality is breached only when that data is subjected to
viewing or review. Watering down the standard to allow for
liability where there is a “risk” of that confidentiality might not be
preserved would be contrary to the text of the statute.

The legislative history of section 56.101 makes clear that the
Legislature was concerned with protecting information from being
viewed and used by unauthorized actors. In an analysis of the bill,

legislators emphasized the “potential for serious and embarrassing
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problems” that could result from such misuse. (Assem. Com. on
Judiciary, Bill Analysis of Sen. Bill. No. 19 (1999-2000 Reg. Sess.),
July 13, 1999, p. 4.) The Legislature considered several
contemporary instances of such misuse, such as an anti-abortion
activist who “obtained confidential patient information” that he
used to “harass over 300 women”; a psychiatrist who sent
“exceedingly private information” to drug companies and so
informed “the whole world” about a patient’s embarrassing
condition; and a company aiming to help doctors drum up business
that ran “full-page ads in medical journals touting that they ha[d]
‘the world’s finest list of who’s got what.” (Id. at 4-5.) In bolstering
the CMIA, legislators hoped to stop these actual breaches of
confidentiality that resulted when bad-faith actors viewed
personal medical information. The Legislature’s overriding
concern was to “balance the legitimate need of health care
providers to access medical information and a patient’s right to
privacy’—not to create a prophylactic that would create liability
where no privacy violation had ever occurred. (Id. at 3.)

The Attorney General’s untested approach would also
conflict with the Legislature’s more recent enactments regarding
confidentiality of health information. In 2008, the Legislature
clarified that “[e]very provider of health care shall reasonably
safeguard confidential medical information from any unauthorized
access or unlawful access, use, or disclosure”—and it further
defined “unauthorized access” as “[t]he inappropriate review or
viewing of patient medical information without a direct need for

diagnosis, treatment, or other lawful use as permitted by [the
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CMIA]” or other applicable statutes. (Health & Saf. Code
§§ 1280.18(a), 1280.16(e) (emphases added).) Consistent with the
CMIA, this additional statutory language makes clear that
confidentiality persists until unlawful “review or viewing” of some
kind takes place—not merely a risk of such viewing.

Allowing liability based only on a potential violation would
also run contrary to the well-established principle that nominal
damages, such as those allowed by section 56.36(b)(1), are
available only when there has been an actual invasion of the right
at issue. As California courts have long recognized, “mere
possibility, or even probability, that an event causing damage will
result from a wrongful act does not render the act actionable”;
instead, “the infliction of appreciable and actual harm” is required.
(Davies v. Krasna (1975) 14 Cal.3d 502, 513-514 (quoting Walker
v. Pacific Indemnity Co. (1960) 183 Cal.App.2d 513, 517).) So too
here: the CMIA does not provide $1,000-per-violation damages
where no violation has yet occurred. The Legislature was clear
about the remedies the CMIA provides, and on what conditions.
(Civ. Code §§ 56.101, 56.36(b)-(d).) As this Court has long
observed, where statutory language is unambiguous, “there is no
need” to stretch it further with a new “construction, and courts
should not indulge in it.” (Birbrower, Montalbano, Condon &
Frank v. Super. Ct. (1998) 17 Cal.4th 119, 131-132.)

Nor are there pragmatic reasons to upend established law in
favor of the Attorney General’s new test. The Attorney General
references the emergence of new technology, arguing that “[sJome

cases have hinted that electronic or algorithmic data access can
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stand in for human viewing or access, at least at the pleading
stage.” (A.G. 46 (citing Doe v. Regents of Univ. of Cal. (N.D. Cal.
2023) 672 F.Supp.3d 813, 819 and Cousin v. Sharp Healthcare
(S.D. Cal. 2023) 702 F.Supp.3d 967, 975).) In this view, these
federal “algorithmic data access” cases suggest that California law
1s outmoded 1n a world where data is viewed with electronic, rather
than human, eyes.

The Attorney General’s concern is misplaced. The very
authority cited by the Attorney General shows that the current
standard is workable even where electronic or algorithmic tools are
used to view personal medical data. (See Cousin, supra, 702
F.Supp.3d at 975 (“Here Plaintiffs allege upon information and
belief that ‘Meta regularly viewed’ the information.”).) The
important thing is that a plaintiff allege that her specific data was
viewed, regardless of whether it was by human eyes or a software
tool. The Attorney General’s risk-based alternative test is “absent
from the statute, and conflicts with the Legislature’s decision to
impose statutory damages without proof of actual or even
threatened injury.” (A.G. Br. 42.) It should be rejected.

From the beginning—and unlike every case involving a
violation of section 56.101—it has been clear that “no one (except
perhaps the thief) knows what happened” to J.M.’s information
during the short time it was not under Illuminate’s exclusive
control. (Regents, supra, 220 Cal.App.4th at p. 570.) There is no
indication that J.M.’s specific information was ever viewed—Dby a
human or computer—or used in any way. Illuminate did not

violate section 56.101.
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CONCLUSION
This Court should reverse the judgment of the Court of

Appeal and remand with instructions to dismiss J.M.’s CMIA and
CRA claims with prejudice.
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