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INTRODUCTION AND STATEMENT OF INTEREST 

The Attorney General submits this brief pursuant to 

California Rules of Court, rule 8.520(f)(8) to assist the Court with 

interpreting and applying the Confidentiality of Medical 

Information Act (CMIA), Civil Code section 56 et seq. 

1   In 

addition to his role as California’s chief law officer (Cal. Const., 

art. V, § 13), the Attorney General has an interest in the 

construction of public-protection statutes like the CMIA, and his 

Privacy Unit enforces the state’s data privacy laws. 

2   This brief 

addresses the CMIA’s scope of coverage and negligent-release 

provisions, arguing that the facts alleged state a cause of action 

for negligent release under the CMIA. 

The CMIA is a medical privacy statute under which the 

Legislature chose to impose significant penalties for improper 

handling of medical information.  It did so because improper 

handling of such information is a serious problem.  Some of 

Californians’ most sensitive, personal information is found in 

their medical records.  Yet, today, those records exist in an 

unprecedented state of digitization and dissemination; the risk of 

compromise has never been greater.  At the same time, medical 

data is highly valuable, both in legitimate markets and in the 

underground economy.  And in the modern world, once 

confidential information is exposed, the internet can effectively 

 
1  All further statutory references are to the Civil Code 

unless otherwise indicated. 

2  The Attorney General’s privacy enforcement activity 

includes an ongoing civil investigation of defendant Illuminate 

Education in connection with the same data breach at issue here. 
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make it a matter of permanent public record.  Loss of 

confidentiality can result in embarrassment, stigmatization, 

commercial exploitation, or discrimination.  But because 

nefarious actors who would intercept and sell health data are 

criminals who seek to evade detection, victims may be unable to 

detect, let alone prove, the full extent of their damages. 

Aware of these realities, the Legislature enacted the CMIA 

to deter, or if necessary, remediate, sloppy medical data handling.  

Recognizing that harms to victims can be the same regardless of 

who mishandles their data, the Legislature has repeatedly 

expanded the CMIA’s coverage.  It now reaches not just doctors, 

nurses, and hospitals, but also firms that maintain medical data 

for specified purposes—reflecting the reality that modern 

organizations often rely on outside vendors to manage and 

protect data.  Those subject to and in violation of the CMIA face 

significant mandatory damages.  Together, the CMIA’s broad 

application and automatic damages send a strong deterrent 

message to those who maintain medical data. 

At the same time, the CMIA has guardrails that ensure it 

can accomplish its important goals without threatening 

unintended consequences.  True, the statute applies to a broad 

array of entities that maintain medical information.  But its 

application is limited: as detailed below, the statute’s language 

ensures that it excludes entities whose role in medical 

information maintenance is insignificant or tangential.  Likewise, 

CMIA liability can be avoided through reasonable care, because 



 

9 

the statute requires at least negligent conduct that results in a 

“release” of medical information. 

On the facts alleged, the plaintiff adequately states a CMIA 

cause of action.  Illuminate is a “provider of health care” within 

the scope of the CMIA because it was “organized for the purpose 

of maintaining medical information” for reasons specified in the 

statute, and because it offers “software or hardware to 

consumers” for those same reasons.  (§ 56.06, subds. (a) & (b).)  

As a provider of health care, the CMIA charged Illuminate with a 

duty to “preserve[] the confidentiality” of the medical information 

committed to its care, and to avoid its negligent “release.”  

(§§ 56.101, subd. (a), 56.36, subd. (b).)  Here, the plaintiff 

adequately alleges that Illuminate breached that duty because it 

mishandled his medical information, negligently allowing a 

hacker to access it.  Those allegations suffice to survive a 

demurrer; further proceedings in the trial court will afford 

Illuminate the opportunity to refute plaintiff’s contentions or 

show that its conduct was not negligent under the circumstances. 

BACKGROUND 

A. Health data in the modern world 

Confidential health information is sensitive and valuable, 

and its unauthorized release can catastrophically impact affected 

individuals.  Health history and treatment information may 

involve some of the most private aspects of individuals’ lives.  All 

manner of delicate or stigmatized topics can be implicated, 

including things like mental health conditions, addiction history, 

and reproductive health information, such as abortion history or 
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sexually transmitted infection status. 

3   Beyond individual risks of 

embarrassment or stigmatization, maintaining the 

confidentiality of this information has important social benefits. 

4   

Understandably, patients’ willingness to share accurate medical 

data depends on the trustworthiness of those handling health 

data. 

5   Health data privacy also supports the public’s 

participation and trust in medical research and the development 

of advancements in medicine. 

6  

And yet, the privacy of sensitive health information has 

never been at greater risk.  Medical records increasingly exist as 

electronic data that may be shared with dozens of health service 

 
3  See The Value and Importance of Health Information 

Privacy in Beyond the HIPAA Privacy Rule: Enhancing Privacy, 

Improving Health Through Research (Nass et al. edits., 2009) 

Institute of Medicine, page 77, at <tinyurl.com/3n2c9udb> (as of 

July 9, 2025) (hereafter Value and Importance of Health 

Information Privacy); 3 Lundy, Treatise on Health Care Law 

(2024) § 19.06, pts. [1], [3]–[6]; Stuart, Lex-Praxis of Education 

Informational Privacy for Public Schoolchildren (2006) 84 Neb. 

L.Rev. 1158, 1186-1187. 

4  See. e.g., Value and Importance of Health Information 

Privacy, supra, at page 78. 

5  See, e.g., Value and Importance of Health Information 

Privacy, supra, at page 77; 3 Lundy, Treatise on Health Care Law 

(2025) § 16.02[1]. 

6  See, e.g., Value and Importance of Health Information 

Privacy, supra, at page 83 [Discussing study suggesting “biggest 

predictor” of patients’ willingness “to share their medical records 

with researchers is the patients’ trust that their information will 

be kept private and confidential.”]. 
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providers and other businesses that support patient care. 

7   

Likewise, the harms posed by compromised confidentiality are 

now at their historical apex: in the electronic age, it has never 

been more difficult to put an escaped digital genie back in the 

bottle.  In effect, leaked private information can become a matter 

of permanent public record. 

8  

The backdrop for all of this is an increasingly perilous digital 

threat environment.  Data compromises in the United States 

have increased from fewer than 1,300 annually as recently as 

2019 and 2020 to more than 3,000 compromises in each of 2023 

and 2024. 

9   As a result, “approximately eight in ten 

consumers . . . were directly impacted by at least one data breach, 

cyberattack or both in the previous 12 months.” 

10   Moreover, 

 
7  Heidi Mitchell, “Why Hackers Want Your Health 

Information,” Wall Street J. (Dec. 3, 2025), at 

<tinyurl.com/2ps5wxp5> (as of July 9, 2025) [heading “Stay 

vigilant”]; Off. of the Nat. Coordinator for Health Information 

Technology, U.S. Dept. of Health & Human Services, 2023 Report 

to Congress: Update on the Access, Exchange, and Use of 

Electronic Health Information through Trusted Networks (Mar. 

2024) pages 7-8, at <tinyurl.com/24ubpwd6> (as of July 9, 2025). 

8  See, e.g., Knvul Sheikh, “Your Health Information Was 

Hacked.  What Now?,” N.Y. Times (Dec. 7, 2023), at 

<tinyurl.com/mr3vx69v> (as of July 9, 2025) [“Unfortunately, it 

can be all but impossible to fully reclaim control of your 

information.”]; Yoshi Sodeoka, “A Cyberattack Illuminates the 

Shaky State of Student Privacy,” N.Y. Times (July 31, 2022), at 

<tinyurl.com/5acn7tse> (as of July 9, 2025). 

9  Identity Theft Resource Center, 2024 Data Breach Report 

(Jan. 2025) page 9, at <tinyurl.com/2asucnp5> (as of July 9, 

2025). 

10  Id. at page 3, fn. 1. 
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consumers face threats not just from economically motivated 

thieves, but also from nation-state actors and nation-state 

sponsored entities that engage in malicious cyber activities 

including data theft and espionage. 

11  

Add to this volatile mix the fact that health data is 

exceptionally lucrative in the hands of nefarious actors.  Health 

records command dizzying prices reaching as high as $250 to 

$1,000, driven by illicit uses including fake insurance claims, 

fraudulent prescriptions for controlled substances, and 

blackmail. 

12   Unsurprisingly, such incentives have fostered a 

significant industry in health data theft.  Indeed, health records 

were involved in almost one-quarter of publicly disclosed 

cybersecurity incidents in 2024, and the health care industry 

experienced more data compromises than any other industry in 

five of the last six years. 

13   Reflecting the wide dissemination of 

health records, one analysis showed that “[m]ore than 85% of 

healthcare records are stolen from third parties and nonhospital 

providers.” 

14  

 
11  Cybersecurity and Infrastructure Security Agency, 

Nation-State Threats <tinyurl.com/d6jpyrtt> (as of July 9, 2025). 

12  See Mitchell, “Why Hackers Want Your Health 

Information,” Wall Street J., supra [heading “Stolen and sold”]; 

Trustwave, 2018 Trustwave Global Security Report (2018) page 

31, <tinyurl.com/ycxnzrzs> (as of July 9, 2025). 

13  IT Governance USA, Data Breaches and Cyber Attacks – 

USA Report 2024 (June 18, 2024), <tinyurl.com/72bbzt37> (as of 

Jul. 9, 2025); Identity Theft Resource Center, supra, at page 25. 

14  Mitchell, “Why Hackers Want Your Health Information,” 

Wall Street J., supra [heading “Stay vigilant”]. 
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B. Relevant CMIA provisions  

The CMIA was shaped by, and aims to address, these 

concerns.  It “is intended to protect the confidentiality of 

individually identifiable medical information obtained from a 

patient by a health care provider, while at the same time setting 

forth limited circumstances in which the release of such 

information to specified entities or individuals is permissible.”  

(Loder v. City of Glendale (1997) 14 Cal.4th 846, 859.)  In 

addition to regulating health-records maintenance and 

disclosure, the CMIA also defines and punishes impermissible 

records handling. 

The CMIA applies to “medical information,” which includes 

“any individually identifiable information, in electronic or 

physical form . . . regarding a patient’s medical history, mental 

health application information, reproductive or sexual health 

application information, mental or physical condition, or 

treatment.”  (§ 56.05, subd. (j).)  “Individually identifiable” in 

turn means “that the medical information includes or contains 

any element of personal identifying information sufficient to 

allow identification of the individual,” whether “alone or in 

combination with other publicly available information[.]”  (Ibid.) 

Although the CMIA regulates a variety of professionals and 

organizations, its treatment of “providers of health care” is most 

relevant here.  Two separate sections define that term.  The first 

definition, at Civil Code section 56.05, subdivision (p), includes 

front-line health care professionals like doctors, nurses, dentists, 

psychologists, and emergency medical technicians, as well as 

certain care facilities.  A second set of definitions—including the 
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ones at issue in this case—is found in the adjacent statutory 

section, Civil Code section 56.06.  In its current form, section 

56.06 supplements section 56.05’s definition of “provider of health 

care” with five additional varieties of businesses also “deemed to 

be . . . provider[s] of health care.”  (§ 56.06, subds. (a)-(e).)  It then 

subjects these additional providers to the “same standards of 

confidentiality” and the same “penalties for improper use and 

disclosure of medical information” as the providers of health care 

defined in section 56.05.  (§ 56.06, subds. (f)-(g).)  The upshot is 

that the CMIA treats each of these five groups of businesses the 

same way it treats front-line health care personnel and 

institutions.  (Compare § 56.05, subd. (p) with § 56.06.) 

Two of these five groups come into play here.  The first is 

businesses “organized for the purpose of maintaining medical 

information” for one of a list of enumerated reasons.  (See § 56.06, 

subd. (a).)  The second is businesses that “offer[] software or 

hardware to consumers” that is “designed to maintain medical 

information” for a statutorily specified reason. (See § 56.06, subd. 

(b).) 

Having defined the medical information subject to the 

statute and the entities charged with its protection, the CMIA 

next turns to the scope of that protection—in other words, how 

medical information must be handled.  While much of the statute 

regulates intentional disclosures of medical information (see, e.g., 

§§ 56.10, 56.102, 56.103, 56.108), the provisions most relevant 

here govern negligent releases. 
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Those negligent-release provisions first impose a positive 

duty to safeguard medical information, then define a violation, 

and finally, establish remedies.  Under section 56.101, “[e]very 

provider of health care . . . who creates, maintains, preserves, 

stores, abandons, destroys, or disposes of medical information 

shall do so in a manner that preserves the confidentiality of the 

information contained therein.”  (§ 56.101, subd. (a).)  Conversely, 

a provider of health care that “negligently creates, maintains, 

preserves, stores, abandons, destroys, or disposes of medical 

information shall be subject to the remedies and penalties 

provided under subdivisions (b) and (c) of Section 56.36.”  (Ibid.)  

Under section 56.36, subdivision (b), “an individual may bring an 

action against a person or entity who has negligently released 

confidential information or records concerning him or her in 

violation of this part[.]” 

15   In such an action, the plaintiff may 

recover either “the amount of actual damages, if any,” “nominal 

damages of one thousand dollars” even without a showing “that 

the plaintiff suffered or was threatened with actual damages[,]”or 

both remedies.  (§ 56.36, subd. (b)(1)-(2).) 

C. Animating purposes and legislative history 

The CMIA’s modern structure emerged as the result of 

repeated legislative efforts to address emerging problems amid 

swift technological change.  Although the Legislature first 

 
15  Subdivision (c) of Section 56.36 provides for 

administrative fines and civil penalties in actions brought by 

prosecuting agencies, and thus has no application here.  (§ 56.36, 

subds. (c), (f).) 
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enacted the statute nearly half a century ago, 

16  the language at 

issue in this case is of more recent vintage. In its initial form, the 

CMIA covered front-line health care professionals as well as 

institutions like clinics and hospitals, and regulated only 

intentional disclosures.  (Ibid.)  Amendments between 1993 and 

2013 expanded the statute to reach medical recordkeeping 

companies and digital consumer products businesses. 

17   Likewise, 

the Legislature added the negligent release provisions of Civil 

Code sections 56.101 and 56.36—and the associated $1,000 

statutory damages remedy—in 1999. 

18  

These amendments responded to the emergence of new and 

growing risks associated with the dissemination of health data in 

a rapidly digitizing world.  Computerized medical records first 

emerged in the 1960s, but widespread adoption of electronic 

health records occurred only in the 2010s. 

19   Still, by the time of 

the 1999 CMIA amendments, “the number of health care 

organizations handling patient data ha[d] grown significantly” 

 
16  See 2 Stats. 1979 (1979-1980 Reg. Sess.), ch. 773, p. 2645 

17  See 3 Stats. 1993 (1993-1994 Reg. Sess.), ch. 1004, § 1, p. 

5693; 4 Stats. 2007 (2007-2008 Reg. Sess.), ch. 699, § 1, p. 5903; 

2013 Cal. Legis. Serv. Ch. 296 (A.B. 658) (West) [Stats. (2013- 

2014 Reg. Sess.), ch. 296, § 1]. 

18  See 2 Stats. 1999 (1999-2000 Reg. Sess.), ch. 526, §§ 3, 8, 

pp. 3647, 3650-3652. 

19  Shen et al., Twenty-Five Years of Evolution and Hurdles 

in Electronic Health Records and Interoperability in Medical 

Research: Comprehensive Review (2025) 27 J. of Medical Internet 

Research, pages 1-2, at <tinyurl.com/46chdhkn> (as of July 9, 

2025). 
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and “[t]he growth of integrated delivery systems ha[d] led to the 

development of large, integrated databases of personal health 

information[,]” creating potential “conflict with the desire of 

patients to keep their information private.” 

20  

Those amendments—which enacted the CMIA’s $1,000 

statutory damages remedy—responded to fears that the spread of 

medical records was increasing the risk of public exposure and 

exploitation.  The statute’s author was “concerned that patient 

information is getting into huge electronic databases whose 

owners then sell that information to third parties to solicit 

individual patients.” 

21   Legislators took note of a data broker who 

advertised its data to medical providers as the “world’s finest list 

of who’s got what”; it contained the names of people with certain 

diseases, such as yeast infections and diabetes. 

22   The drafters 

also cited a report that an anti-abortion activist had obtained 

confidential patient information from dumpsters outside family 

planning clinics in Orange County, then used this information to 

harass women who had received care. 

23   The amendments aimed 

to address these concerns and to “protect the privacy of the 

 
20  Sen. Rules Com., Off. of Sen. Floor Analyses, Analysis of 

Sen. Bill No. 19 (1999-2000 Reg. Sess.) as amended Sept. 7, 1999, 

pages 6-7, quotation marks omitted. 

21  Assem. Com. Approps., Analysis of Sen. Bill No. 19 

(1999-2000 Reg. Sess.) as amended Aug. 16, 1999, page 1. 

22  Assem. Com. on Judiciary, Analysis of Sen. Bill No. 19 

(1999-2000 Reg. Sess.) as amended July 7, 1999, page 5, 

quotation marks omitted. 

23  Id. at page 4. 
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doctor/patient relationship.  All patients must have complete 

confidence that what they tell their doctor will not be used for 

anything other than genuine medical reasons.” 

24  

Similar worries about wide dissemination and the resulting 

potential for harm animated the 2007 and 2013 amendments, 

which expanded the scope of the CMIA to add businesses that 

maintain medical information for others.  In 2007, the 

Legislature remained troubled that “[a]lthough the ability to 

store and transmit medical information digitally and 

electronically makes it easier for health care providers, hospitals, 

and insurers to exchange vital information, it also increases the 

likelihood that sensitive information could end up in the wrong 

hands.” 

25   The author of the 2007 amendments also expressed 

concern about the “growing problem of medical identity theft and 

the understandable desire of consumers to keep medical 

information private[.]” 

26   Similarly, legislative materials from the 

time of the 2013 amendments noted that health information was 

increasingly held by businesses operating independently of 

health care professionals or organizations, raising new privacy 

concerns. 

27  

 
24  Id. at page 3, quotation marks omitted. 

25  Assem. Com. on Health, Analysis of Assem. Bill No. 1298 

(2007-2008 Reg. Sess.), Feb. 23, 2007, page 2. 

26  Assem. Com. on Judiciary, Analysis of Assem. Bill No. 

1298 (2007-2008 Reg. Sess.), Feb. 23, 2007, page 1. 

27  See, e.g., Sen. Rules Com., Off. of Sen. Floor Analyses, 3d 

reading analysis of Assem. Bill No. 658 (2013-2014 Reg. Sess.) as 

(continued…) 
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D. Schoolchildren and health care records 

As noted above, the CMIA covers certain businesses that 

maintain medical information for specified purposes, even if they 

do not directly offer health care services.  That makes good sense 

because many entities that need to keep track of medical 

information rely on vendors to manage their records.  Such is the 

case with the school systems for which Illuminate provides 

software support services. 

Although their primary mission is educational, schools serve 

other important social purposes, including numerous health care 

functions.  Many of these functions are mandated by statute, and 

necessitate the creation and maintenance of health records.  For 

instance, the Education Code requires that school boards “make 

such rules for the examination of the pupils in the public schools 

under [their] jurisdiction as will insure proper care of the pupils 

and proper secrecy in connection with any defect noted[.]”  (Ed. 

Code, § 49450, italics added.)  Other provisions require sight and 

hearing testing (Id., §§ 49452, 49455), scoliosis screening (Id., 

§ 49452.5), and collection of proof of oral health assessments (Id., 

§ 49452.8).  The Education Code also governs school health care 

professionals, as well as their handling of health care 

information.  (See, e.g., id., §§ 49424 [school psychologists], 49426 

[nurses], 49426.5 [licensed vocational nurses].)  Regulations 

 

amended Jun. 24, 2013, pages 4-5 [“as these services are 

increasingly offered through mobile applications, created and 

maintained by companies who provide many services and 

products beyond [personal health records], new privacy concerns 

arise”]. 
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authorize schools to administer medication, and local education 

agencies to establish policies that ensure medication records are 

kept and that “[p]upil confidentiality is appropriately 

maintained[.]”  (Cal. Code Regs., tit. 5, §§ 604, 607.) 

Statutes also address more sensitive health topics 

surrounding special education.  Students with exceptional needs 

are required to undergo disability assessments, “including, if 

appropriate, health and development, vision, including low 

vision, hearing, motor abilities, language function, . . . and social 

and emotional status.”  (Ed. Code, § 56320, subd. (f).)  School 

personnel must “prepare a written report . . . of the results of 

each assessment[,]” addressing, among other details, “[w]hether 

the pupil may need special education and related services” and 

conveying “educationally relevant health and development, and 

medical findings, if any.”  (Id., § 56327, subds. (a) & (e).) 

School systems rely on vendors to manage data for them, 

including medical information generated by the health care 

functions described above.  Recognizing that need, the Education 

Code provides: “A local educational agency may . . . enter into a 

contract with a third party . . . [t]o provide services . . . for the 

digital storage, management, and retrieval of pupil records [and 

to] provide digital educational software that authorizes a third- 

party provider . . . to access, store, and use pupil records[.]”  (Id., 

§ 49073.1, subd. (a).)  “Pupil records” include “[a]ny information 

directly related to a pupil that is maintained by the local 

education agency,” a definition that health information satisfies.  

(See id. at subd. (d)(5).)  School systems rely on their data 
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contractors to protect the data committed to their care; the 

Education Code requires that such contractors agree to “ensure 

the security and confidentiality of pupil records.”  (See id. at 

subd. (b)(5).) 

As with the rest of the population, students face serious, 

potentially life-altering impacts when their health data is 

compromised.  In March 2023, a data breach in the Minneapolis 

public school system resulted in the online posting of complete 

“sexual assault case folios” along with other medical data. 

28   The 

year prior, the Los Angeles Unified School District suffered a 

ransomware attack that involved the private records of 1,900 

former students, and resulted in online leaks of psychological 

evaluations and other medical records. 

29   The consequences of 

these types of confidentiality breaches are especially dire for 

children because the information leaked to the internet is now 

available “in perpetuity,” for “future friends, romantic interests, 

employers, and others to discover[.]” 

30   Schoolchildren face these 

harms even though they do not decide for themselves whether 

and what health information to share with their schools, and 

cannot control which vendors have access to it. 

 
28  Bajak et al., After School Hacks, Ransomware Criminals 

Expose Kids’ Private Files Online (July 5, 2023) PBS, 

<tinyurl.com/4k73hz47> (as of July 9, 2025). 

29  Ibid. 

30  Ibid., quotation marks omitted. 
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STATEMENT OF THE CASE 

This case arises from a data breach that compromised 

student educational and health records maintained by defendant 

Illuminate Education, Inc., under contract with schools and 

education offices across the country.  (1 AA 200-246 [proposed 

second amended complaint].)  The plaintiff, J.M., is a child of 

twelve who attended public school in Ventura County.  (1 AA 203 

¶ 9, 210 ¶ 23, 225 ¶ 99.)  Illuminate, meanwhile, is an 

“information technology company” contracted to provide 

“applications and technology support” to schools and school 

districts nationwide, including the Ventura County Office of 

Education.  (1 AA 204 ¶¶ 11-12, 206 ¶ 17.) 

As part of its services, Illuminate maintains internet 

platforms—including one called PupilPath—that “store[] and 

assess[] data concerning students in grades K-12[.]”  (1 AA 204 

¶ 12.)  In that capacity, the company “created, maintained, 

preserved, and stored [students’] individually identifiable medical 

information”—including J.M.’s information—within its systems.  

(1 AA 205, ¶ 13.)  That data included “medical history, mental or 

physical condition, or treatment, including diagnosis and 

treatment dates” as well as identifying information such as 

“names, dates of birth, . . .[and] social security numbers.”  (Ibid.) 

Illuminate handled student data as part of its “primar[]y 

work[]”—providing school districts “assistance with special 

education and mental health services[.]”  (1 AA 208 ¶ 19.)  That 

assistance included “screening and progress monitoring 

assessment for academics and social-emotional behavior” to help 

“‘meet the unique needs of students who require additional 
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supports in order to succeed[,]’” along with “[d]yslexia 

[s]creening.”  (1 AA 206 ¶ 18a, 207 ¶ 18f.)  As part of its services, 

Illuminate “collect[ed] medical information on thousands, if not 

millions, of students[.]”  (1 AA 208 ¶ 19.) 

In addition to schools and educators, Illuminate supplied 

“students and parents” with access to its internet data storage 

and assessment platform.  (1 AA 206 ¶ 17.)  The company also 

provided students, including J.M., with a privacy and security 

policy in which it “pledge[d] our unwavering commitment to 

student data privacy” and promised to “protect your data like it’s 

our own” and “deploy meaningful safeguards to protect student 

data.”  (1 AA 214 ¶ 46.)  The policy further stated that Illuminate 

“value[s] highly the privacy of students, their parents and 

guardians, and visitors of [Illuminate’s] website” (ibid.) and that 

“employees are required to comply with information security 

safeguards” which “meet or exceed the requirements of applicable 

federal and state law.”  (1 AA 215 ¶ 47.) 

Notwithstanding those assurances, in January 2022, 

Illuminate discovered a data breach of applications and 

databases storing student data.  (1 AA 210-211 ¶¶ 26-32.)  

Illuminate used Amazon Web Services to store student data in 

the cloud, but allegedly allowed third parties to identify that the 

data belonged to Illuminate, making it easy for “hackers to find, 

view, and steal.”  (1 AA 211 ¶ 29, 213 ¶ 39.)  In addition, 

Illuminate allegedly failed to encrypt student information “while 
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at rest and in transit,” 

31  in contravention of a voluntary privacy 

protection pledge the company made through the nonprofit 

Future of Privacy Forum.  (1 AA 212 ¶ 34.)  Following the breach, 

the Future of Privacy Forum expelled Illuminate for its alleged 

failure to properly safeguard student data.  (Ibid.)  J.M. claims 

that Illuminate’s failure to encrypt enabled “threat actors to view 

and steal [students’] confidential medical records,” and that 

medical data was the specific “target of the threat actors.”  (1 AA 

213 ¶ 41.)  Five months after the initial discovery of the data 

breach, Illuminate notified J.M. and other prospective class 

members, admitting that the breached data “may have 

contained” the students’ “name, academic and behavior 

information, enrollment information, accommodation 

information, special education information, medical information 

and/or student demographic information.”  (1 AA 210 ¶ 28, 211 ¶ 

32.)  The breached data also included “protected health 

information of children who suffer from learning disabilities, 

developmental disabilities, or even mental illnesses.”  (1 AA 210 

¶ 25.) 

J.M. filed this putative class action against Illuminate by his 

guardian ad litem.  Among other causes of action, J.M. alleged 

violations of the CMIA because his private medical information 

was compromised as a result of Illuminate’s allegedly negligent 

 
31  “At rest” refers to data in storage, whereas “in transit” 

means data that is being transmitted. (Nelson & Simek, Selecting 

a Law Firm Cloud Provider (2014) 93 Mich. Bar J. 48, 49, at 

<tinyurl.com/4652t6my> (as of July 9, 2025).) 
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storage and processing of class members’ medical records.  (1 AA 

202 ¶ 5.) 

The trial court sustained Illuminate’s demurrer, agreeing 

with Illuminate that it was not a “provider of health care,” 

“contractor,” or “administrator” under the CMIA and that 

exposure of J.M.’s information in a data breach did not constitute 

a “release” or “disclosure” within the meaning of sections 56.10 

and 56.101 of the CMIA.  (1 AA 257.)  J.M. submitted a proposed 

second amended complaint which alleged that his medical 

records were actually viewed because he received “solicitations by 

mail from third parties” at an address he only provided to 

Illuminate through his office of education.  (1 AA 204 ¶ 9.)  He 

also alleged that he received “numerous phone calls from 

solicitors regarding phantom Amazon accounts and other odd 

phone calls.”  (1 AA 213 ¶ 40.)  However, the trial court denied 

J.M.’s request to file his proposed amended complaint, and 

subsequently entered judgment.  (2 AA 451.) 

The Court of Appeal reversed, holding that Illuminate was a 

“provider of health care” within the meaning of the CMIA and 

that J.M.’s allegations sufficed to state a CMIA cause of action.  

(J.M. v. Illuminate Education, Inc. (2024) 103 Cal.App.5th 1125, 

1132-1133.)  The Court of Appeal also held that the fact that J.M. 

received an increase in spam after the delayed breach notification 

supported the inference that his medical information had been 

viewed by an unauthorized third party.  (Id. at p. 1134.) 
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ARGUMENT 

I. J.M. ADEQUATELY ALLEGES THAT ILLUMINATE IS A 

PROVIDER OF HEALTH CARE UNDER THE CMIA 

The facts alleged demonstrate that Illuminate comes within 

the coverage of the CMIA, under two independently sufficient 

provisions of section 56.06.  Illuminate is both “organized for the 

purpose of maintaining medical information” under subdivision 

(a) of section 56.06, and it “offers software . . . to consumers . . . 

that is designed to maintain medical information” under 

subdivision (b).  Under either of these provisions, it maintains 

medical information for the listed statutory purposes, and is thus 

a “provider of health care” for CMIA purposes. 

 32   (§ 56.06, subds. 

(a) & (b).)  As a result, Illuminate falls within the coverage of the 

statute and is subject to its rules and remedies. 

33  

 
32  The Attorney General takes no position on J.M.’s 

arguments that Illuminate meets other statutory definitions for 

coverage under the CMIA. 

33  Although this brief focuses on the CMIA, the Attorney 

General notes that the Court of Appeal’s opinion appears to have 

imported the Article III standing concept of injury-in-fact from 

federal cases into its analysis of plaintiff’s Customer Records Act 

(CRA) cause of action.  (See Illuminate Education, supra, 103 

Cal.App.5th at pp. 1134-1136 [citing federal cases].) The CRA’s 

private damages right of action requires only that customers be 

“injured by a violation of this title” (§ 1798.84, subd. (b)), and 

should not be conflated with Article III standing.  (See Chai v. 

Velocity Investments, LLC (2025) 108 Cal.App.5th 1030, 1041- 

1043 [federal court standing concepts irrelevant where no 

indication California Legislature intended to constrain statutory 

standing to Article III principles].) 
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A. Illuminate’s practice of maintaining medical 
information for specified purposes makes it a 
“provider of health care” under section 56.06(a) 

Illuminate is a provider of health care under the CMIA 

because maintaining health records is an integral part of its 

business.  Civil Code section 56.06, subdivision (a) makes any 

business that meets each of the following two elements a 

“provider of health care” for CMIA purposes: 

Business-type element: “Any business organized for the 

purpose of maintaining medical information . . . .” 

Purpose element: (1) “. . . in order to make the information 

available to an individual or to a provider of health care at the 

request of the individual or a provider of health care”; (2) “for 

purposes of allowing the individual to manage the individual’s 

information”; (3) “or for the diagnosis and treatment of the 

individual.” 

Any business of the required type that maintains medical 

records for reasons falling within the statute’s enumerated 

purposes “shall be deemed to be a provider of health care subject 

to the requirements of this part.”  (§ 56.06, subd. (a).) 

The business-type element necessitates not only that the 

business maintain medical information, but also that medical 

records maintenance be of some significance in its activities.  

Specifically, subdivision (a) requires that the business be 

“organized for the purpose of maintaining medical information.”  

(Ibid., italics added.)  Critically, however the statutory language 

stops short of requiring that medical-information maintenance be 

the business’s central or exclusive organizing purpose. 
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The legislative history supports that construction.  While 

subdivision (a) initially regulated only businesses “organized for 

the primary purpose of maintaining medical information[,]” the 

Legislature struck the qualifier “primary” in 2007 amendments.  

(Compare 3 Stats. 1993 (1993-1994 Reg. Sess.), ch. 1004, § 1, p. 

5693, italics added, with 4 Stats. 2007 (2007-2008 Reg. Sess.), ch. 

699, § 1, p. 5903.)  The bill’s author reasoned “that any business 

that stores and potentially disseminates medical information 

poses a threat whether it is the only service provided or just one 

of many services provided.”  (Assem. Com. Health, Analysis of 

Assem. Bill No. 1298 (2007-2008 Reg. Sess.), Feb. 23, 2007, p. 3.)  

The Legislature kept the “organized for” language, showing that 

something beyond merely incidental records maintenance is 

required.  But the 2007 amendment demonstrates that medical 

records maintenance need only be one of a business’s organizing 

purposes, even if the business has other such purposes. 

34   

Illuminate asserts that entities “must have a core medical 

purpose” to be covered under subdivision (a) (Opening Br. 18, 

emphasis omitted), but fails to explain how that assertion can be 

squared with the Legislature’s deliberate removal of the “primary 

purpose” requirement in 2007. 

 
34  Legislative-history materials suggest that the purpose of 

the amendment was to extend the CMIA to “all companies that 

maintain personal health records.”  (See, e.g., Assem. Com. on 

Judiciary, Analysis of Assem. Bill No. 1298 (2007-2008 Reg. 

Sess.), Feb. 23, 2007, p. 3; Assem. Com. on Health, Analysis of 

Assem. Bill No. 1298 (2007-2008 Reg. Sess.), Feb. 23, 2007, p. 3.)  

While the text of subdivision (a) cannot reasonably be read to 

extend to all such companies, the legislative history nevertheless 

demonstrates an intent to broaden the statute’s application. 
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While this Court need not decide subdivision (a)’s outer 

limits, it should at minimum hold that where medical 

information maintenance is integral to or inseparable from some 

significant aspect of the business’s activity, the business-type 

element is satisfied.  In such circumstances, the business can 

rightly be characterized as having “organized” itself “for the 

purpose of maintaining medical information.” (See § 56.06, subd. 

(a).)  Such a construction also comports with the ultimate term 

that subdivision (a) defines, “provider of health care.”  Indeed, 

businesses that keep health records as an indispensable part of 

an important line of business—assuming they do so for the 

reasons specified in subdivision (a)’s purpose element—are in a 

real sense contributing to the provision of care. 

That interpretation also aligns with basic principles of 

fairness and the precept that statutes should be construed in 

light of the Legislature’s core aims: where keeping medical 

information is an inextricable part of a significant business 

activity, firms can and should anticipate the need for exercising 

care in carrying out that activity.  Indeed, protecting that 

information from exposure is the key statutory purpose.  (See 

ante, at pp. 15-19.)  The Legislature has repeatedly expanded the 

CMIA because of its awareness that medical data has spread 

beyond doctors and hospitals and is now in the hands of many 

firms, including software services providers like Illuminate.  

(Ibid.)  The statute aims to protect consumers from the harms 

associated with loss of confidentiality, and the amendments 

sensibly recognize that those harms are the same whether a 
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doctor or a software company mishandles the information 

entrusted to them. 

At the same time, reading the statute as discussed above 

would exclude businesses that maintain medical information 

unintentionally, or for reasons that are merely tangential or 

ancillary to any significant business practice.  (See generally 

Presbyterian Camp & Conf. Centers, Inc. v. Superior Ct. (2021) 12 

Cal.5th 493, 512 [“Statutes should be interpreted to be ‘consistent 

with legislative purpose and not evasive thereof.’”].)  First, the 

business-type element ensures that only businesses with a 

significant practice of maintaining medical information are 

covered.  It is no doubt true, as Illuminate points out, that many 

religious organizations, summer camps, and community sports 

teams collect some limited form of medical information from 

parishioners, campers, and little leaguers.  (See Opening Br. 26.)  

But the organizing purposes of such entities are different in kind 

from those contemplated by the statute, in that they are 

disconnected from even a broadly construed notion of healthcare 

provision. 

35   They are organized for things like worship, outdoor 

recreation, or ball games, and they typically maintain medical 

information for reasons of individual and group safety purely 

incidental to those organizing purposes.  They are thus only 

tangentially connected to health care provision in any meaningful 

sense, and the business-type element excludes them from the 

CMIA’s reach. 

 
35  Some might not qualify as “businesses” within the 

meaning of Section 56.06 either. 
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Subdivision (a)’s second element—the purpose element—also 

limits the reach of the statute, while connecting it back to the 

defined term “provider of health care.”  The language specifies 

three possible purposes for which the business must maintain 

medical information: (1) “in order to make the information 

available to an individual or to a provider of health care at the 

request of the individual or a provider of health care”; (2) “for 

purposes of allowing the individual to manage the individual’s 

information”; or (3) “for the diagnosis and treatment of the 

individual[.]”  (§ 56.06, subd. (a).) 

36   Recreational sports leagues 

and summer camps may collect medical information for the 

limited purpose of helping keep participants safe while they 

engage in activities unrelated to medical services or treatment.  

They thus satisfy none of the three purposes specified in the 

purpose element of subdivision (a) or (b).  In combination with 

the business-type element, then, the purpose element safeguards 

against the overbreadth concerns Illuminate expresses. 

While his pleading could be clearer on these points, J.M. 

appears to sufficiently allege that Illuminate is a provider of 

health care under section 56.06, subdivision (a).  With respect to 

 
36  Section 56.06’s disjunctive list of three purposes is 

arguably ambiguous. but not in a way that affects the outcome 

here.  Under one possible construction, any of the three specified 

purposes is independently sufficient.  A second construction is 

that the first purpose—making “the information available to an 

individual or to a provider of health care” upon request—is 

always required, along with one of the other two purposes.  In the 

Attorney General’s view, Illuminate is a provider of health care 

under either construction because it meets both the first and 

third specified purposes. 
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the business-type element, J.M. alleges that Illuminate 

“primarily works with school districts to provide assistance with 

special education and mental health services.”  (1 AA 208 ¶ 19.)  

J.M. also pleads inter alia that Illuminate advertises and 

provides services for social-emotional behavior and dyslexia 

screening, intervention management, and monitoring 

assessments.  (1 AA 206-207 ¶ 18a-18f.)  In service of these 

business purposes, Illuminate “regularly collects medical 

information from school districts . . . including the diagnosis and 

treatment plans of children” and stores data “regarding at least 

seventeen million students nationwide[.]”  (1 AA 206 ¶ 17, 209 

¶ 21.)  Far from keeping medical information as an incidental 

component of its business activities, the allegations suggest that 

Illuminate does so as a core and inextricable part of one of its 

“primar[y]” business activities, namely helping schools detect, 

intervene in, manage, and monitor student medical conditions. 

37   

(1 AA 206-208 ¶¶ 18a-f, 19.)  It is thus “organized for the purpose 

of maintaining medical information” within the meaning of 

subdivision (a).  (§ 56.06, subd. (a).) 

J.M. also sufficiently alleges that Illuminate meets the 

purpose element of section 56.06, subdivision (a).  He pleads that 

“Illuminate . . . stores and assesses data concerning students . . . 

with access provided to educators, students and parents . . . .”  (1 

AA 206 ¶ 17, italics added.)  The medical information is thus 

 
37  That these activities may play an educational role in 

addition to the medical role is immaterial.  As noted above, the 

CMIA does not require that medical records maintenance be the 

sole or primary organizing purpose of the business in question. 
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maintained “in order to make” it “available to [students and 

parents] . . . at the request of the [students and parents],” in 

fulfillment of the first purpose spelled out in the statute.  

(§ 56.06, subd. (a).)  Likewise, J.M. alleges that Illuminate 

handles student data as part of screening for, monitoring, and 

managing intervention in social-emotional behaviors and 

dyslexia, and in service of its “assistance with special education 

and mental health services” at schools.  (1 AA 206–208 ¶¶ 18a-f, 

19.) Those activities meet the statute’s third purpose, namely “for 

the diagnosis and treatment of the individual.”  (§ 56.06, subd. 

(a).) 

38   J.M. has thus satisfied both the business-type and purpose 

elements of subdivision (a), and, on the facts alleged, Illuminate 

is a “provider of health care” within the meaning of section 56.06, 

subdivision (a). 

B. Illuminate is also a provider of health care under 
section 56.06(b) because it makes medical 
information software available to consumers 

J.M. also pleads facts sufficient to demonstrate that 

Illuminate falls within the software provider provision of section 

56.06.  That provision, found in subdivision (b) of section 56.06, 

mirrors subdivision (a) in deeming businesses that meet its 

conditions “providers of health care” subject to the CMIA.  Like 

 
38  Less clear from the pleading is whether students and 

parents can “manage their information” through their access to 

it, and thus whether J.M. has alleged sufficient facts to meet the 

second purpose listed in subdivision (a)’s purpose element.  To 

the extent that information-management capability is dispositive 

in the Court’s analysis, and J.M. can allege relevant facts, he 

should be permitted leave to amend. 
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subdivision (a), the language of subdivision (b) sets forth two 

elements, a business-type element and a purpose element: 

Business-type element: “Any business that offers software 

or hardware to consumers, including a mobile application or 

other related device that is designed to maintain medical 

information . . . .” 

Purpose element: (1) “. . . in order to make the information 

available to an individual or a provider of health care at the 

request of the individual or a provider of health care”; (2) “for 

purposes of allowing the individual to manage the individual’s 

information”; or (3) “for the diagnosis, treatment, or management 

of a medical condition of the individual.” 

Unlike subdivision (a), subdivision (b)’s business-type 

requirement is focused not on whether medical records 

maintenance is an organizing purpose of the business itself, but 

rather on whether the business offers consumers a digital product 

that itself maintains medical information.  (§ 56.06, subd. (b).) 

Thus, businesses organized for any purpose are subject to 

subdivision (b) if they offer consumers software or hardware that 

maintains medical information. 

39  

 
39  Illuminate suggests that the Legislature enacted 

subdivision (b) specifically to regulate mobile application 

software.  (Opening Br. 20-21.)  But the text is not so limited, 

since it embraces both software and hardware, and specifies only 

that the definition “includ[es] a mobile application or other 

related device.”  (§ 56.06, subd. (b).)  Likewise, the legislative 

history reveals concerns about the need to clarify “that 

businesses which offer [personal health records], whether online 

or through a mobile application, are subject to CMIA 

(continued…) 
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Meanwhile, subdivision (b)’s purpose element is identical to 

subdivision (a)’s list of purposes, with one exception.  Subdivision 

(b) slightly expands on subdivision (a)’s language by adding 

“management of a medical condition of the individual” to 

diagnosis and treatment of such a condition as reasons why 

medical information is maintained.  (Compare § 56.06, subd. (a) 

with § 56.06, subd. (b).) 

J.M.’s allegations meet the requirements of subdivision (b).  

Illuminate provided students and parents with access to its 

internet data storage and assessment platform.  (1 AA 206 ¶ 17.) 

It also gave them its privacy and security policy, the text of which 

was at least partially addressed to students and parents.  (1 AA 

214 ¶ 46 [referencing “student data privacy” and pledging to 

“protect your data like it’s our own[,]”], italics added.)  These 

allegations demonstrate that Illuminate “offers software or 

hardware to consumers,” and thus meets the business-type 

element of subdivision (b).  (§ 56.06, subd. (b).)  While it is true 

that Illuminate also provides access to schools and educators, the 

statute contains no requirement that software be provided 

exclusively or primarily to consumers.  Finally, Illuminate also 

meets subdivision (b)’s purpose element, for the same reasons it 

meets the slightly narrower purpose element of subdivision (a).  

 

requirements[.]”  (Sen. Judiciary Com., Analysis of Assem. Bill 

No. 658 (2013-2014 Reg. Sess.) as amended Apr. 22, 2013, p. 2, 

italics added.)  The same materials suggest that another 

motivation animating the bill was ensuring the CMIA applied to 

personal health records offered by “commercial vendors,” and not 

just front-line health care professionals.  (Id. at p. 4.) 
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(See Section I.A., ante.)  It therefore qualifies as a “provider of 

health care” under both subdivisions (a) and (b) of section 56.06, 

and is subject to the CMIA’s rules and remedies. 

II. J.M. HAS STATED A CMIA CAUSE OF ACTION BASED ON 

ALLEGATIONS THAT ILLUMINATE NEGLIGENTLY RELEASED 

STUDENT MEDICAL INFORMATION 

Because J.M. has adequately alleged that Illuminate is a 

provider of health care under the CMIA, the next question is 

whether the alleged data breach was a CMIA violation.  J.M.’s 

allegations suffice on that score too.  He adequately demonstrates 

a negligent “release” of medical information prohibited by the 

statute. 

A. The CMIA imposes liability where medical 
information is negligently released, exposing it to 
a significant risk of unauthorized access or use 

Under the CMIA, “an individual may bring an action against 

a person or entity who has negligently released confidential 

information or records concerning him or her in violation of this 

part[.]”  (§ 56.36, subd. (b).)  As relevant here, “this part” refers to 

section 56.101, subdivision (a), which requires “[e]very provider of 

health care . . . who creates, maintains, preserves, stores, 

abandons, destroys, or disposes of medical information [to] do so 

in a manner that preserves the confidentiality of the information 

contained therein.”  The same provision also provides that “[a]ny 

provider of health care . . . who negligently creates, maintains, 

preserves, stores, abandons, destroys, or disposes of medical 

information shall be subject to the remedies and penalties 

provided under subdivisions (b) and (c) of Section 56.36.”  

(§ 56.101, subd. (a).)  
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Once a negligent release is established, the CMIA subjects 

the defendant to $1,000 in statutory damages liability, even 

without a showing that “the plaintiff suffered or was threatened 

with actual damages.”  (§ 56.36, subd. (b)(1)-(2).) Notably, not 

even the threat of actual damages need be shown.  (Ibid.)  Thus, 

like other consumer protection laws, the CMIA’s negligent release 

cause of action focuses not on the plaintiff’s injury, but rather on 

the defendant’s actions.  (See, e.g., In re Tobacco II Cases (2009) 

46 Cal.4th 298, 312 [noting the Unfair Competition Law’s “focus 

on the defendant’s conduct, rather than the plaintiff’s damages, 

in service of the statute’s larger purpose of protecting the general 

public against unscrupulous business practices”].) 

What kind of “release” suffices to establish liability?  The 

“usual and ordinary meaning” of “release” is “permit[ting medical 

information] to escape or spread from its normal place of 

storage[.]”  (Regents of Univ. of Cal. v. Superior Court (2013) 220 

Cal.App.4th 549, 564-565 (Regents) [synthesizing dictionary 

definitions].)  Consistent with that ordinary meaning, section 

56.101 establishes that an actionable release occurs when a 

covered entity fails to “preserve[] the confidentiality of” medical 

information. (See § 56.101, subd. (a).)  Both ordinary usage and 

analogous cases from other contexts involving confidentiality 

show that the key criterion in determining whether a confidant 

has failed to preserve the confidentiality of information is 

whether the information is exposed to a significant risk of 

unauthorized access or use. 
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In ordinary usage, information is confidential precisely 

because its recipient guarantees—whether expressly or 

implicitly—that it will remain within his exclusive control.  (See, 

e.g., Make UC a Good Neighbor v. Regents of Univ. of Cal. (2024) 

16 Cal.5th 43, 55 [words in a statute should be given their “usual 

and ordinary meaning”].)  Once that control is lost, 

confidentiality is too, because the confidant can no longer 

guarantee secrecy.  Lawyers who openly discuss their clients’ 

secrets in public have abused confidence even if passersby pay 

them no attention.  Likewise, a priest who transcribes penitents’ 

confessions into letters and addresses them at random has 

breached confidence even if the envelopes go unopened.  In both 

situations, it is the significant risk of unauthorized access to, or 

use of, secret information that offends a common sense 

understanding of what it means to keep a secret.  The confiding 

party need not demonstrate that such access or use in fact took 

place.  As with the language of the CMIA, the meaning of 

preserving confidentiality in common parlance focuses on the 

confidant’s actions, not on the harms they cause.  Secrets are not 

meant to be exposed to even a significant risk of interception or 

possible misuse. 

The law governing confidentiality in the analogous context of 

privilege is consistent with these common sense intuitions.  (See, 

e.g., Metro. Water Dist. v. Superior Court (2004) 32 Cal.4th 491, 

500 [Where legislative body “uses terms that have accumulated 

settled meaning under . . . the common law, a court must infer, 

unless the statute otherwise dictates, that [it] means to 
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incorporate the established meaning of those terms”].)  In 

privilege cases, a significant risk that information will be 

intercepted fails to preserve the confidentiality necessary to 

sustain a claim of privilege.  Thus, courts commonly find 

comments made in a loud voice where others are conspicuously 

present non-privileged.  (See, e.g., People v. Rhoades (2019) 8 

Cal.5th 393, 410-411 [defendant’s loud comment near two 

sheriff’s deputies was not made “in confidence” under Evidence 

Code section 952]; People v. Urbano (2005) 128 Cal.App.4th 396, 

402-403 [defendant overheard from last row of audience during 

recess conversation held in jury box].)  This is so because “‘[n]o 

privilege of confidential communication attaches to a statement 

which is made in the presence of a third person who is ostensibly 

present’”—that is, the significant risk of interception means the 

communication loses its confidential character.  (See People v. 

Poulin (1972) 27 Cal.App.3d 54, 64, quotation marks and citation 

omitted.)  That is true regardless of whether the speaker has 

subjective knowledge that a third party is present.  Thus, 

privilege fails where an employee has a sincere but unreasonable 

belief that communications with her lawyer using an employer’s 

computer are private.  (Holmes v. Petrovich Development Co. 

(2011) 191 Cal.App.4th 1047, 1068-1072.)  While these California 

cases all involve actual interception by a third party, they turn on 

the risk of interception, not the fact of it. 

Other courts have taken similar approaches, even in the 

absence of any indication that confidential information was 

actually intercepted.  For example, the Louisiana Court of Appeal 
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denied a spousal privilege claim in part because the contested 

“conversation took place in a crowded parking lot” near the 

couple’s child, and because “people were passing by within 

hearing range.”  (See State v. Landry (La. Ct. App. 1987) 502 

So.2d 281, 289.)  Its opinion discloses no indication that anyone 

in fact overheard the conversation, but the risk that passersby 

might do so was deemed sufficient to render it nonprivate and 

thus nonprivileged.  (Ibid.) 

Other out-of-state cases addressing the analogous context of 

lawyers’ confidentiality duty show that a breach of confidence can 

result from a significant risk of unauthorized access or use, even 

without a showing of actual access or use.  Like providers of 

health care, lawyers are obliged to “preserve the confidentiality of 

client information.”  (See Rules Prof. Conduct, rule 1.6, Comment 

[1].)  The Supreme Court of Nevada disciplined an attorney for 

breach of confidentiality where he left “a large number of client 

files in his home office after he had been evicted from the home 

such that the files and his clients’ confidential information could 

be accessed by others.”  (Matter of Discipline of Toigo (2016) 132 

Nev. 986 [385 P.3d 585 (Table)], 2016 WL 6208596 (unpublished 

disposition), at p. *1.)  That act breached confidentiality even 

without evidence of actual access or injury.  (See Ibid.)  Likewise, 

exposure to risk of access was sufficient in the case of a 

Massachusetts attorney who left a client file at a copy store for 

reproduction and retrieved the original but not the copy.  (In re 

James G. Pepe, Jr. (Mass. St. Bar. Disp. Bd. 2010) 2010 WL 

5670404, at p. *1.)  The bar disciplined the lawyer for violating 
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confidentiality by “exposing his client’s confidential information 

to the copy store employees without his client’s consent,” 

although the copy was eventually destroyed and there was no 

indication anyone actually looked at the information.  (Id. at p. 

*2.)  In these cases, the significant risk that confidential 

information could be accessed was enough to breach the lawyers’ 

duty to preserve confidentiality. 

Finally, looking to the defendant’s misconduct in creating a 

significant risk of unauthorized access or use, rather than to 

whether such access or use in fact took place, also promotes the 

CMIA’s policy aims.  (See, e.g., Presbyterian Camp & Conference 

Centers, supra, 12 Cal.5th at pp. 506, 512-513 [looking to “policy 

goals” of statute given that statutes should be interpreted to be 

consistent with legislative purposes].)  Those who obtain 

negligently released medical information, whether through a 

data breach or otherwise, are often criminals intent on evading 

detection.  If courts assessing a negligent release of confidential 

information must limit their inquiry to whether such criminals 

have actually learned or acted on that information—rather than 

on the actions of the defendant in creating a serious risk that 

criminals will do so—even plaintiffs who suffer actual harm may 

find detecting and connecting that harm to the release of their 

information prohibitively difficult.  That result is incongruous 

with a statute that expressly disclaims not only the need for 

actual damages, but even for the threat of damages.  (See § 56.36, 

subd. (b).) 
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B. The lower courts’ “actually viewed” standard is 
unsupported, unclear, and misaligned with 
statutory objectives 

In recent years, the lower appellate courts have incorrectly 

required plaintiffs to show not only that their data was 

compromised, but also that “an unauthorized party . . . ‘actually 

viewed’ the confidential information.”  (See, e.g., Vigil v. Muir 

Medical Group (2022) 84 Cal.App.5th 197, 213, initial capitals 

omitted.)  This Court should reject the “actually viewed” standard 

because it is out of step with the CMIA’s language and purposes 

and has proven difficult to apply consistently. 

To begin, the CMIA’s text contains no requirement that an 

unauthorized person actually view compromised medical 

information.  Remedial statutes, like the CMIA, should be read 

broadly to effectuate their purpose. (See Doe v. City of Los 

Angeles (2007) 42 Cal.4th 531, 536.)  As demonstrated in Section 

II.A above, the reading most consistent with the statutory 

language, common sense, and background confidentiality 

principles is that a significant risk of unauthorized access 

suffices.  In contrast, the “actually viewed” standard adds a 

qualifier absent from the statute, and conflicts with the 

Legislature’s decision to impose statutory damages without proof 

of actual or even threatened injury. (See § 56.36, subd. (b)(1).) 

The Court of Appeal first formulated the “actually viewed” 

standard just over a decade ago in two hardware-theft cases 

decided a year apart.  In Regents, a doctor took home an 

encrypted external hard drive containing medical information, 

“left it unsecured with the encryption password,” and later 

discovered it was stolen in a home invasion robbery.  (Regents, 
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supra, 220 Cal.App.4th at p. 554.)  The plaintiff filed a class 

action on behalf of more than 16,000 patients whose medical 

information was on the hard drive. (Id. at p. 554.)  She alleged a 

violation of the CMIA and sought statutory damages that would 

have totaled more than $16 million.  (Id. at p. 555.)  The Regents 

court held “release” under section 56.36, subdivision (b) to mean 

“more than an allegation of loss of possession by the health care 

provider[,]” and that plaintiffs must additionally demonstrate 

that their “information was improperly viewed or otherwise 

accessed.”  (Id. at pp. 554, 507.) 

The Court of Appeal further narrowed the CMIA in Sutter 

Health v. Superior Court, another case involving hardware theft, 

by reading the phrase “or otherwise accessed” out of the above 

excerpt from Regents.  ((2014) 227 Cal.App.4th 1546.)  In Sutter, 

the Court of Appeal held that there cannot be liability under the 

CMIA until “the stolen medical information [is] actually viewed 

by an unauthorized person.”  (Id. at p. 1550.)  The Sutter court 

was concerned about the “unintended results” that could result 

if a thief grabbed a computer containing medical 

information on four million patients, but the thief 

destroyed the electronic records to reformat and wipe 

clean the hard drive and sell the computer without ever 

viewing the information or even knowing it was on the 

hard drive, the health care provider would still be 

liable, at least potentially, for $4 billion. For all we 

know, that may have happened here. 

(Id. at p. 1558.)  The Sutter court’s concerns thus revolved in 

significant part around a key feature that Sutter and Regents 

share, but that typical data-breach cases do not: the available 
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information suggested that the thefts at issue targeted hardware, 

rather than the medical data stored on that hardware. 

Even granting the contestable premise that thieves 

targeting physical media are more likely to be interested in 

selling stolen hardware than in the valuable data stored within, 

the rule Sutter and Regents formulated for that circumstance is 

ill-suited to the more commonly litigated context of data 

breaches.  In data-breach cases, the data itself is the target, so 

there is every reason to expect that the thieves intend to put the 

data to some nefarious use.  (See Remijas v. Neiman Marcus (7th 

Cir. 2015) 794 F.3d 688, 693 [“Why else would hackers break into 

a store’s database and steal consumers’ private information?”].)  

In contrast with the potentially murkier intentions at play in 

hardware-theft cases, when data itself is stolen—whether it is 

ultimately sold, ransomed, or publicized—the reasonable 

inference is that a data breach is inconsistent with victims’ 

expectation of confidentiality. 

An “actually viewed” standard is fundamentally at odds with 

that inference and undermines the CMIA’s mandatory damages 

provision, which is supposed to be available without a showing of 

actual or threatened injury.  (Ante, p. 15.)  Victims are unlikely to 

know whether their data was “actually viewed” or not.  After all, 

criminals take steps to cover their tracks, and prior to discovery, 

defendants have exclusive possession of the computer-forensic 

data that might shed light on a hacker’s actions.  The “actually 

viewed” element thus functionally requires plaintiffs to suffer 

detectable real-world impacts that enable them to raise an 
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inference that somebody, somewhere has in fact viewed their 

data.  But that result upends the statute’s text, which says not 

even threatened damages are necessary. (See § 56.36, subd. (b)(1) 

[“it is not necessary that the plaintiff suffered or was threatened 

with actual damages”].)  It thus violates the interpretive canon 

that “[a] construction making some words surplusage is to be 

avoided.”  (See, e.g. Dyna-Med, Inc. v. Fair Employment & 

Housing Com. (1987) 43 Cal.3d 1379, 1387.) 

Compounding these problems, the “actually viewed” 

standard has proven vague and susceptible to multiple 

interpretations in practice, with courts applying it in significantly 

different ways.  Some courts apply “actually viewed” literally, 

requiring something like actual human eyeballs reading and 

comprehending each separate plaintiff’s improperly released 

data.  For example, in Vigil, the Court of Appeal affirmed denial 

of class certification where defendant’s employee downloaded a 

spreadsheet containing 5,400 patients’ medical information and 

took it with her when she left her job.  (Vigil, supra, 84 Cal. App. 

5th at pp. 204-206.)  Although there was evidence that the former 

employee “may have viewed some of the information on the 

patient spreadsheet, . . . Vigil presented no evidence indicating 

whose information was viewed[.]”  (Id. at p. 221.)  For the Vigil 

court, in the absence of such plaintiff-specific evidence of viewing, 

individual issues predominated, and denial of certification was 

appropriate.  (Ibid.) 

In contrast, other courts have read “actually viewed” less 

literally in data breach cases.  First, some courts have followed 
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Regents in stating the rule so as to allow “access” by 

unauthorized third parties to substitute for actual viewing.  (See 

Regents, supra, 220 Cal.App.4th at p. 554; In re Solara Medical 

Supplies, LLC Customer Data Security Breach Litigation (S.D. 

Cal. 2020) 613 F.Supp.3d 1284, 1298-1299; Stasi v. Inmediata 

Health Group Corp. (S.D. Cal. 2020) 501 F.Supp.3d 898, 923-924.)  

Some cases have hinted that electronic or algorithmic data access 

can stand in for human viewing or access, at least at the pleading 

stage.  (See, e.g., Doe v. Regents of Univ. of Cal. (N.D. Cal. 2023) 

672 F.Supp.3d 813, 819 [“To require more would place the burden 

on [the plaintiff] to describe UC Regents’ technical systems 

without the benefit of discovery.”]; Cousin v. Sharp Healthcare 

(S.D. Cal. 2023) 702 F.Supp.3d 967, 975.)  Second, some courts 

have indulged circumstantial inferences to support actual 

viewing and have required less individualized allegations than 

Vigil.  For example, the posting of class plaintiffs’ information on 

the internet has supported an inference that “someone viewed it.”  

(Stasi, 501 F.Supp.3d at p. 924.)  Likewise, some courts have 

inferred actual viewing from allegations of increases in spam 

calls and emails.  (See Solara, 613 F. Supp. 3d 1284, 1299.) 

The court in Cousin, supra, 702 F.Supp.3d 967, highlighted 

the unanswered questions posed by these diverging approaches to 

the “actually viewed” element.  Specifically, the Cousin court 

raised questions about whether a social media company, “as an 

entity and not a human being, can ‘view’ information for CMIA 

purposes” and “whether the alleged use . . . of the information, 

through perhaps algorithms, amounts to viewing or accessing 
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under CMIA[.]”  (Id. at p. 975.)  In sum, the “actually viewed” 

standard lacks clarity and has promoted differing 

interpretations. 

Applying the “significant risk of unauthorized access or use” 

rule outlined in Section II.A above would resolve these 

ambiguities, while refocusing courts on a rule for assessing 

whether confidentiality has been preserved that is better tailored 

to the modern digital world.  It would also avoid perversely 

barring those who cannot demonstrate harm from suing under a 

statute that expressly permits recovery without a showing of 

actual or threatened damages.  And it would allow for common 

sense inferences from the nature of the theft.  For instance, data 

breach cases naturally raise a strong inference of a high risk of 

unauthorized access to data, since the theft targets the data 

itself, rather than physical media. 

A standard focused on a “significant risk of unauthorized 

access or use” would also give due regard to the concerns 

animating hardware-theft cases like Sutter and Regents.  There 

may be circumstances where hardware theft would raise the 

same inference as data breach cases—for example, a 

sophisticated heist targeting only the most valuable data 

repositories in an office suggests a substantial risk confidentiality 

will be compromised.  By contrast, in the case of a smash-and- 

grab hardware theft, where a defendant has taken reasonable 

precautions to safeguard the internal data—including 

appropriate password protection and data encryption—there is 
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limited risk to the data’s confidentiality, and no CMIA cause of 

action would lie. 

Finally, actual viewing is unnecessary to appropriately cabin 

liability.  The statute already requires plaintiffs to demonstrate 

that the defendant has acted “negligently.”  (§§ 56.36, subd. (b), 

56.101, subd. (a).)  Defendants can thus avoid CMIA liability by 

meeting a reasonable standard of care under the circumstances.  

For example, responsible firms might invest in compliance and 

security measures sufficient to prevent most data breaches from 

occurring in the first place.  Restoring reasonable care in place of 

actual viewing as the key fulcrum for liability will thus help the 

CMIA reclaim its deterrent purposes. 

C. J.M. adequately states a claim that Illuminate 
negligently released his medical information 

J.M.’s allegations suffice to demonstrate a negligent loss of 

medical information coupled with a significant risk of 

unauthorized access or use.  (See Section II.A, ante.)  He thus 

states a negligent release claim under the CMIA. 

First, J.M. adequately alleges Illuminate’s conduct was 

negligent.  He asserts that it stored student data in Amazon Web 

Services buckets that identified the company, making it easy for 

hackers to compromise the data.  (1 AA 211 ¶ 29, 213 ¶ 39.)  And 

he claims that Illuminate failed to encrypt student data.  (1 AA 

212 ¶ 34.) J.M. also alleges that Illuminate signed onto a data 

protection pledge, touted its compliance with “information 

security safeguards,” and promised to “protect student data”— 

showing it was aware of the threats facing the data committed to 

its care. (1 AA 212 ¶ 34, 214 ¶ 46, 215 ¶ 47.)  These allegations 
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sufficiently plead a negligent breach of care, an issue of fact.  

(See, e.g. Tortorella v. Castro (2006) 140 Cal.App.4th 1, 13 

[deviation from standard of care is a fact issue].)  Illuminate will 

have the opportunity to contest J.M.’s contentions on summary 

judgment or at trial, but they suffice at the pleading stage. 

Second, J.M. demonstrates that Illuminate allowed the 

“release” of his data within the meaning of section 56.36, 

subdivision (b).  He alleges the company was maintaining his and 

other minors’ medical information and lost control of it in a data 

breach.  (1 AA 205 ¶ 13, 210 ¶ 25, 211 ¶ 32.)  Those allegations 

meet the “usual and ordinary meaning” of release in the CMIA 

context, namely “permit[ting medical information] to escape or 

spread from its normal place of storage[.]”  (Regents, supra, 220 

Cal.App.4th at pp. 564-565.) 

Finally, J.M. has also pleaded a failure to preserve 

confidentiality.  (See § 56.101, subd. (a).)  As discussed above, the 

fact that J.M.’s medical information was lost in a criminal data 

breach raises a significant risk of unauthorized access or use.  

(See Section II.A, ante; Remijas, supra, 794 F.3d at p. 693.) 
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CONCLUSION 

The judgment of the Court of Appeal should be affirmed. 

 

 Respectfully submitted,  

 

ROB BONTA 

Attorney General of California 

NICKLAS A. AKERS 

Senior Assistant Attorney General 

MICHELE VAN GELDEREN 

Supervising Deputy Attorney General 

 

 

s/ Hunter Landerholm 

HUNTER LANDERHOLM 

Deputy Attorney General 

Attorneys for Amicus Curiae 

California Attorney General 

 
  

July 9, 2025  
 



 

51 

CERTIFICATE OF COMPLIANCE 

I certify that the attached Brief of the California Attorney 

General as Amicus Curiae in Support of Plaintiff and Appellant 

uses a 13-point Century Schoolbook font and contains 10,653 

words. 

 

 ROB BONTA 

Attorney General of California 

 

 

 

/s Hunter Landerholm 

HUNTER LANDERHOLM 

Deputy Attorney General 

Attorneys for Amicus Curiae 

California Attorney General 
  

July 9, 2025  

 
 



STATE OF CALIFORNIA
Supreme Court of California

PROOF OF SERVICE

STATE OF CALIFORNIA
Supreme Court of California

Case Name: M. (J.) v. ILLUMINATE EDUCATION
Case Number: S286699

Lower Court Case Number: B327683

1. At the time of service I was at least 18 years of age and not a party to this legal action. 

2. My email address used to e-serve: Hunter.Landerholm@doj.ca.gov

3. I served by email a copy of the following document(s) indicated below: 

Title(s) of papers e-served:
Filing Type Document Title

BRIEF California AG Amicus Brief (JM v. Illuminate) (7-9-25)
Service Recipients:

Person Served Email Address Type Date / Time
Hunter Landerholm
Office of the Attorney General
294698

Hunter.Landerholm@doj.ca.gov e-
Serve

7/9/2025 6:32:06 
PM

Devin Anderson
Kirkland & Ellis LLP
18287

devin.anderson@kirkland.com e-
Serve

7/9/2025 6:32:06 
PM

James Treglio
Potter Handy LLP
228077

jimt@potterhandy.com e-
Serve

7/9/2025 6:32:06 
PM

Tammy Tsoumas
Kirkland and Ellis LLP
250487

tammy.tsoumas@kirkland.com e-
Serve

7/9/2025 6:32:06 
PM

Mark Potter
Potter Handy, LLP

mark@potterhandy.com e-
Serve

7/9/2025 6:32:06 
PM

Cynthia Love
Kirkland & Ellis LLP

cynthia.love@kirkland.com e-
Serve

7/9/2025 6:32:06 
PM

Laura Bay
Kirkland & Ellis LLP

laura.bay@kirkland.com e-
Serve

7/9/2025 6:32:06 
PM

Janet Walker
Kirkland and Ellis LLP

jwalker@kirkland.com e-
Serve

7/9/2025 6:32:06 
PM

This proof of service was automatically created, submitted and signed on my behalf through my agreements with 
TrueFiling and its contents are true to the best of my information, knowledge, and belief. 

I declare under penalty of perjury under the laws of the State of California that the foregoing is true and correct. 

7/9/2025
Date

Supreme Court of California
Jorge E. Navarrete, Clerk and Executive Officer of the Court

Electronically FILED on 7/9/2025 by Priscilla Tang, Deputy Clerk



/s/Hunter Landerholm
Signature

Landerholm, Hunter (294698) 
Last Name, First Name (PNum)

California Dept of Justice, Office of the Attorney General
Law Firm


	INTRODUCTION AND STATEMENT OF INTEREST
	BACKGROUND
	A. Health data in the modern world
	B. Relevant CMIA provisions
	C. Animating purposes and legislative history
	D. Schoolchildren and health care records

	STATEMENT OF THE CASE
	ARGUMENT
	I. J.M. ADEQUATELY ALLEGES THAT ILLUMINATE IS A PROVIDER OF HEALTH CARE UNDER THE CMIA
	A. Illuminate’s practice of maintaining medical information for specified purposes makes it a “provider of health care” under section 56.06(a)
	B. Illuminate is also a provider of health care under section 56.06(b) because it makes medical information software available to consumers

	II. J.M. HAS STATED A CMIA CAUSE OF ACTION BASED ON ALLEGATIONS THAT ILLUMINATE NEGLIGENTLY RELEASED STUDENT MEDICAL INFORMATION
	A. The CMIA imposes liability where medical information is negligently released, exposing it to a significant risk of unauthorized access or use
	B. The lower courts’ “actually viewed” standard is unsupported, unclear, and misaligned with statutory objectives
	C. J.M. adequately states a claim that Illuminate negligently released his medical information


	CONCLUSION
	CERTIFICATE OF COMPLIANCE

