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INTRODUCTION 

 This Court granted review to clarify the scope of the 

Confidentiality of Medical Information Act (CMIA) and Customer 

Records Act (CRA).  Both statutes use careful and specific 

language to define their proper application.  The CMIA governs 
“providers of medical care” and describes the conduct by those 

providers that justifies $1,000-a-person statutory damages: an 

affirmative, unauthorized disclosure of medical information or a 
failure to preserve the confidentiality of that information.  The 

CRA provides a cause of action for “customers” wronged by 

California businesses and requires an injury that is tied to the 
particular violation.  But the Court of Appeal smashed through 

these statutory guardrails—expanding liability under the CMIA to 

all entities that “possess or maintain” medical information, 

allowing mere “intended beneficiaries” to file suit under the CRA, 
and disregarding the statutory requirements to state a claim 

under both statutes.  As explained in Petitioner Illuminate 

Education, Inc.’s opening brief, that decision runs contrary to 
statutory text and purpose, as well as the weight of judicial 

authority.   

Respondent J.M.’s answering brief has little to say in 
response.  Although it pays lip service to the statutory questions 

central to this appeal, it does not attempt to explain how the Court 

of Appeal’s reasoning is consistent with statutory text or prior 

judicial holdings.  Instead, the brief recycles multi-page 
quotations—one of which is a copy-and-paste job from a party’s 

brief misrepresented as coming from a court—and focuses on 
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arguments or issues that are not before the Court.  That J.M. 

cannot muster a defense of the Court of Appeal’s reinvention of 
California law is unsurprising, as the ruling is indefensible.  

Illuminate’s position remains the same: the CMIA and CRA 

should be interpreted consistent with their text, purpose, and 
application prior to the Court of Appeal’s extraordinary decision.  

This Court should reverse the decision below. 

ARGUMENT 

I. The Court of Appeal’s Interpretation of the CMIA 
Contravenes Text and Precedent 
The Court of Appeal’s decision runs roughshod over the text 

and purpose of the CMIA.  It ignores the statute’s explicit 

requirements and expands liability for California corporations 

based only on a vague sense that the CMIA ought to be more 
“remedial” than its text allows.  (J.M. v. Illuminate Education, Inc. 

(2024) 103 Cal.App.5th 1125, 1132 (review granted).)  The 

answering brief offers no authority or reasoning in support of the 

Court of Appeal’s reinvention of California law.  This Court should 
correct the error below and clarify that the CMIA means what it 

says. 

A. The Court of Appeal Erred in Abandoning the 
Statutory Definition of “Provider of Health 
Care”  

The Court of Appeal first erred by holding that Illuminate is 

a “provider of health care” under the CMIA.  The CMIA defines 
“provider of health care” in painstaking detail, placing particular 

emphasis on the need for the business or application to serve 

specific medical purposes.  (See Civ. Code, § 56.06(a)–(b).)  Neither 
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the Court of Appeal nor J.M. asserts that Illuminate meets that 

purposive requirement.  Nor could they, since Illuminate is an 
educational-technology company that does not meet the CMIA’s 

definition for healthcare providers.  Instead, the Court of Appeal 

and J.M. argue that the CMIA applies to any entity that possesses 

or stores medical information.  That is contrary to the text of the 
statute, legislative history, and precedent. 

The CMIA regulates medical providers.  Its requirements 

apply to “provider[s] of health care,” “health care service plan[s],” 
“pharmaceutical compan[ies],” and associated “contractor[s].”  

(Civ. Code, §§ 56.10, 56.101.)  Originally, a “provider of health 

care” was defined by the CMIA to encompass only persons with 
medical licenses or certifications.  (Civ. Code, § 56.05(p).)  But as 

electronic health records ballooned in number and complexity, 

medical-technology companies began developing software to assist 

those healthcare providers.  The Legislature enacted a “common 
sense extension that close[d] a loophole” in the statute and brought 

in these providers of medical-information solutions.  (Assem. Com. 

on Judiciary, Rep. on Assem. Bill No. 658 (2013-2014 Reg. Sess.) 
Apr. 16, 2013, p. 4.) 

Section 56.06 was intended to extend the CMIA’s reach to 

“mobile application software services” used by traditional 
healthcare providers.  (Ibid.)  The Legislature selected careful, 

specific language to effectuate that purpose.  Section 56.06 defines 

as a “provider of health care” “[a]ny business organized for the 

purpose of maintaining medical information in order to make the 

information available” (or “that offers software or hardware to 
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consumers, including a mobile application or other related device 

that is designed to maintain medical information in order to make 

the information available”) “to an individual or to a provider of 

health care at the request of the individual or a provider of health 

care, for purposes of allowing the individual to manage the 

individual’s information, or for the diagnosis and treatment [or, in 

the case of software or hardware, “management of a medical 

condition of”] the individual.”  (Civ. Code, §§ 56.06(a)–(b) 

(emphasis added).) 

Though dense, section 56.06 breaks down into two purposive 

requirements.  A “provider of health care” must (i) be organized or 
design consumer-facing products specifically to maintain medical 

information; and (ii) do so to accomplish the specific medical  -

information-management or medical-treatment objectives listed in 
section 56.06(a) or (b).  (Opening Br. 18.)  The key words in section 

56.06(a) and (b) are devoted to explaining these purposive 

requirements and the limits they impose on CMIA applicability. 
Illuminate is not a “provider of medical care” as defined by 

section 56.06. 1  Indeed, the operative complaint emphasizes 

 
1  For the first time in this litigation, J.M. cites section 56.06(d), 

which defines as a “provider of health care” “[a]ny business that 
offers a mental health digital service to a consumer for the 
purpose of allowing the individual to manage the individual’s 
information, or for the diagnosis, treatment, or management of 
a medical condition of the individual.”  (Answering Br. 22 
(quoting Civ. Code, § 56.06(d).)  J.M. has never alleged or 
argued that Illuminate provides a “mental health digital 
service” (including in his answering brief).  Furthermore, 
because section 56.06(d) contains purposive language similar to 
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Illuminate’s essential character as an educational-technology 

company.  J.M. describes Illuminate as an “education company 

that provides applications and technology support to schools and 

school districts,” and asserts that Illuminate’s products are 

designed to “store[] and assess[] data concerning students” “as an 

aid to educational evaluation, monitoring of progress, and 

determining an educational plan.”  (1AA 75–76 (emphasis added).)  
J.M.’s brief says the same thing: Illuminate’s “platform provides 

access to educators, students, and parents to support educational 

evaluation, monitor student progress, and develop individualized 

educational plans.”  (Answering Br. 11 (emphasis added).)  “It also 

maintains information related to educators and offers educational 

software applications and technology support to school districts.”  

(Ibid. (emphasis added).)  Illuminate sells tools and services 

intended to measure and improve student academic performance 

to educators.  It does not market products specifically “designed to 
maintain” medical information at all—let alone “in order to” make 

medical information available to individuals or healthcare 

providers “for purposes of” allowing them to manage that medical 
information, or for “diagnosis, treatment, or management of a 

medical condition.”  (Civil Code, § 56.06(b).)  Nothing in the 

complaint suggests otherwise. 

J.M. resists this conclusion, insisting that the CMIA applies 
to Illuminate simply because Illuminate “handles confidential 

medical information” or “collects information from school districts, 

 
that in sections 56.06(a) and (b), its inclusion does not change 
the analysis. 
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including personally identifiable information and medical 

information, including the diagnosis and treatment plans of 
children.”  (Answering Br. 9, 23.)  But the mere handling or 

collection of medical information does not turn a person into a 

provider of health care under the plain terms of section 56.06.  In 
fact, the words “handle,” “collect,” or “store” appear nowhere in 

section 56.06.  What do appear are the words “organized for the 

purpose of maintaining medical information,” “designed to 

maintain medical information,” and “for purposes of allowing the 
individual to manage the individual’s [medical] information, or for 

the diagnosis, treatment, or management of a medical condition of 

the individual.”  (Civ. Code § 56.06(a)–(b).) 
 The position of J.M. and the Court of Appeal reads the 

central purposive language in section 56.06 out of the statute.  

Unsurprisingly, no California court has ever done so before the 
decision below, as the consequences of applying the CMIA to all 

entities that happen to “store” or “possess” medical information are 

catastrophic.  (J.M., supra, 103 Cal.App.5th at 1128.)  Remarkably, 

the Court of Appeal seemed to embrace the breadth of its ruling.  
It held that schools are directly subject to CMIA liability because 

they handle student medical information and coordinate with 

medical professionals to provide emergency care such as first aid 
at sporting events—even though that issue was neither argued nor 

necessary to its ruling.  (Id. at 1131.)  But it cited no example of a 

school ever being subject to CMIA liability in the history of the 

statute, and Illuminate is aware of none. 
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Schools would be just the beginning.  The Court of Appeal 

stated that “cooperat[ing] with local health officials in preventing 
communicable diseases” was another reason that “the CMIA’s 

confidentiality provisions are necessarily triggered.”  (Ibid.)  The 

implications of that logic are staggering.  Under the Court of 

Appeal’s reading, the CMIA would potentially cover thousands of 
businesses and groups that attempted to assist in stopping the 

spread of the recent COVID-19 pandemic—from restaurants that 

record allergy information to fitness centers, swimming pools, and 
retail stores that store information about customers’ physical 

needs.  When coupled with the CMIA’s broad definition of “medical 

information”—which includes personal information about an 
individual’s “mental or physical condition” (Civ. Code, § 56.05(j))— 

the Court of Appeal’s reading of the statute would sweep in nearly 

every business that collects any information about any individual, 

from day cares to social media companies.  Had the Legislature 
intended to expand the CMIA that way to cover the entire State of 

California, it would not have used dozens of words prescribing 

distinct medical purpose requirements. 
J.M. also points to federal law that requires “developing an 

individual educational plan (IEP),” and he claims that the 

“information gathered through this process is then used to assist 

in the ongoing treatment and educational planning for these 
children.”  (Answering Br. 23.)  For starters, there are no 

allegations on this point in the complaint.  But regardless, the 

operative word in J.M.’s argument is educational, not medical.  
The statutes J.M. cites all refer to education; the purpose of the 
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Individuals with Disabilities Education Act, after all, is “to ensure 

that all children with disabilities have available to them a free 
appropriate public education that emphasizes special education 

and related services designed to meet their unique needs and 

prepare them for further education, employment, and independent 

living.”  (20 U.S.C. § 1400(d)(1)(A) (emphasis added).)  And the 
statute further explains that an IEP is a “written statement” that 

includes, among other things, “the child’s present levels of 

academic achievement and functional performance,” “academic 
and functional goals,” and “appropriate accommodations that are 

necessary to measure the academic achievement and functional 

performance.”  (Id. § 1414(d)(1)(A) (emphasis added).)  Bizarrely, 

J.M. also references the statutory definition of an “assistive 

technology device,” which is not what he claims Illuminate 
provides—and which notably “does not include a medical device.”  

(Id. § 1401(1)(A)–(B).)  These provisions say nothing about medical 

purposes.  And so to the extent they have any relevance here, they 

only reinforce that Illuminate is in the business of education, not 
medicine. 

At various points, J.M. departs from his complaint entirely.  

He characterizes Illuminate as “a third-party provider of medical 
care services to children who suffer from learning disabilities” that 

“gathers information on sensitive medical topics—such as mental 

illness and learning disabilities—from thousands of children, for 
the purpose of treating and alleviating those conditions.”   

(Answering Br. 9.)  That is not what J.M. alleges.  If Illuminate 

were a clinic providing “medical care services to children” and 
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collecting their medical data “for the purpose of treating” those 

medical conditions, this might be a different case.  But as the 
complaint acknowledges, Illuminate is an education-technology 

company that provides learning tools to educators for those 

educators to use in educating children.  The CMIA does not 
encompass a business like Illuminate. 

With no textual or record support, J.M. quotes at length a 

decision by a federal trial court in South Carolina.  (Id. at 23–26 

(quoting In re Blackbaud, Inc., Customer Data Breach Litigation 
(D.S.C. Aug. 12, 2021) 2021 WL 3568394, at *7–8).)  But that 

decision involved a defendant that “provide[d] data collection and 

maintenance software solutions” directly to “healthcare 

organizations” and engaged in “collecting and storing … Protected 
Health Information (‘PHI’)” from “patients.”  (Blackbaud, supra, 

2021 WL 3568394, at *1.)  By contrast, Illuminate’s customers and 

products are only educational in nature. 
Even if it were factually analogous, Blackbaud’s analysis is 

a mess.  It does not examine the purposive requirements found in 

the CMIA’s text.  It misreads the statute’s legislative history, 

citing a legislative analysis that states that section 56.06 was 
meant to regulate mobile apps designed for medical purposes, but 

then reaching the opposite conclusion.  (See id. at *8 (citing Assem. 

Com. on Appropriations, Analysis of Assem. Bill No. 658 (2013  -

2014 Reg. Sess.) May 1, 2013) (stating that, “[a]ccording to the 
author,” section 56.06(b) would “appl[y] the existing provisions of 

the CMIA ‘to the newest platform for commercial vendors who offer 

storage, maintenance, and sharing of sensitive medical 
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information, which are mobile application software services’” 

(emphasis added)).) 

Blackbaud’s observation that “the California legislature 
intended to ensure that the CMIA would apply to all businesses 

that maintain medical information ‘whether or not the business 

was organized for that purpose’” may sound familiar—it quotes the 
same bar journal article that the Court of Appeal cited below and 

misinterprets it in the same way.  (See ibid. (quoting Joseph R. 

Tiffany II et al., The Doctor Is In, But Your Medical Information Is 

Out: Trends in California Privacy Cases Relating to Release of 

Medical Information, 24 Cal. State Bar J. 206, 225 (2015)); J.M., 

supra, 103 Cal.App.5th at 1132 (same).)  But Illuminate’s opening 

brief explained how that article stands only for the unremarkable 

proposition that section 56.06(b) was meant to cover companies 
that offer medical software designed for the CMIA’s explicitly 

defined medical purposes, “regardless of whether the business was 

organized for that specific purpose” as section 56.06(a) would 

require.  (Sen. Judiciary Com., Rep. on Assem. Bill No. 658 (2013  -
2014 Reg. Sess.) June 4, 2013, p. 4; see Opening Br. 23–24.)  The 

CMIA’s text is clear: the purposive requirement must be fulfilled, 

whether by a company itself (§ 56.06(a)) or its products (§ 56.06(b)).  

Neither Blackbaud nor J.M. offers any response to those 

arguments. 2   

 
2  Illuminate does not argue that “it is not a ‘provider of health 

care’ under Cal. Civ. Code § 56.06(b) because” J.M. “never had 
direct contact with [Illuminate] and at no point purchased a 
product from [Illuminate].”  (Answering Br. 25 (quoting 
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Without strong cases to support his claims, J.M. simply 

makes one up.  He parades arguments from a plaintiff’s brief and 

casts them as the pronouncement of a federal court in an entirely 
different case.  (See Answering Br. 27–29 (quoting Appellant’s 

Reply to Appellee’s Answering Brief, 2022 WL 1695169, at *9–14, 

in Oddei v. ScanSTAT Techs., LLC (9th Cir. Dec. 8, 2022) 2022 WL 

17538747; but citing instead In re Sequoia Benefits and Insurance 

Data Breach Litigation (N.D. Cal. Feb. 22, 2024) 2024 WL 

1091195).)  In reality, the Ninth Circuit rejected the arguments in 

J.M.’s cited brief and held that the plaintiff’s complaint “include[d] 

no allegation that ScanSTAT”—a technology company—“was 
organized for the purpose of maintaining medical information,” or 

offered products designed for the CMIA’s specified purposes.  

(Oddei, supra, 2022 WL 17538747, at *1.)  The actual ruling in 

Oddei thus supports Illuminate, not J.M.  J.M. further muddies 
the waters by arguing that he “alleged that Petitioner [Illuminate] 

was a contractor and medical services contractor in his complaint,” 

but he has abandoned any such argument on appeal.  (Answering 

Br. 29; see Opening Br. 15 n.4 (explaining the abandonment).)  And 
he also spends a page reciting legal standards related to negligence 

per se—a cause of action unrelated to the statutory questions on 

appeal.  (Answering Br. 32–33.)  None of these tangents provides 
support for the Court of Appeal’s reading of the CMIA. 

 
Blackbaud, supra, 2021 WL 3568394, at *7).)  It is not clear why 
J.M. quotes—and emphasizes—an extended block quote of the 
Blackbaud discussion on that issue. 
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The answering brief also engages in misdirection by raising 

an issue not before this Court: whether some of the information 
collected by Illuminate was “medical information” under the 

CMIA.  (Id. at 30–32.)  For the purposes of this appeal only and in 

a demurrer posture, Illuminate has not disputed that at least some 

of the information at issue qualifies as “medical information” 
under the statute.  The CMIA defines medical information so 

broadly that absent some other provision limiting liability, it 

would cover nearly every business that possesses personal data in 
any form.  That is why the purposive requirements of section 56.06 

are so crucial to the CMIA.  The narrow scope of “provider of health 

care” works in tandem with the broad reach of “medical 
information” to accomplish the statute’s purposes.  By combining 

these provisions, the Legislature crafted a statute that covers a 

limited sector of the public (healthcare providers), but protects a 

broad range of data. 
The answering brief does not address the text of 

section 56.06, the CMIA’s legislative history, or the practical 

problems with the Court of Appeal’s interpretation of the statute.  
This Court should decline to extend the CMIA to cover broad 

swaths of businesses that the Legislature never intended the 

statute to reach. 
B. Illuminate’s Conduct Did Not Violate the CMIA 
The Court of Appeal also ignored critical elements required 

for bringing a claim under sections 56.10 and 56.101 of the CMIA.  

J.M.’s operative complaint asserts that Illuminate violated the 
CMIA in two ways: “disclos[ure]” of his medical information 



 

13 
 

 

through an affirmative act of communication under section 56.10, 

and failure to “preserve[] the confidentiality” of his information 
under section 56.101.  But the complaint alleges no facts showing 

that Illuminate either disclosed the information or failed to 

preserve its confidentiality.  And neither the Court of Appeal nor 
J.M. in his answering brief offers a basis for permitting a CMIA 

claim in the absence of these elements. 

Section 56.10.  Begin with section 56.10, which states that 

a “provider of health care … shall not disclose medical information 
regarding a patient of the provider of health care or an enrollee or 

subscriber of a health care service plan without first obtaining an 

authorization.”  (Civ. Code, § 56.10(a) (emphasis added).)  J.M. 

asserts that Illuminate never “obtain[ed] prior authorization” in 
accordance with this provision.  (Answering Br. 34–35.)  But 

Illuminate has never argued that it obtained authorization— 

instead, Illuminate’s argument is that it never disclosed J.M.’s 
information at all.  California courts have long held that disclosure 

under the CMIA occurs only “when [a] health care provider 

affirmatively shares medical information with another person or 

entity.”  (Sutter Health v. Super. Ct. (2014) 227 Cal.App.4th 1546, 
1555–56 (emphasis added).)  And a steady line of judicial 

decisions—which are not addressed, let alone rebutted, in the 

answering brief—have followed that rule.  (See Opening Br. 32–33 

(collecting cases).) 
J.M. cites no judicial decisions (save the Court of Appeal’s 

erroneous holding below) challenging section 56.10’s affirmative  -

act requirement.  Nor does he explain how Illuminate—the victim 



 

14 
 

 

of a cyberattack—engaged in such an affirmative act when his data 

was part of a set that was stolen .  Because the data at 
issue was “stolen by, not given to, [an] unauthorized person,” 

Illuminate is not liable under section 56.10.  (Sutter Health, supra, 

227 Cal.App.4th at p. 1556.) 

Section 56.101.  Illuminate likewise did not violate section 
56.101, which requires every provider of health care “who creates, 

maintains, preserves, stores, abandons, destroys, or disposes of 

medical information [to] do so in a manner that preserves the 

confidentiality of the information contained therein.” (Civ. Code, 
§ 56.101(a) (emphasis added).)  As with section 56.10, California 

courts have explained the requirements of this provision in detail: 

“[w]hat is required is pleading, and ultimately proving, that the 

confidential nature of the plaintiff’s medical information was 
breached as a result of the health care provider’s negligence.”  

(Regents of Univ. of Cal. v. Super. Ct. (2013) 220 Cal.App.4th 549, 

570.)  Here, that requires J.M. to show that his personal 
information was viewed by the threat actors that stole it.  J.M.’s 

answering brief has no valid response. 

First, J.M. attempts to distinguish previous cases 

interpreting section 56.101, arguing that “there was no evidence 
that the thieves” in previous cases “targeted the hardware in 

question because they contained medical information.”  

(Answering Br. 36.)  But that is true here as well.  It would be odd 
indeed if the threat actor targeted an education company’s servers 

“at significant legal risk,” “searching for student databases” in the 

hopes that they might uncover a stray piece of medical—rather 



 

15 
 

 

than educational or demographic—information.  (Ibid. (emphasis 

added).)  In any event, what the thieves hoped to achieve is 

irrelevant; what matters is whether J.M. has shown that his 
information has been accessed or viewed and its confidentiality 

breached.  He has not. 

Second, J.M. falls back on speculation, arguing that the 
“notion” that the threat actors failed to view his information after 

stealing it “beggars belief.”  (Answering Br. 36.)  But the plaintiff 

bears the burden of alleging facts showing that his information 
was viewed, and the operative complaint does nothing of the sort.  

There are no allegations that J.M. has suffered any sort of fraud, 

identity theft, or other injury because his medical information was 

compromised.  That conspicuous absence proves fatal to J.M.’s 
CMIA claim.  Courts regularly reject section 56.101 claims when 

plaintiffs have nothing but what-ifs to support legal conclusions.  

(E.g., B.K. v. Eisenhower Medical Center (C.D. Cal. 2024) 721 
F.Supp.3d 1056, 1064.) 

This lack of evidence is unsurprising.  There is no need to 

speculate about the threat actor’s objective: they  

  
 

  

, what would truly strain credulity 

is to believe that the thieves took the time to open, read, and 
understand thousands of sets of student information during the 

short time that they possessed it—all while evading law 
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enforcement  

 
Third, J.M. asserts that he did plead facts showing that his 

information was viewed, because he is “now subject to spam and 

harassing phone calls.”  (Answering Br. 36.)  But these allegations 

do not appear in the operative complaint. 3    And even if they did, 
they would not support a CMIA claim.  In his most detailed 

description, J.M. asserts that he “has received numerous phone 

calls from solicitors regarding phantom Amazon accounts and 
other odd phone calls” and “spam calls,” and that his “parents are 

receiving phone calls from would-be scam artists, stating that 

Plaintiff, now 12 years old, has opened accounts with Amazon, and 
other services.”  (1AA 213, 225.)  But these run-of-the-mill spam 

calls are not “medical-related spam emails [or] phone calls” that 

could “plausibly give rise to the inference” that his “medical 

information has been viewed by an unauthorized third party.”  (In 

re Solara Medical Supplies, LLC Customer Data Security Breach 

Litigation (S.D. Cal. 2020) 613 F.Supp.3d 1284, 1299 (emphasis 

added).) 

J.M. has not pleaded facts showing that his confidential 
medical information was viewed by the threat actors (or anyone 

else).  Without those facts, a CMIA claim under section 56.101 

fails. 

 
3  Rather than the operative First Amended Complaint, J.M. cites 

to a Proposed Second Amended Complaint that was never 
operative in the trial court.  (See Answering Br. 36. (citing 1AA 
213, 225).) 
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II. The Court of Appeal Erroneously Expanded the Scope 
of the CRA 
The answering brief has even less to say about the Court of 

Appeal’s misguided interpretation of the CRA.  At the outset, the 
Court of Appeal erred in holding that the CRA provides a cause of 

action to plaintiffs who are not “customers” as defined by the 

statute.  And it further erred in allowing J.M.’s CRA claim to 
proceed without any showing of an injury resulting from 

Illuminate’s alleged CRA violation.  Nothing in the answering brief 

demonstrates otherwise. 

First and foremost, J.M. fails to respond to Illuminate’s 
argument that only a “customer” may sue under the CRA.  Using 

precise language, the Legislature made clear that the statute 

provides a cause of action only for a “customer injured by a 
violation” of the CRA—and no one else.  (Civ. Code, § 1798.84(b).)  

It made equally clear that a “customer” is “an individual who 

provides personal information to a business for the purpose of 
purchasing or leasing a product or obtaining a service from the 

business.”  (Id. § 1798.80(c).)  That’s it.  The Customer Records Act, 

by its own terms, provides a legal remedy for customers—not a 

general-purpose tort regime. 
The Court of Appeal’s decision ignored the plain language of 

the statute.  It stated that even though “Illuminate had a contract 

with the school district” (not J.M.), the CRA “must be interpreted 

broadly” enough to reach “beneficiaries” as well as customers.  
(J.M., supra, 103 Cal.App.5th at p. 1135.)  As a result, the Court 

of Appeal effectively created a new class of plaintiffs consisting of 

“the ultimate ‘customers,’ consumers, and beneficiaries of [a 
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company’s] services” who are now entitled to the CRA’s 

protections.  (Ibid.)  It cited no statutory text or judicial authority 

that supports its bestowal of new statutory rights on such 
“beneficiaries.”  (See ibid. (citing In re Solara, supra, 613 

F.Supp.3d at p. 1293 (involving customers of a “direct-to-consumer 

supplier of medical devices”) and Silberman v. Swoap (1975) 50 

Cal.App.3d 568 (not involving the CRA at all).)  And it did not 
explain how its insertion of “beneficiaries” could be justified in 

light of the Legislature’s careful explanation in § 1798.80(c) of 

which “customers” are protected by the CRA.  Nor could it.  As 
explained in Illuminate’s opening brief, the Court of Appeal’s 

sparse reasoning is inconsistent with the law the Legislature 

enacted.  (Opening Br. 38–43.) 

The decision below cannot be squared with years of contrary 
precedent taking the CRA at its word.  Over a decade ago, another 

panel of the Court of Appeal correctly recognized that “the right to 

institute a [CRA] civil action arises only under” section 1798.84(b), 
meaning that “a plaintiff must meet the terms of that section—i.e., 

he or she must be a ‘customer’ who has been ‘injured by a violation 

of this title’—to pursue an action for a violation.” (Boorstein v. CBS 

Interactive, Inc., (2013) 222 Cal.App.4th 456, 467 (quoting Civ. 

Code, § 1798.84(b)).)  And in the intervening years, other courts 

have followed suit, consistently holding that the law “expressly 

limits the right to bring civil actions arising out of an alleged [CRA] 
violation to customers who directly transacted with the affected 

business.”  (Owens v. Smith, Gambrell & Russell Int’l, LLP (C.D. 

Cal. May 30, 2024) 2024 WL 3914663, at *12 (emphasis added); see 
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also, e.g., Miller v. NextGen Healthcare, Inc. (N.D. Ga. 2024) 742 

F.Supp.3d 1304, 1321 (plaintiffs could not bring CRA claim 

because they “did not provide their private information to 
[defendant] in exchange for [defendant]’s software or services”); 

Morales v. Conifer Revenue Cycle Sols., LLC (C.D. Cal. Mar. 31, 

2025) 2025 WL 1096396, at *8 (“Plaintiffs engaged in no 
transaction with Defendants.  Plaintiffs therefore cannot pursue 

their claim under [the CRA].”); Opening Br. 39–40 (collecting 

additional cases).) 
In response to this overwhelming consensus, J.M. says 

nothing at all.  Although the answering brief includes a conclusory 

statement that “the Court of Appeal was correct” and appends a 

block quote from the opinion below, it contains no legal argument 
whatsoever on the issue.  (Answering Br. 37.)  The answering brief 

offers no response to Illuminate’s textual, purposive, or 

precedential arguments; no example of any other court adopting 
the Court of Appeal’s atextual approach; and no reason why this 

Court should “entertain the notion that indirect customers may 

bring a claim” under the CRA.  (Morales, 2025 WL 1096396, at *8.)  

To the extent J.M. has not abandoned the issue altogether, his 
failure to defend the Court of Appeal’s reasoning speaks volumes. 

The answering brief’s treatment of the second CRA issue— 

injury—fares no better.  J.M. does not dispute that only a customer 
“injured by a violation” of the CRA may sue under its provisions.  

(Civ. Code, § 1798.84(b).)  Nor does he cite any precedent 

contradicting the holdings of California courts that “§ 1798.84(b) 
expressly requires an injury resulting from a violation” and that “a 
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violation of the statute, without more, is insufficient.”  (Boorstein, 

supra, 222 Cal.App.4th at p. 467 (emphasis added); see also 

Opening Br. 45–46 (collecting cases dismissing CRA claims where 
such an injury is absent).)  Although the operative complaint 

alleges several injuries stemming from the 2021–22 data breach, 

it alleges no injury resulting from the alleged violation of the 

CRA—that is, Illuminate’s alleged delay in notifying J.M. of the 
breach.  (See 1AA 95–97.)  The inescapable conclusion is that the 

CRA claim against Illuminate cannot proceed. 

The answering brief advances two responses, but neither has 

merit.  First, it states that “the Ninth Circuit has held that a delay, 
any delay, is sufficient to allege a violation of injury under the 

CRA.”  (Answering Br. 38.)  That is false.  The Ninth Circuit has 

never made such a holding.  The case J.M. cites for this proposition 
is not only not a decision from the Ninth Circuit—it also fails to 

support his position at all.  That federal trial court decision instead 

held that the plaintiffs at issue could not bring a CRA claim 

because they “d[id] not allege that they suffered any particular 
injury stemming from Adobe’s failure to reasonably notify 

Plaintiffs of the 2013 data breach.”  (In re Adobe Sys., Inc. Privacy 

Litigation (N.D. Cal. 2014) 66 F.Supp.3d 1197, 1211.)  That is 

Illuminate’s position, not J.M.’s.  J.M.’s own authorities attest that 
no delay is enough to allege a CRA violation unless it has caused 

the plaintiff some incremental injury.  (See ibid.; In re Yahoo! Inc. 

Customer Data Security Breach Litigation (N.D. Cal. Aug. 30, 

2017) 2017 WL 3727318, at *35.) 
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Second, the answering brief cites several cases in which 

plaintiffs successfully raised CRA claims and suggests (with little 

elaboration) that they are similar to this case.  But as Illuminate 
explained in its opening brief, each of those cases contain 

something that is “missing here: an injury tied to an alleged delay 

rather than a data breach.”  (Opening Br. 47; see In re Yahoo!, 

supra, 2017 WL 3727318, at *40–41 (timely notification could have 
prevented “fraudulent charges” and “fraudulent tax returns” 

incurred by the plaintiffs); Patton v. Experian Data Corp. (C.D. 

Cal. Jan. 23, 2018) 2018 WL 6190349, at *4, *8 (timely notification 

could have prevented plaintiffs’ information from being “accessed” 
and “misused”); In re Mednax Servs., Inc., Customer Data Security 

Breach Litigation (S.D. Fla. 2022) 603 F.Supp.3d 1183, 1219–20 

(timely notification could have prevented the “ongoing compromise 

of unprotected data”); In re Ambry Genetics Data Breach Litigation 

(C.D. Cal. 2021) 567 F.Supp.3d 1130, 1140, 1150 (timely 

notification could have prevented fraudulent bank activity and 

unauthorized credit checks); Stasi v. Inmediata Health Group 

Corp. (S.D. Cal. 2020) 501 F.Supp.3d 898, 905, 925 (timely 
notification could have prevented fraudulent use of plaintiffs’ 

personal information, which was “posted” on the internet and 

“viewable online by anyone in the world”).)  
The answering brief—like the operative complaint—declines 

to identify any incremental injury tied to Illuminate’s alleged delay 

in notifying J.M. of the data breach.  Nor does it offer any legal 

support for the Court of Appeal’s failure to identify such an injury.  
(See Opening Br. 46–47.)  Instead, it meanders into a perplexing 
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discussion of the California Consumer Privacy Act—a different 

statute that has never formed the basis for any claim in this 
litigation and that does not appear in the operative complaint.  

(See Answering Br. 41–46.)  That detour does nothing to rebut 

what Illuminate has argued from the beginning: The CRA does not 

contain “a cause of action based solely upon a failure to comply 
with the statute.”  (Boorstein, supra, 222 Cal.App.4th at p. 467).) 

CONCLUSION 

This Court should reverse the judgment of the Court of 
Appeal and remand with instructions to dismiss J.M.’s CMIA and 

CRA claims with prejudice. 
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