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L. INTRODUCTION

We live in an era of information, for both good and bad. Information has
become the most important commodity in our economy, and as a result, one of the
most attractive items for unscrupulous actors to ransom or steal. There is no doubt
that the actions of such unscrupulous actors gave rise to the very claims alleged
herein.

But the heart of this action, and reason why this Court chose to grant
Petitioner’s Petition for Review, is the scope of the Confidentiality of Medical
Information Act, Civil Code §56, et seq., (“CMIA”). The Court of Appeal, in its
decision below, correctly held that: (1) Petitioner Illuminate Education, Inc.
(“Iluminate” and/or “Petitioner”), which handles confidential medical information
of patients, is covered by the Confidentiality of Medical Information Act, Civil Code
§56, et seq. (“CMIA”), and the Consumer Records Act, Civil Code §1798.82
(“CRA”); and (2) Respondent-Plaintiff Jacob Magallanes, by and through his
guardian ad litem, Jean Paul Magallanes (“Respondent™), had sufficient causes of
action under the CMIA and the CRA. J.M. v. Illuminate Education, Inc. (2024) 103
Cal.App.5th 1125.

Respondent sufficiently pleaded that based on the services rendered by
Petitioner, Petitioner qualifies as a medical provider under the CMIA. (Appellant’s
Appendix or “AA” 142-153). Petitioner is a third-party provider of medical care
services to children who suffer from learning disabilities. Acting through its
contracts with school districts throughout the State of California, Petitioner gathers
information on sensitive medical topics—such as mental illness and learning
disabilities—from thousands of children, for the purpose of treating and alleviating
those conditions. Despite regularly collecting sensitive medical information from
thousands of children, Petitioner regularly failed to take adequate steps to protect

this information, and unsurprisingly, it was stolen and viewed. (AA 142-147).
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Respondent also sufficiently pleaded that there was a breach of confidentiality
resulting from the data breach, explicitly pleading that his information was viewed
and, as a result, he has been subject to numerous phone calls, texts, and email spam,
all hallmarks of information being placed on the dark web. (AA 213 and 225). And
indeed, multiple lower courts have held that such allegations are sufficient at the
pleading stage. See In Re: Solara Medical Supplies, LLC Customer Data Security
Breach Litigation, Case No. 3:19-cv-2284-H-KSC, 2020 WL 2214152 (S.D. Cal.
May 7, 2020).

Respondent also sufficiently pleaded that Petitioner’s failure to provide timely
notice of the Data Breach led to injury on the part of Respondent (AA 157-162).
Such allegations have been found in numerous instances to adequately plead
violations of both the CMIA and the CRA and the trial court erred in ruling
otherwise. (See In re Ambry Genetics Data Breach Litigation (C.D. Cal. 2021) 567
F.Supp.3d 1130, 1138 and 1147; In re Solara Medical Supplies, LLC Customer Data
Security Breach Litigation (S.D. Cal., May 7, 2020, No. 3:19-CV-2284-H-KSC)
2020 WL 2214152; MciIntyre v. The Colonies-Pac., LLC, 228 Cal. App. 4th 664,
671 (2014); Jones v. Awad, 39 Cal.App.5th 1200, 1210 (2019); Norman v. Life Care
Centers of America, Inc., 107 Cal.App.4th 1233, 1248 (2003); Brooks v. E.J. Willig
Truck Transp. Co., 40 Cal.2d 669, 680 (1953); Carson v. Depuy Spine, Inc., 365 F.
App’x 812, 815 (9th Cir. 2010); Regents of Univ. of Cal. v. Superior Court, 220 Cal.
App. 4th 549, 568, 163 Cal.Rptr.3d 205 (2013); In re Yahoo!, 2017 WL 3727318;
Patton v. Experian Data Corp., 2018 WL 6190349, at 12 (C.D. Cal. Jan. 23, 2018);
In re Adobe Systems, Inc. Privacy Litigation (N.D. Cal. 2014) 66 F.Supp.3d 1197,
1211-1212.).

Based on the arguments set forth above and in the proceedings below,
Respondent respectfully requests the Court to affirm the decision of the Court of
Appeal.
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II. STATEMENT OF THE CASE

A. FACTUAL BACKGROUND

Petitioner maintains a nationwide internet platform that, pursuant to contracts
with school districts across the country, stores and assesses data concerning K-12
students. The platform provides access to educators, students, and parents to support
educational evaluation, monitor student progress, and develop individualized
educational plans. It also maintains information related to educators and offers
educational software applications and technology support to school districts.
Petitioner is headquartered in Irvine, California.

With data stored regarding at least seventeen million students nationwide,
Petitioner collects a significant amount of sensitive data from current and former
students, as delineated above. (AA 206). Specifically, Petitioner is a company which
specializes in the provision of special education services, including the gathering of
information necessary for diagnosis and treatment of medical conditions such as
dyslexia, dysgraphia, attention deficit disorder, attention deficit hyperactivity
disorder, and autism spectrum syndrome. Petitioner contracts with school districts

across the nation, serving over 17 million students. Singer, Natasha, 4 Cyberattack

llluminates the Shaky State of Student Privacy, the New York Times, August 1,
2022, Section B, page 1.

Starting in April of 2022, Petitioner began notifying students, including
Respondent, that “On March 24, 2022, our investigation confirmed that certain
databases containing potentially protected student information were subject to
unauthorized access between December 8, 2021, and January 8, 2022.” (the "Data
Breach") (AA 210-211). By all accounts, as many as 17 million children were
impacted by this data breach, including Respondent.
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On June 22, 2022, Respondent filed a class action complaint for damages
against Petitioner for violations of the CMIA, CRA, and the California Unfair
Competition Law (“UCL”), Cal. Bus. & Prof. Code §17200, et seq. (AA 004-032).

On September 14, 2022, Respondent filed his First Amended Complaint
(“FAC”) against Petitioner to remove the UCL claim and to further clarify
[lluminate’s services in relation to the Data Breach. (AA 071-100).

Specifically, Respondent in both the original complaint and in the FAC, states
that Petitioner is a “provider of healthcare” under Civil Code § 56.05(m), but may
also be classified as “a contractor as defined by Civil Code §56.05(d),” or “a
“recipient” under Civil Code §56.13, or an administrator under Civil Code §56.26.”
(AA 075, 093). To support this claim, Respondent enumerated the services provided

by Petitioner, to wit:

15. According to its
websitehttps://www.illuminateed.com/solutions/, Illuminate provides
the following services:

a. Multi-Tiered System of Support (“MTSS”) Management.
[lluminate has “screening and progress monitoring assessment for
academics and social-emotional behavior (“SEB”), combined with
whole child data visualizations and built-in tools for key MTSS
practices.” It has tools to help “identify universal needs and align
targeted, system-level supports.” It also has tools to help “meet the
unique needs of students who require additional supports in order to
succeed.”

b. Comprehensive Assessment. Illuminate has “a complete set of
standards and skills-based assessment tools to understand each
student’s academic and SEB learning and needs.” Its “assessment tools
provide a roadmap for data-driven instruction and intervention
decisions.”

C. Social-Emotional Behavior (“SEB”). Illuminate offers “SEB
screening and progress monitoring assessments combined with

12



behavior analytics, SEB intervention management, and SEB student
plans.” Its tools bolster SEB supports in the following areas: SEB
Assessments, Behavior Incident Tracking, SEB Intervention
Management, and SEB Plans.

d. Universal Screening. I[lluminate, through FastBridge, “provides
research-based universal screening tools to pinpoint shifts and react
with the right support the moment it’s needed.” It “is the only system
to offer both Curriculum-Based Measures and Computer Adaptive
Tests for reading, math, and SEB.” The “combined universal screening
approach improvise the reliability and validity of decisions by giving
teachers more accurate data about student learning faster than any other
system.”

€. Progress Monitoring. Illuminate’s “progress monitoring tools
enable educators to measure students’ rate of improvement and
determine if instruction and interventions are truly working six weeks
earlier than traditional methods.”

f. Dyslexia Screening. Illuminate provides “educators with the
right dyslexia screening data” because “educators need the right data
about students’ early reading skills to identify if they are exhibiting
deficits associated with dyslexia.” With its “dyslexia screening,
progress monitoring, and aligned interventions, students can make
significant reading improvements.”

g. Data Visualization. [lluminate provides “reports and interactive
data visualizations that provide, clear, actionable answers to your most
important questions at the student, classroom, school, and district
levels.”

h. Equity & Disproportionality. [lluminate has “data and tools to
monitor for equity in daily practices and outcomes, identify areas of
inequity and disproportionality, track progress in real time, and drive
action and change.”

1. Learning & Development. Illuminate turns “data into action with
professional development and specialized services.” It can help “build
a professional learning plan that achieves your goals and fits your
schedule and budget with our personalized training options.” Its
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services include Custom Assessment Creation, Content Loading,
Comprehensive Assessment System Design, Psychometrics, BI Report
Building Service, Report Cards, Advanced Feature Setup, and
Evaluation and Research.

]. Remote & Hybrid Learning. [lluminate provides “tools to help
support the whole child and move learning forward, even in remote or
hybrid environments.” Regardless of where learning takes place,
[lluminate can “continue to monitor learning, diagnose students’ needs,
and monitor progress for math, reading, and SEB.”

16. In order to perform these functions, Defendant regularly collects
information from school districts, including personally identifiable
information and medical information, including the diagnosis and
treatment plans of children. To that end, Defendant operates as either a
contractor performing administrative functions, as described in Civil
Code §§56.10 (d), 56.26, or a medical provider under Civil Code
§56.05(m). Defendant is also considered a “recipient” of medical
information as defined by Civil Code §56.13.

17. Whether deemed as a medical provider, contractor,
administrator, or recipient, Defendant, who had access to the mental
health records of children (defined as “sensitive services” under Civil
Code §56.05(n)), had an affirmative duty under Civil Code §§56.10 and
56.101 to not disclose the confidential medical record to anyone
without proper authorization.

(AA 077-079).
Respondent’s FAC further stressed that, “By definition, the information the

Notice states was affected by the breach included confidential medical information

regarding “sensitive services.” as defined by Civil Code §56.05(1) and (n).” (AA

Later, in conjunction with Respondent’s Opposition to Petitioner’s Demurrer,

Respondent attached a proposed Second Amended Complaint. Respondent’s
proposed Second Amended Complaint (“SAC”) provided more details on how the
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data breach took place and Petitioner’s gross negligence, which contributed to the

breach, to wit:

27.  According to the New York Times, “On March 25, Illuminate
notified the district that certain company databases had been subject to
unauthorized access, said Nathaniel Styer, the press secretary for New
York City Public Schools. The incident, he said, affected about 800,000
current and former students across roughly 700 local schools.”
(Natasha Singer, “A Cyberattack Illuminates the Shakey State of
Student Privacy,” New York Times, August 1, 2022, Attached hereto
at Exhibit 1.) ...

29.  According to the New York Times, “Illuminate kept student data
on the Amazon Web Services online storage system. Cybersecurity
experts said many companies had inadvertently made their A.W.S.
storage buckets easy for hackers to find — by naming databases after
company platforms or products.” See Exhibit 1. In so doing, the threat
actors were able to search for, and using software tools, view, sensitive
confidential medical information ripe for theft. ...

34. Indeed, the Future of Privacy Forum, a non-profit group which
created a privacy pact for businesses, noted that the data breach the
result of rampant privacy failures, including a failure to encrypt
confidential medical information regarding sensitive services.

“The review “appears to confirm that [lluminate Education
did not encrypt all student information while at rest and in
transit,” which violates provisions of the pledge, the
organization said. “In multiple communications with
[lluminate, the company would not state that it encrypted all
student information while at rest and in transit during the
relevant time periods,” the FPF said. Along with revoking the
ed-tech vendor’s status as a signatory, the FPF said it also
referred Illuminate Education to the Federal Trade
Commission and state attorneys general in New York and
California, where two of the largest breaches occurred and
where the company is headquartered. “Noncompliance with
the pledge when publicly attesting to compliance may be a
misleading and deceptive business practice under federal and
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state law 1f confirmed by those agencies,” the privacy forum
said.

Rauf, David Sayed, “Illuminate Education Removed From Ed-Tech
Privacy Pact Following Data Breach.” EdWeek Market Brief, August
10, 2022, (Attached hereto at Exhibit 2).

(AA 146-147).

B. PROCEDURAL BACKGROUND

On June 22, 2022, Respondent filed a class action complaint for damages
against Petitioner for violations of the CMIA, CRA, and the California Unfair
Competition Law (“UCL”), Cal. Bus. & Prof. Code §17200, et seq. (AA 004-032).

On September 14, 2022, Respondent filed his FAC against Petitioner to
remove the UCL claim and to further clarify Illuminate’s services in relation to the
Data Breach. (AA 071-100).

Subsequently, Respondent filed his proposed SAC, which provided more
details on how the data breach took place and Petitioner’s gross negligence (AA
146-147).

On October 10, 2022, Petitioner filed a Motion to Strike and a Demurrer to
Appellant’s Amended Complaint (“Demurrer”) alleging that Respondent failed to
plead a violation under the CMIA and the CCRA. (AA 101-135). On December 27,
2022, Respondent filed his Opposition to Petitioner’s Motion to Strike and Demurrer
(AA 403-421). Petitioner filed its reply on January 5, 2023 (AA 429-442). On
February 8, 2023, the trial court granted Petitioner’s Motion to Strike and Demurrer
(AA 453-459).

On October 4, 2023, Respondent filed his appeal with the Court of Appeal.

On July 25, 2024, the Court of Appeal granted Respondent’s appeal, ruling
that: “The judgment of dismissal and the order sustaining the demurrer are reversed.

The case is remanded to the trial court for further proceedings. Costs on appeal are
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awarded in favor of appellant.” J M. v. [lluminate Education, Inc., supra, 103
Cal.App.5th at 1136.

While this action was pending, a separate action was filed against Petitioner
for the same data breach for students not in the State of California. See In re
Illuminate Education Data Security Incident Litigation (C.D. Cal., Nov. 6,2023, No.
8:22-CV-01164-JVS (ADSX)) 2023 WL 8888839. The other action is currently

pending in the Ninth Circuit, and oral argument was heard on January 16, 2025.

C. FACTUAL AND LEGAL BACKGROUND OF MEDICAL DATA
BREACHES

The article of Nicole B. Perkins, Spreading A Digital Disease: The Circuit
Split on Data Breaches and Its Effects on the Health Sector (2023) 20 Ind. Health L.
Rev. 435, 435-436 provided significant insights.

The health industry experiences more data breaches than any other sector,
typically because of medical identity theft. Data Breaches in the Healthcare Sector,
Ctr. Internet Sec., https://www.cisecurity.org/blog/data-breaches-in-the-healthcare-
sector/ [https://perma.cc/JJ7Z-XU9R] (last visited March 20, 2025). As you might
imagine, medical information found in the healthcare industry allows threat actors
to find deeply personal information about an individual that would not otherwise be
shared with credit card companies, banks, or even their employer. Spreading A
Digital Disease: The Circuit Split on Data Breaches and Its Effects on the Health
Sector (2023) 20 Ind. Health L. Rev. 435, 435-436 For this reason, medical identity
theft is on the rise as the fastest growing white collar crime in the United States.
Medical Identity Theft on the Rise, ProviderTrust (Oct. 5, 2017),
https://www.providertrust.com/blog/medical-identity-theft-rise/
[https://perma.cc/NGN3-2YSA]. This information can be used for medical identity

theft or, more recently, to carry out extortion threats against the patients themselves.
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https://www.beckershospitalreview.com/cybersecurity/fred-hutch-patients-get-
blackmail-emails-after-cyberattack/. But not only is this information highly
valuable, entites like Respondent (as alleged above) fail to take the necessary steps
to protect it. Koppel R, Kuziemsky C. Healthcare Data Are Remarkably Vulnerable
to Hacking: Connected Healthcare Delivery Increases the Risks. Stud Health
Technol Inform. 2019; 257:218-222.

In 2009, Congress enacted the Health Information Technology for Economic
and Clinical Health Act (“HITECH Act”), which required the Department of Health
and Human Services and Federal Trade Commission to create notification
requirements, so victims of data breaches would be alerted of a potential breach of
their medical records. (Howard Burde, The HITECH Act: An Overview, 13 Am.
Med. Ass'n J. Ethics 172, 183 (2011). However, the data protection model
established by HIPAA, even as supplemented by HITECH’s enhanced notification
provisions, did not fully resolve the issue of medical identity fraud. Unlike victims
of financial identify theft, victims of medical identity theft have very few private
remedies available—a significant concern givenhow valuable medical information
is for criminals. (Dixon, supra).

Personal Health Information (“PHI”) is more valuable on the black market than
credit card credentials or regular Personally Identifiable Information (“PII”). (Data
Breaches in the Healthcare Sector, supra.). Therefore, there is a higher incentive for
cyber criminals to target medical databases. /d.

Those breaches have resulted in the loss, theft, exposure, or impermissible
disclosure of 268,189,693 healthcare records, according to Healthcare Data Breach
Statistics, HIPAA J., https://www.hipaajournal.com/healthcare-data-breach-
statistics/ [https://perma.cc/3NXG-4EQS5] (last visited Oct. 16, 2021), which equates
to more than 81.72 percent of the population of the United States. Id. In 2018,
healthcare data breaches of 500 or more records were being reported at a rate of
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around one per day. Id. In December 2020, that rate had doubled. The average
number of medical breaches per day for 2020 was 1.76. 1d.

As Matthew George explained in How Viable Is the Prospect of Enforcement
of Privacy Rights in the Age of Big Data? An Overview of Trends and Developments
in Consumer Privacy Class Actions (2015) 24 Competition: J. Anti. & Unfair Comp.
L. Sec. St. B. Cal. 195, 202 as follows:

Medical privacy is regulated on federal and state levels. The federal regime-
- the Health Information Privacy Assurance Act (“HIPAA”)--regulates the
use and disclosure of personal health information (“PHI”) by covered
entities, such as medical providers, insurance companies, and their business
associates, but it does not provide patients a private cause of action against
hospitals or health care providers when they lose or improperly disclose their
medication information. (45 C.F.R. pts. 160 & 164, subpts. A & E.)

Similarly, while student privacy is supposed to be protected under the Family
Educational Rights and Privacy Act of 1974 (FERPA), 20 U.S.C. § 1232g, students
like Respondent whose medical records are exposed due to negligencehave no
private right of action under FERPA either. Gonzaga University v. Doe (2002) 536
U.S. 273.

Because federal law does not provide a private right of action for data breaches
of this nature, California residents have had to turn to the CMIA for relief. As this
Court explained in Brown v. Mortensen (2011) 51 Cal.4th 1052, 1070-1071, the

statute’s purpose and context was as follows:

The Confidentiality Act (Civ.Code, § 56 et seq.) “is intended to protect the
confidentiality of individually identifiable medical information obtained
from a patient by a health care provider, while at the same time setting forth
limited circumstances in which the release of such information to specified
entities or individuals is permissible.” (Loder v. City of Glendale (1997) 14
Cal.4th 846, 859, 59 Cal.Rptr.2d 696, 927 P.2d 1200; see Heller v. Norcal
Mutual Ins. Co. (1994) 8 Cal.4th 30, 38, 32 Cal.Rptr.2d 200, 876 P.2d 999.)
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Civil Code sections 56.10, subdivision (a) (applicable to health care
providers) and 56.26, subdivision (a) (applicable to third party
administrators) establish the basic prohibition against disclosure of a
patient's medical information. “The basic scheme of the [Confidentiality
Act], as amended in 1981, is that a provider of health care must not disclose
medical information without a written authorization from the patient.”
(Pettus v. Cole (1996) 49 Cal.App.4th 402, 425, 57 Cal.Rptr.2d 46.) “The
‘authorization’ requirements, which are found in section 56.11, are detailed
and demanding, reflecting the Legislature's interest in assuring that medical
information may be disclosed only for a narrowly defined purpose, to an
identified party, for a limited period of time.” (/d. at p. 426, 57 Cal.Rptr.2d
46.) Alternatively, disclosure will be permitted if the provider “can show that
the disclosure is excepted either by the mandatory (§ 56.10, subd. (b)) or
permissive (§ 56.10[, subd. (c) ] ) provisions of the act, allowing disclosure
of medical information under specified circumstances.” (Heller v. Norcal
Mutual Ins. Co., supra, 8 Cal.4th at p. 38, 32 Cal.Rptr.2d 200, 876 P.2d 999.)

Thus, in contrast to federal law, the CMIA not only prohibits the unauthorized
disclosure of medical information, but also provides individuals with a private right
of action for any such unauthorized release. Civil Code §56.36(b). In addition to
prohibiting unauthorized disclosures, the CMIA also prohibits the negligent release
of medical information. Civil Code §56.101. And since the Court of Appeal’s
decision in Sutter Health v. Superior Court, 227 Cal.App.4th 1546 (Cal. Ct. App.

' Civil Code §56.06(j) defines medical information as: “any individually identifiable
information, in electronic or physical form, in possession of or derived from a
provider of health care, health care service plan, pharmaceutical company, or
contractor regarding a patient’s medical history, mental health application
information, reproductive or sexual health application information, mental or
physical condition, or treatment. “Individually identifiable” means that the medical
information includes or contains any element of personal identifying information
sufficient to allow identification of the individual, such as the patient’s name,
address, electronic mail address, telephone number, or social security number, or
other information that, alone or in combination with other publicly available
information, reveals the identity of the individual.”
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2014),174 Cal. Rptr. 3d 653, courts have held that data breaches, such as the one
alleged here, can constitute a negligent release under Civil Code §56.101.2
Similarly, as discussed below, the CCPA and the CPRA also provide certain
protections to consumers affected by data breaches—specifically by establishing
requirements for notifying individuals when their personal information is stolen by

a third party.
III. ARGUMENTS

A. THE COURT OF APPEAL WAS CORRECT IN RULING THAT
PETITIONER FALLS WITHIN THE SCOPE OF THE CMIA

1. Petitioner is a Medical Provider under the CMIA
As the Court of Appeal held, the FAC and the proposed SAC sufficiently
established that, based on the services rendered by Petitioner, Petitioner is a medical

provider under the CMIA (AA 076-083). Specifically —

16. In order to perform these functions, Defendant regularly collects
information from school districts, including personally identifiable
information and medical information, including the diagnosis and
treatment plans of children. To that end, Defendant operates as either a
contractor performing administrative functions, as described in Civil
Code §§56.10 (d), 56.26, or a medical provider under Civil Code
§56.05(m). Defendant is also considered a “recipient” of medical
information as defined by Civil Code §56.13.

17. Whether deemed as a medical provider, contractor, administrator, or
recipient, Defendant, who had access to the mental health records of

2 While not an issue in the present action, the requirement under Sutter Health that
Plaintiffs prove the medical information was actually viewed by threat actors is
nonsensical where, as here, the threat actors were acting to steal the information
sought, as opposed to Sutter Health, where the thieves stole a computer among
other items. (Sutter Health v. Superior Court, 227 Cal.App.4th 1546 (Cal. Ct. App.
2014),174 Cal. Rptr. 3d 653).

21



children (defined as “sensitive services” under Civil Code §56.05(n)),
had an affirmative duty under Civil Code §§56.10 and 56.101 to not
disclose the confidential medical record to anyone without proper
authorization. (AA 079).

Indeed, the facts alleged in the FAC and the proposed SAC clearly establishes

that under Cal. Civ. Code § 56.06, Petitioner is a medical provider, to wit:

(a) Any business organized for the purpose of maintaining medical
information in order to make the information available to an individual
or to a provider of health care at the request of the individual or a provider
of health care, for purposes of allowing the individual to manage their
information, or for the diagnosis and treatment of the individual, shall be
deemed to be a provider of health care subject to the requirements of this
part. However, this section shall not be construed to make a business
specified in this subdivision a provider of health care for purposes of any
law other than this part, including laws that specifically incorporate by
reference the definitions of this part.

(b) Any business that offers software or hardware to consumers,
including a mobile application or other related device that is designed to
maintain medical information in order to make the information
available to an individual or a provider of health care at the request of
the individual or a provider of health care, for purposes of allowing the
individual to manage their information, or for the diagnosis, treatment,
or management of a medical condition of the individual, shall be deemed
to be a provider of health care subject to the requirements of this part.
However, this section shall not be construed to make a business specified
in this subdivision a provider of health care for purposes of any law other
than this part, including laws that specifically incorporate by reference
the definitions of this part.

(d) Any business that offers a mental health digital service to a consumer
for the purpose of allowing the individual to manage the individual's
information, or for the diagnosis, treatment, or management of a
medical condition of the individual, shall be deemed to be a provider of
health care subject to the requirements of this part. However, this section
shall not be construed to make a business specified in this subdivision a
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provider of health care for purposes of any law other than this part,
including laws that specifically incorporate by reference the definitions
of this part.

(e) Any business described in this section shall maintain the same
standards of confidentiality required of a provider of health care with
respect to medical information disclosed to the business.

(Emphasis added)

As stated above, Respondent’s FAC sufficiently established based on the
services rendered by Petitioner that the latter is a medical provider under the CMIA
(AA 076-083). Specifically, that Petitioner “regularly collects information from
school districts, including personally identifiable information and medical
information, including the diagnosis and treatment plans of children,” and that it
“had access to the mental health records of children.” Respondent’s FAC and
proposed SAC clearly state that Petitioner regularly collects information regarding
the medical disabilities of children who have special needs for purposes of
facilitating their education and treatment. (AA 076-079; AA 142-145). In fact, as
part of the process utilized by Petitioner and its customers to provide special
education services to eligible children (such as Respondent), a medical evaluation
is required for the purpose of developing an individual education plan (IEP), as
required by federal law. 20 U.S.C. §1400(d); 20 U.S.C. §1401(1)(A) and (14); and
20 U.S.C. §1414(d). The information gathered through this process is then used to
assist in the ongoing treatment and educational planning for these children. (/d.).

Further, the cloud-based services provided by Petitioner are similar to those
provided by Blackbaud, Inc., which made similar arguments as Respondents do here.
The case of In re Blackbaud, Inc., Customer Data Breach Litigation, Case No. 3:20-
mn-02972-JMC, 2021 WL 3568394, (D.S.C. Aug. 12, 2021) is instructive:

California's CMIA applies to “[a]ny business that offers software or
hardware to consumers, including a mobile application or other related
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device that is designed to maintain medical information.” Cal. Civ. Code
§ 56.06(b); see also Valerie J. Lopez, Health Data Privacy: How States
Can Fill the Gaps in HIPAA, 50 U.S.F.L. 313, 326 (2016) (stating
“California's CMIA applies to any business that maintains or offers
software that maintains medical information.”) (citing Cal. Civ. Code §
56.06(b) (West 2013)). The CMIA defines “medical information™ as
“any individually identifiable information, in electronic or physical form,
in possession of or derived from a provider of health care, health care
service plan, pharmaceutical company, or contractor regarding a patient's
medical history, mental or physical condition, or treatment.” Cal. Civ.
Code § 56.05(j) (West 2021). Thus, ““a prohibited release by a health care
provider must include more than individually identifiable information
but must also include information relating to medical history, mental or
physical condition, or treatment of the individual” to constitute “medical
information.” Eisenhower Med. Ctr. v. Superior Court, 172 Cal. Rptr.
3d 165, 170 (Cal. Ct. App. 2014). ...

The CMIA's definition of “provider of health care” encompasses
traditional medical providers such as nurses, doctors, and hospitals. Cal.
Civ. Code § 56.05(m) (West 2021). But in order “to protect the
confidentiality of individually identifiable medical information obtained
from a patient by a health care provider[,]” the CMIA's definition of
“provider of health care” also includes entities that are not ordinarily
considered medical providers, such as technology companies that process
and maintain “medical information.” Brown v. Mortensen, 253 P.3d 522,
533 (Cal. 2011) (explaining the protective purpose of the CMIA); Cal.
Civ. Code § 56.06(b) (West 2021) (““‘Any business that offers software or
hardware to consumers, including a mobile application or other related
device that is designed to maintain medical information ... shall be
deemed a provider of healthcare subject to the requirements of this
part.”). Notably, the CMIA was amended in 2013 to clarify its application
to businesses that maintain or offer software that maintains medical
information. See A.B. 658, chap. 296, 2013 Leg. (Cal. 2013), amending
Cal. Civ. § 56.06(b); see also Assembly Committee on Appropriations,
Bill Analysis, A.B. 658 (May 1, 2013). Specifically, the CMIA defines
“provider of health care” in relevant part as

[a]ny business that offers software or hardware to consumers ... in
order to make the information available to an individual or a
provider of health care at the request of the individual or a provider
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of health care, for purposes of allowing the individual to manage
his or her information, or for the diagnosis, treatment, or
management of a medical condition of the individual ....

Cal. Civ. Code § 56.06(b) (West 2021). The purpose of the 2013
amendment of CMIA § 56.06 was to close a loophole “by applying the
existing statutory provisions to the newest platform for commercial
vendors who offer storage, maintenance, and sharing of sensitive medical
information.” Lopez, Health Data Privacy, supra, at 327 (citing
Assembly Committee on Appropriations, Bill Analysis, A.B. 658 (May
1,2013)). Blackbaud falls within this category.

Blackbaud first maintains that it is not a “provider of health care”
under Cal. Civ. Code § 56.06(b) because “California Plaintiffs never
had direct contact with Blackbaud and at no point purchased a
product from Blackbaud.” (ECF No. 110-1 at 25.) This argument fails.
The statute does not require a business to offer software or hardware
directly to a plaintiff in order to qualify as a “provider of health care.” In
fact, the text of the statute provides that a technology company can be a
“provider of health care” even if the “individual” whose information is
managed by the technology and the “provider of health care” using the
technology are not “consumers” of the technology. See Cal. Civ. Code
§ 56.06(b) (West 2021). Moreover, the statutory language suggests that
the definition of “consumers” is not limited to “individuals” because it
uses both terms. See id. (“[a]ny business that offers software or hardware
to consumers ... in order to make the information available to an
individual”) (emphasis added).

*8 Second, Blackbaud argues that it cannot be a “provider of health
care” because California Plaintiffs fail to allege that Blackbaud
collected their information “for purposes of allowing the individual
to manage his or her information, or for the diagnosis, treatment, or
management of a medical condition of the individual[.]” (ECF No.
110-1 at 26 (citing Cal. Civ. Code § 56.06(b) (West 2021)).) In
amending Cal. Civ. Code § 56.06 to include businesses that maintain or
offer software that maintains medical information, the California
legislature intended to ensure that the CMIA would apply to all
businesses that maintain medical information ‘“whether or not the
business was organized for that purpose.” Joseph R. Tiffany et al., The
Doctor is in, but your Medical Information is Out, 24 No. 1 Competition:
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J. Anti. & Unfair Comp. L. Sec. St. B. Cal. 206, 225 (2015); see also
Assembly Committee on Appropriations, Bill Analysis, A.B. 658 (May
1,2013).

The court observes that Blackbaud's argument requires a tortured reading
of the CMIA. Cal. Civ. Code § 56.06(b) does not suggest that a business
can only be a “provider of health care” if its software or hardware is used
“for purposes of allowing the individual to manage his or her
information, or for the diagnosis, treatment, or management of a medical
condition of the individual[.]” Cal. Civ. Code § 56.06(b) (West 2021).
Instead, a business can qualify as a “provider of health care” if it offers
software or hardware to consumers (1) “in order to make the information
available to an individual or a provider of health care at the request of the
individual or a provider of health care,” (2) “for purposes of allowing the
individual to manage his or her information, or” (3) “for the diagnosis,
treatment, or management of a medical condition of the individual[.]” Id.

California Plaintiffs plausibly allege that Blackbaud offered its software
for such uses. They specifically claim that “Blackbaud's systems were
designed, in part, to make medical information available to Social Good
Entities by providing cloud-based computing solutions through which
those organizations could store, access, and manage consumers' medical
information, including but not limited to diagnosing, treating, or
managing consumers' medical conditions.” (ECF No. 77 at 217 9 840.)
Clayton also maintains that she was “required to provide her PHI to
several healthcare providers as a predicate to receiving healthcare
services” and her “PHI was in turn provided to Blackbaud to be held for
safekeeping.” (Id. at 22 9] 52.) Because Clayton claims she provided her
PHI to several medical centers in order to receive healthcare services and
the medical centers entrusted her PHI to Blackbaud, it is plausible that
Blackbaud's software was used “to make the information available to
[Clayton] or a provider of health care at the request of [Clayton] or a
provider of health care” or “for the diagnosis, treatment, or management
of [Clayton's] medical condition[.]” Cal. Civ. Code § 56.06(b) (West
2021). Accordingly, California Plaintiffs plausibly allege that Blackbaud
constitutes a “provider of health care” under Cal. Civ. Code § 56.06(b).

Id. (Emphasis added). Notably, Blackbaud made the same arguments that Petitioner
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made in its Answering Brief (See Respondent’s Brief, pp. 6-11), which the District
Court then rejected.

Similarly, the Defendant in /n re Sequoia Benefits and Insurance Data Breach
Litigation (N.D. Cal., Feb. 22, 2024, No. 22-CV-08217-RFL) 2024 WL 1091195,

made the same arguments. There, the Court held:

“Any business organized for the purpose of maintaining medical
information, as defined in subdivision (j) of Section 56.05, in order to
make the information available to an individual or to a provider of health
care at the request of the individual or a provider of health care, for
purposes of allowing the individual to manage his or her information, or
for the diagnosis and treatment of the individual, shall be deemed to be a

provider of health care subject to the requirements of this part.” Cal. Civ.
Code § 56.06 (a). (Emphasis added.)

*10 This 1s precisely how paragraphs 19-29 of the FAC describe
ScanSTAT - as a business that maintains medical information in order to
make such information available to individuals or their providers of
health care at their request. But Appellee argues, “the FAC does not refer
to Section 56.06(a), either by cite or by substance, in asserting the legal
conclusion that ScanSTAT is a ‘provider of health care’ as a business that
maintains medical information.” (Answering Brief at 37). However, the
substance of paragraphs 19-29 of the FAC extensively document how
ScanSTAT satisfies this section of the statute. Appellant's conclusion is
supported by these extensively pleaded facts. Hence, there is nothing
“conclusory” about the FAC, as Appellee suggests. To the extent that
Appellee was required to cite to Civil Code § 56.06 (a), it was error for
the district court to deny Appellant leave to amend. ...

First, as alleged the FAC: “At all relevant times, SCANSTAT
TECHNOLOGIES, LLC and DOES 1-20 were providers of health care
subject to the requirements of the CMIA, as they were *11 businesses
that offer software or hardware to consumers in order to make medical
information available at the request of the individual, pursuant to Civil
Code § 56.06 (b).” 2-ER-240. (FAC 94 61). Second, nowhere in
Appellant's FAC does Appellant allege that ScanSTAT is a copy service,
as Appellee repeatedly and erroneously asserts. Further, even if
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Appellant had made such an allegation, which she did not, it is not
clear how that allegation would prevent Appellant from also
asserting that ScanSTAT is a “business organized for the purpose of
maintaining medical information” as defined by California Civil
Code § 56.06 (a). Indeed, being a copy service (which Appellant never
alleged) and a “business organized for the purpose of maintaining
medical information” are not mutually exclusive. Both can be true.
Proving one does not disprove the truth of the other. ...

Although not central to her case, Appellant pleaded in her FAC, “At all
relevant times, SCANSTAT TECHNOLOGIES, LLC and DOES 1-20
were providers of health care subject to the requirements of the CMIA,
as they were businesses that offer software or hardware to consumers in

order to make medical information available at the request of the
individual, pursuant to Civil Code § 56.06 (b)”: 2-ER-240. (FAC 4 61).

“Bald conclusion” - Appellant's FAC is not. In fact, 99 19-29 of the FAC
plead various facts supporting Appellant's conclusion that ScanSTAT
offers hardware or software to consumers in order to make the patient's
health information available to them or their provider of health care for
purposes of allowing the individual to manage his or her information. In
fact, in order to request records from ScanSTAT, one must do so on its
website, which necessarily involved hardware and software to create.
Appellant's conclusion that ScanSTAT “offer[s] software or hardware to
consumers in order to make medical information available at the request
of the individual™ is a logical conclusion, not a bald conclusion.

Then, Defendant seeks to escape the CMIA by denying that it is “medical
service organization,” i.e., a company that provides services to the
medical industry. But since the plain language doesn't suit Appellee, and
since the CMIA does not define medical service organization, Appellee
drafts its own self-serving *14 definition of such an organization; and
then it faults Appellant for not citing such a non-existing definition in her
complaint. Appellee dances around the fact that it meets the plain
definition of a medical service organization, in that it provides services
for the medical industry, such as responding to requests for medical
records, which is a well-established fact that Defendant does not deny,
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and is pleaded throughout Plaintiffs’ FAC: ...

Id. Here, Petitioner’s argument mirrors the arguments rejected in Sequoia. As with
Sequoia, Respondent alleged that Petitioner was a contractor and medical services
contractor in his complaint. (AA 076-079; AA 142-145).

As the Court of Appeal ruled,

“The Legislature did not confine the CMIA’s scope to these medical
groups. In 2013 it amended the statute to expand the definition of a
“provider of health care” to include “any business” that maintains medical
information used “for the diagnosis” of an individual (§ 56.06, subds. (a) &
(b)), or that provides ‘“software or hardware” for that purpose (id., subd.
(b)). This “amendment was intended to ensure that the CMIA would apply
to all [personal health record] vendors that maintain medical information .
.. whether or not the business was organized for that purpose.” (Tiffany II
et al., The Doctor Is In, But Your Medical Information Is Out Trends In
California Privacy Cases Relating to Release of Medical Information
(2015) 24, No. 1 Cal. State Bar J. 206, 225; see also Legis. Counsel’s Dig.,
Assem. Bill No. 658 (2013-2014 Reg. Sess.) 7 Stats. 2013, pp. 2611-2612.)
The CMIA also applies to “[a] recipient of medical information” (§ 56.13)
and to a “provider of health care, health care service plan, pharmaceutical
company, contractor, or any other entity” that seeks an authorization for
“disclosure of protected health information.” (§ 56.11, subd. (c), italics
added.)

The CMIA is a remedial statute. “Remedial and protective statutes will be
liberally interpreted to advance their clear purposes.” (Fitch v. Pacific
Fidelity Life Ins. Co. (1975) 54 Cal.App.3d 140, 148.) Consistent with this
broad scope of coverage, Illuminate falls within the definitions of “any
other entity” in section 56.11, subdivision (c); a “recipient of medical
information” under section 56.13; and “any business” under section 56.06,
subdivisions (a) and (b). J.M. alleged Illuminate possessed the medical
information with the understanding that it would safeguard its
confidentiality, thus making it a “recipient of medical information.”

“Statutes should be given a construction consistent with the legislative
purpose . . ..” (Silberman v. Swoap (1975) 50 Cal.App.3d 568, 571.) The
CMIA’s purpose is to protect the confidentiality of medical records.

29



(Regents of University, supra, 220 Cal.App.4th at p. 553.) Illuminate’s
position eliminates that protection for school children. Such a result
undermines the purpose of the CMIA.”

J.M. v. llluminate Education, Inc. , supra, 103 Cal.App.5™ at 1133.

In essence, the CMIA has been written broadly enough to encompass any

entity that (1) has medical information, (2) that it generated or received from a third-
party, (3) for the express purpose of diagnosing or treating a medical condition. As
discussed both above and below, Respondent advertises that it uses the information
it collects for diagnostic purposes (it claims it can help diagnose dyslexia, amongst
other disorders — AA 077-079), and for the treatment of those disorders.

2. The Disclosed Information Was Medical Information

There is no question that Petitioner regularly collected the protected health
information of the Respondent and the Class. Even Petitioner admits in its own
notice that during its investigation, Petitioner determined that “the affected databases
may have contained the following: your minor’s name, academic and behavior
information, enrollment information, accommodation information, special education
information, medical information, and/or student demographic information.” (AA
079-080). While the notice states the phrase “may have contained,” it does not
deviate from the fact that medical information was included in the disclosed
information.

The information involved here does not merely concern whether an individual
was a patient at a hospital. Rather, it involves the diagnosis and treatment of children
with special needs who have IEPs, as defined by federal law. 20 U.S.C. §1400(d);
20 U.S.C. §1401(1)(A) and (14); and 20 U.S.C. §1414(d). That same information is
then used to assist in the treatment of these children. (AA 076-079; AA 142-145). In
this case, such diagnoses include autism, dyslexia, dysgraphia, attention deficit

disorder, and other disorders that require both treatment and medication. In fact, part
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of the treatment of these disorders includes the specialized educational methods
requested and implemented by educators to help these students overcome their
learning challenges.

The CMIA defines “medical information” as “[ A]ny individually identifiable
information ... regarding a patient's medical history, mental or physical condition,
or treatment.” Cal. Civ. Code 56.06. The information must be both personally
identifiable and relate to a patient's medical history, condition, or treatment, and
cannot be strictly demographic. Eisenhower Med. Ctr. v. Super. Ct., 226 Cal. App.
4th 430, 437 (Cal. Ct. App. 2014). The statute sets a relatively low threshold for the
required connection between the information and an individual’s medical history,
condition, or treatment. For instance, in Garrett v. Young, 109 Cal. App. 4th 1393,
1406 (Cal. Ct. App. 2003), the court held that “[t]here is no question that the patient's
name, address, age, and sex when combined with a general description of the reason
for treatment; the general nature of the injury; and the general condition of the patient
comprise medical information.” Such is found here as the information contained
included both the medical diagnoses of the Petitioner and Class Members, and the
sort of behaviors likely used by medical professionals to diagnose those disorders.
See e.g., Gilmour AF, Harper J, Lloyd B, Van Camp A. Response to Intervention
and Specific Learning Disability Identification: Evidence From Tennessee. J Learn
Disabil. 2024 May-Jun;57(3):168-180. doi: 10.1177/00222194231215013. Epub
2023 Dec 4. PMID: 38047325.

There is no question then, that the information taken by the threat actor
contained medical information. See, e.g., In re Ambry Genetics Data Breach
Litigation (C.D. Cal. 2021) 567 F.Supp.3d 1130, 1138 and 1147 (data breach at a
genetic testing company deemed to violate the CMIA because the test results of the
genetic testing was deemed to be “medical information™); In re Solara Medical

Supplies, LLC Customer Data Security Breach Litigation (S.D. Cal., May 7, 2020,
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No. 3:19-CV-2284-H-KSC) 2020 WL 2214152 (medical equipment supplier’s
customer list deemed to violate the CMIA as it contains “medical information”).

In contrast to the strictly demographic information at issue in Eisenhower
(patient names, medical record numbers (“MRNs”), ages, dates of birth, and last four
of their SSNs), the Notice sent by Petitioner itself acknowledged that it contained
“academic and behavior information, enrollment information, accommodation
information, special education information, medical information, and/or student
demographic information.” AA 080. In other words, Respondent has sufficiently
alleged that his “medical history, mental or physical condition, or treatment” was
exposed through the data breach. Cal. Civ. Code § 56.06. Moreover, unlike the
plaintiffs in Eisenhower, who failed to demonstrate that the compromised data
revealed any actual medical treatment, Respondent has alleged that the breached
information includes specific details about his medical condition. Such confidential
information enables unauthorized individuals, including cybercriminals, to carry out
targeted phishing and social engineering attacks. This is precisely the type of
“medical information” the CMIA was designed to protect.

3. Petitioner Negligently Maintained Respondent’s and the
Class’s Medical Information

Negligence is shown through the existence of a legal duty of care, a breach of
that duty, and proximate cause resulting in injury. Mclntyre v. The Colonies-Pac.,
LLC, 228 Cal. App. 4th 664, 671 (2014) (citation omitted). Negligence per se “can
be applied generally to establish a breach of due care under any negligence-related
cause of action.” Jones v. Awad, 39 Cal.App.5th 1200, 1210 (2019) citing Norman
v. Life Care Centers of America, Inc., 107 Cal.App.4th 1233, 1248 (2003).
“Therefore, the doctrine of negligence per se is within the scope of pleadings that
allege general negligence, as proof of a breach of duty is not limited to common law

standards of care.” Id. at 1211 citing Brooks v. E.J. Willig Truck Transp. Co., 40
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Cal.2d 669, 680 (1953).

To establish a viable negligence per se theory, Respondent must allege: “(1)
the defendant violated a statute or regulation; (2) the violation caused the plaintiff's
injury; (3) the injury resulted from the kind of occurrence the statute or regulation
was designed to prevent; and (4) the plaintiff was a member of the class of persons
the statute or regulation was intended to protect.” Carson v. Depuy Spine, Inc., 365
F. App’x 812, 815 (9th Cir. 2010) [citation omitted].

As discussed above, the Petitioner, as a company that stores medical
information, is subject to the CMIA, Cal. Civil Code §56.06, and therefore has a
legal duty to reasonably protect the confidentiality of the medical information that it
maintains, preserves, and stores. See generally Cal. Civ. Code §§ 56 et seq. Further,
as alleged in the FAC, Petitioner made pledges to preserve and protect information
it received from school districts regarding students’ learning disabilities and other

sensitive medical information, yet it failed to comply with this pledge. (AA 81-82).

B. THE COURT OF APPEAL WAS CORRECT IN DECIDING THAT
RESPONDENT SUFFICIENTLY ALLEGED CLAIMS UNDER THE
CMIA
The Court of Appeal correctly ruled that Respondent’s allegations were

sufficient to raise claims under the CMIA, to wit:

The Legislature intended to create a cause of action for “negligent storage”
leading to the “unauthorized ‘access’ ” of medical information. (Ibid.) Here
there is an allegation that there was an agreement to safeguard this
information, Illuminate breached it, and it was also negligent. It also failed
to promptly notify the victims of the data breach for five months.

The allegations demonstrate the type of harm the Legislature sought to
prevent in enacting the CMIA-negligence causing a data breach that
exposed confidential information to cyber hackers. (Regents of University,
supra, 220 Cal.App.4th at pp. 553, 568.) They support “a credible threat of
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real and immediate harm™ as a result of the data breach. (Krottner v.
Starbucks Corp. (9th Cir. 2010) 628 F.3d 1139, 1143.) “[T]he risk that
Plaintiffs’ personal data will be misused by the hackers who breached [the
data system] is immediate and very real.” (In re Adobe Systems , Inc.
Privacy Litigation (N.D.Cal. 2014) 66 F.Supp.3d 1197, 1214.) The
allegations of future harm in the complaint are sufficient to show “injury-
in-fact” and support a cause of action for the data breach. (Id. at p. 1216.)

The allegations concerning Illuminate’s late notice of the personal
information data breach “give rise to the inference that [plaintiff’s] medical
information has been viewed by an unauthorized third party.” (In re Solara
Medical Supplies, LLC Customer Data Security Breach Litigation
(S.D.Cal. 2020) 613 F.Supp.3d 1284, 1299 (Solara Medical Supplies).)
Allegations that a plaintiff has received increased spam after the data breach
also supports such an “inference.” (Ibid.)

J.M. v. llluminate Education, Inc., supra, 103 Cal.App.5th at 1134.

As a medical provider under §56.06, Petitioner had a duty to safeguard the
Class’s medical information. An actual release of the information is not required to
establish liability, rather, Petitioner was responsible for preventing unauthorized
access to that information. However, as alleged in the FAC, Petitioner breached its
duty when it allowed threat actors to access sensitive medical information. (AA 079-
080).

The CMIA was enacted to prohibit disclosure of patient medical information
“without first obtaining authorization.” See Cal. Civ. Code § 56.10(a). Neither
subdivision (b) or (¢) under § 56.10 include disclosing medical information to
unauthorized third parties as an exception to the general prohibition on disclosure.

To obtain prior authorization for all disclosures not listed under § 56.10 (b) or
(¢), the entity or individual must obtain valid authorization as provided under § 56.11
or 56.21. See Civ. Code § 56.05(a). “The ‘authorization’ requirements, which are
found in § 56.11, are detailed and demanding, reflecting the Legislature's interest in
assuring that medical information may be disclosed only for a narrowly defined
purpose, to an identified party, for a limited period of time.” Pettus v. Cole, 49 Cal.
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App. 4th 402 (1996), as modified on denial of reh'g (Oct. 15, 1996). Thus, any
disclosure of medical information that does not fall under the exception and without
this prior authorization are prohibited under the CMIA.

As a medical provider, Petitioner has a legal duty to reasonably protect the
confidentiality of the medical information that it maintains, preserves, and stores.
See generally Cal. Civ. Code §§ 56 et seq. Further, as alleged in the FAC, Petitioner
made pledges to preserve and protect information it received from school districts
regarding students’ learning disabilities and other sensitive medical information, yet
it failed to comply with this pledge. (AA 81-82).

Cal. Civ. Code § 56.101 is clear on Petitioner’s duties as a medical provider—
to preserve confidentiality of the information they collect and store. As described
above, and in the New York Times article attached at Exhibit 1 to the SAC, Petitioner
completely and utterly failed to protect the medical information of 17 million
children, including Petitioner.

Respondent has likewise alleged that his unencrypted PHI was viewed by
unauthorized third parties. (AA 079-080). The fact that Respondent and the Class
received notices from Petitioner confirming their information was involved in the
Data Breach (AA 079) is, on its own, sufficient to support the inference that their
information was exposed. But on top of that, Respondent alleges a noticeable
increase in spam solicitations following the breach, further reinforcing that his
sensitive information was in fact compromised. See In Re: Solara Medical Supplies,
LLC Customer Data Security Breach Litigation, Case No. 3:19-cv-2284-H-KSC,
2020 WL 2214152 (S.D. Cal. May 7, 2020).

To that end, Respondent did plead that his information was viewed by third
parties as required by Sutter Health v. Superior Court (2014) 227 Cal.App.4th 1546,
1557, and thus a breach of confidentiality occurred. Indeed, it should be noted that

the trial court relied solely on the question of whether Petitioner was a covered entity
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in its decision to sustain Petitioner’s demurrer. (AA 453-459).

With that said, Respondent would invite the Court to look more closely at the
decisions in Sutter Health and Regents of University of California v. Superior Court
(2013) 220 Cal.App.4th 549. In both Sutter Health and Regents, a third party stole
computer equipment that had inherent value. Sutter Health, supra, 227 Cal. App.4™"
at 1550; Regents, supra, 220 Cal. App. 4™ at 554. While both the computer (in Sutter
Health) and the external hard drive (Regents) both contained medical information,
there was no evidence that the thieves targeted the hardware in question because
they contained medical information. /d. In contrast, the Notice of Data Breach sent
by Petitioner to Respondent and the putative class members specifically states that
the threat actors broke into Petitioner’s computer system, found the databases
containing student information, and then stole that information. (AA 079-080).

Despite that fact, Petitioner’s arguments at pp. 31-37 highlight the
ridiculousness applying the rule in Sutter Health to a data breach of the sort alleged
here. The notion that a threat actor would hack into a computer system at significant
legal risk, remain in the computer system for as long as a week searching for student
databases, find the databases, and then steal said databases® without ever bothering
to look inside the databases and view the information contained within them, beggars
belief. More than that, such a rule in a case such as this undermines the purpose of
the statute—to protect consumers such as Respondent, who is now subject to spam

and harassing phone calls (AA 213 and 225) as a result of Petitioner’s failures — and

3 Petitioner’s counsel has stated in its arguments to both the Court of Appeal and to
this Court that no theft actually occurred, but absent the ability to actually review
the evidence that counsel relies upon, Respondent is unable to comment. Regardless,
the above-entitled action arises from the sustaining of a demurrer, where this Court
has held that the facts in the plaintiff’s complaint are presumed to be true. Serrano
v. Priest (1971) 5 Cal. 3d 584, 591. And this Court has also held that all facts are to
be construed in the light most unfavorable to defendants. Perdue v. Crocker
National Bank (1985) 38 Cal. 3d 913.
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thus, fails the rules this Court has set for statutory interpretation. Delaney v. Superior
Court (1990) 50 Cal. 3d 785, 798 (“We begin with the fundamental rule that our

primary task is to determine the lawmakers' intent.”)

C. THE COURT OF APPEAL WAS CORRECT IN DECIDING THAT
RESPONDENT MEETS THE QUALIFICATIONS OF A
“CUSTOMER” UNDER THE CRA
Both the FAC and the proposed SAC allege that Petitioner’s failure to provide
notice caused harm to Respondent and the Class (AA 86-91). This allegation
necessarily presume that Petitioner had a duty under the CRA to notify them of the
Data Breach.

As the Court of Appeal explained:

Because J.M. alleged his confidential personal information was provided to
[lluminate to evaluate his educational progress, and because that
information was subject to the data breach, he was an intended beneficiary
under the CRA. (§ 1798.81.5, subd. (a)(1); Solara Medical Supplies, supra,
613 F.Supp.3d at p. 1300.) This statute is remedial and must be interpreted
broadly. A narrow interpretation that leaves a statutory beneficiary without
protection undermines the statutory intent. (Silberman v. Swoap, supra, 50
Cal.App.3d atp. 571.) [lluminate had a contract with the school district. But
the ultimate “customers,” consumers, and beneficiaries of its educational
services were the students who trusted Illuminate to protect their
information.

JM. v. llluminate Education, Inc. (2024) 103 Cal.App.5th 1125, 1135
Respondent also adequately alleged injury related to the failure to notify, and

the trial court erred in agreeing with Respondent. (See In re Yahoo!, 2017 WL
3727318; Patton v. Experian Data Corp., 2018 WL 6190349, at 12 (C.D. Cal. Jan.
23, 2018). As in Yahoo! and Patton, the S-month delay from the discovery of the
breach to the notification prevented Respondent and the Class from taking steps to

protect their Personal Information from identify theft and fraud, such as securing
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identity theft protection or requesting a credit freeze. (AA 80-81, 86-91).
Cal. Civ. Code § 1798.82 clearly establishes Petitioner’s duty to notify

Respondent and the Class of any data breach involving their personal information:

(a) A person or business that conducts business in California, and that
owns or licenses computerized data that includes personal information,
shall disclose a breach of the security of the system following discovery
or notification of the breach in the security of the data to a resident of
California (1) whose unencrypted personal information was, or is
reasonably believed to have been, acquired by an unauthorized person,
or, (2) whose encrypted personal information was, or is reasonably
believed to have been, acquired by an unauthorized person and the
encryption key or security credential was, or is reasonably believed to
have been, acquired by an unauthorized person and the person or business
that owns or licenses the encrypted information has a reasonable belief
that the encryption key or security credential could render that personal
information readable or usable. The disclosure shall be made in the most
expedient time possible and without unreasonable delay, consistent with
the legitimate needs of law enforcement, as provided in subdivision (c),
or any measures necessary to determine the scope of the breach and
restore the reasonable integrity of the data system. ...

Indeed, as the Court in In re Adobe Systems, Inc. Privacy Litigation (N.D. Cal.
2014) 66 F.Supp.3d 1197, 1211-1212, even the Ninth Circuit has held that a delay,
any delay, is sufficient to allege a violation of injury under the CRA.

The case of In re Mednax Services, Inc., Customer Data Security Breach
Litigation (S.D. Fla., May 10, 2022, No. 21-MD-02994-RAR) 2022 WL 1468057,

at *21 also provides as follows:

Defendants argue that Plaintiffs do not allege actual damages flowing
from the months-long disclosure delay as required by the CRA. Mot. at
35. This is technically correct; Plaintiffs allege injury from the data
breach itself but do not explicitly allege that the delay prevented Plaintiff
Rumely from taking the necessary steps to protect his family's PHI and
PII at an earlier time. See generally Am. Compl. But courts applying the
CRA have inferred from plaintiffs’ post-disclosure remedial actions—
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coupled with allegations of harm by the data breach—that timely
disclosure would have prompted a swifter response and that the delay
caused the type of cognizable injury—i.e., ongoing compromise of
unprotected data—required by the statute. See, e.g., In re Yahoo! Inc.
Customer Data Sec. Breach Litig., No. 16-02752, 2017 WL 3727318, at
*41 (N.D. Cal. Aug. 30, 2017) (“A reasonable inference from these
allegations is that if Plaintiffs had been aware of the Data Breaches a year
to two years earlier, Plaintiffs could have taken earlier measures to
mitigate the harms that they suffered from the Data Breaches.”). The
Court agrees that this inference is reasonable and holds that Plaintiff
Rumely sufficiently alleges harm caused by the delay in disclosure.

1d.
Similarly, the case of In re Ambry Genetics Data Breach Litigation (C.D. Cal.
2021) 567 F.Supp.3d 1130, 1149-1150 held that:

The CRA requires California businesses that own or license
computerized data that includes personal information to disclose a data
breach after discovering one “in the most expedient time possible and
without unreasonable delay, consistent with the legitimate needs of law
enforcement, ... or any measures necessary to determine the scope of the
breach and restore the reasonable integrity of the data system.” Cal. Civ.
Code § 1798.82. Plaintiffs allege that “Defendants unreasonably delayed
informing Plaintiffs and Class *1150 Members about the Data Breach.”
(SAC 5 540.)

Defendants argue that Plaintiffs fail to sufficiently allege unreasonable
delay because Defendants’ delay is explained by their need to “take
measures to first determine the breach's scope and restore the integrity of
the data system.” (Mot. at 38); see Cal. Civ. Code § 1798.82. However,
at the pleading stage the Court must accept as true Plaintiffs’ allegation
that Defendants’ approximately 3-month delay was unreasonable. More
specifically, Plaintiffs allege that Defendants’ delay prevented them from
taking appropriate protective measures that could have prevented some
of the damages they suffered, and that they therefore suffered
“incrementally increased damages” that they would not have suffered
with timelier notice. (SAC 9 544—45.) Indeed, some Plaintiffs allege that
they suffered injuries resulting from the breach before they were notified
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of it that they might have been able to take steps to avoid had they been
notified sooner. (See, e.g., id. Y 142 [Coleman], 263 [Terrano].)
Plaintiffs therefore sufficiently allege that Defendants’ delay caused
them to incur more damages than they would have incurred with timely
notice.

1d.
Finally, the case of Stasi v. Inmediata Health Group Corp. (S.D. Cal. 2020)
501 F.Supp.3d 898, 925 further held that:

The CCRA provides that “[a] person or business that conducts business
in California, and that owns or licenses computerized data that includes
personal information, shall disclose a breach of the security of the system
following discovery or notification of the breach in the security of the
data to a resident of California .... whose unencrypted personal
information was, or is reasonably believed to have been, acquired by an
unauthorized person .... in the most expedient time possible and without
unreasonable delay[.]” CAL. CIV. CODE § 1798.82(a).

Inmediata cites no authority to support its argument that 81 days is
reasonable delay. Additionally, the only authority Inmediata cites to
support its argument that Plaintiffs are required to allege harm or
incremental harm from the delay is Yahoo, 2017 WL 3727318, at *41. In
Yahoo, however, the court found the plaintiffs adequately alleged
incremental harm by alleging that, if they had been notified earlier, they
could have taken steps to mitigate the “fallout” from their information
being stolen. Id. Similarly, Plaintiffs allege that because of the delay they
were “prevented from taking appropriate protective measures, such as
securing identity theft protection or requesting a credit freeze.” (4 301.)
Plaintiffs also allege these measures could have prevented some of their
damages because their information would have been less valuable to
identity thieves. (Id.) Although only one Plaintiff, Mr. White, allegedly
experienced “fallout” in the form of identity theft, Inmediata does not
specifically address Plaintiffs’ allegations regarding their incremental
harm. Instead, Inmediata argues, inaccurately, that “Plaintiffs here have
not alleged harm or subsequent ‘incremental harm’ from delay.” (Doc.
No. 17-1 at 28.) Accordingly, at this early stage in the litigation, Plaintiffs
allege a plausible claim based on violations of the CCRA, and Inmediata
has not met its burden of showing otherwise.
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1d.

As the FAC alleges, there is often a time lag between when harm occurs
versus when it is discovered, and also between when Personal Information is stolen
and when it is used. (AA 89). The time in which Respondent’s Personal Information
was compromised without Respondent’s knowledge and without Respondent being
able to take any protective steps was substantially and unreasonably extended for
months—not days—by Petitioner’s inaction. And Respondent did allege this numerous
times in the FAC. (AA 80-81, 86-91).

Based on the foregoing, Respondent’s FAC sufficiently addressed the defects

alleged in Petitioner’s Demurrer and the trial court erred in ruling otherwise.

D. THE COURT OF APPEAL WAS CORRECT IN RULING THAT
RESPONDENT PROPERLY ALLEGES A CALIFORNIA CONSUMER
PRIVACY ACT (“CCPA”) CLAIM.

1. This Dispute is Governed by the California Consumer Privacy

Act of 2018, not the subsequent California Privacy Rights Act.
California has long recognized the need to regulate the hazards that
accompany the collection and use of consumer data. In 2018, the California

Consumer Privacy Act (“CCPA”) was signed into law. Cal. Civ. Code §§ 1798.150,

et seq. The CCPA gives California consumers limited rights to control the use and

dissemination of their data. It also provides a private right of action for consumers
whose personal information is subject to unauthorized access or disclosure because
of a “business's violation of the duty to implement and maintain reasonable security
procedures and practices.” CCPA, at § 1798.150(a)(1); Cal. Civ. Code §
1798.150(a)(1) (CPRA).

The CCPA was amended by the California Privacy Rights Act (“CPRA”),

which became effective on January 1, 2023. See Meta Platforms, Inc. v. BrandTotal
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Ltd., 605 F. Supp. 3d 1218, 1246 (N.D. Cal. 2022). Because this case arises from
Petitioner’s conduct prior to December 2022, AA 79, 419, the CCPA governs.

The CPRA amended only certain portions of the CCPA. The definition of
“business,” for example, is substantially the same. CCPA at § 1798.140(c); Cal.
Civ. Code § 1798.140(d) (CPRA). Other parts of the CCPA did, of course, change.
These include the definition of “service provider,” a term central to Sequoia's
argument. See CCPA, at § 1798.140(v); Cal. Civ. Code § 1798.140(ag) (CPRA).

2. Petitioner is a Business under the CCPA.

A plain-text reading of the CCPA unambiguously establishes that Petitioner
i1s a “business” and, therefore, subject to the CCPA, including its data breach
provisions. The CCPA defines a “business” as an entity that: (1) collects consumers'
personal information; and (2) determines--either on its own or jointly with others--
the purposes of and means of processing that information. See CCPA, at Cal. Civil
Code § 1798.140(c)(1). Petitioner meets both requirements.

Because Petitioner collected Respondent’s PII, AA 076-081, Petitioner
satisfies the first requirement for a “business” under the CCPA.

Petitioner also meets the second requirement of the CCPA's “business”
definition—that Petitioner determined, on its own or jointly with others, the
purposes and means of processing consumers' personal information. Petitioner
determined how to process Respondent’s PII. Pursuant to contracts with the school
districts, Petitioner manages and administers Respondent’s records and provides
both software for streamlining those records and cloud-based storage of PII. AA
076-079. Moreover, determining how to process PII is precisely what Petitioner’s
clients pay it to do. Taking those determinations off its clients' plates is Petitioner’s

value.

42



Epig is instructive on this point. The defendant in Epig was a class-action
administrator that performed its services pursuant to contracts with third parties.
Karter v. Epiq Sys., 2021 WL 4353274, at *2 (C.D. Cal. July 16, 2021). The
defendant qualified as a “business” under the CCPA because it collected consumers'
personal information from consumers and worked with its clients to jointly
determine how to use that information for class notice, claims management, and opt-
outs. /d. The same analysis applies here. Petitioner determines the purposes and
means of processing Respondent’s PII: the purposes are the management and
administration of Respondent’s records, and the means include Petitioner’s cloud
storage system network, its processes for uploading sensitive information, and its
software platform for streamlining and managing these records. AA 076-079. To the
extent Petitioner makes any determinations about the processing of PII jointly with
its client-school districts, both the text of the CCPA and Epig make clear that a
business may do just that.

It should be further noted that Petitioner is not a “service provider,” because
it collects personal information from consumers.

The CCPA defines a ‘“service provider” as an entity that “processes
information on behalf of a business and to which the business discloses a consumer's
personal information for a business purpose pursuant to a written contract.” CCPA,
at Cal. Civil Code q 1798.140(v). Under the CCPA, an entity that receives
information from consumers is not a service provider. Collecting information from
consumers “is an activity for a business, not a service provider, which receives
personal information from the business.” Epig, 2021 WL 4353274, at *2 (C.D. Cal.
July 16, 2021) (emphasis added); compare CCPA, at § 1798.140(v) (“service
provider” is an entity “to which the business discloses” consumers' personal
information), with § 1798.140(c)(1) (a “business” is an entity ‘“that collects

consumers' personal information”).
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In contrast, under the CPRA, if the service provider receives consumers'
personal information “on behalf of”” the business, that might suffice. See Cal. Civ.
Code § 1798.140(ag). So, while the CPRA definition might encompass an entity that
receives personal information from consumers so long as that information is
provided “on behalf of” the contracting business (the school districts), the CCPA
makes no such accommodation. Even if that definition were to apply, Respondent
does not allege that their PII was provided to Petitioner on behalf of the school
districts.

In any case, nothing in the CCPA suggests that any “business” that also
qualifies as a “service provider” is somehow immune from liability for violating the
statute. To the contrary, both the natural reading and the statutory definitions of the
terms suggest that “business” is a broader term that can encompass ‘“‘service
provider” within it. There is no authority to say that “business” and “service
provider” should be read as independent and non-overlapping terms, let alone that
service providers are immune.

The CCPA's statutory purpose is best served by finding that a “service
provider” under the CCPA can also meet the definition of “business.” The CCPA is
clear “the intent of the Legislature [is] to ensure that personal information about
California residents is protected. To that end, the purpose of [privacy codes are] to
encourage businesses that own, license, or maintain personal information about
Californians to provide reasonable security for that information.” Cal. Civil Code §
1798.81.5(a)(1), Cal. Civil Code § 1798.175. The statute also states that “[w]herever
possible, laws relating to consumers' personal information should be construed to
harmonize with the provisions of this title, but in the event of a conflict between
other laws and the provisions of this title, the provisions of the law that afford the
greatest protection for the right of privacy for consumers shall control.” Id. §

1798.175. And more generally, the CCPA “shall be liberally construed to effectuate
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its purposes.” Id. § 1798.194. To the extent that the Court believes there to be any
doubt about whether a business qualifying as a “service provider” can still be liable
as a “business,” the CCPA should be construed liberally to ensure the protection of
the personal information about California residents. (See also In re Sequoia Benefits
and Insurance Data Breach Litigation (N.D. Cal., Feb. 22, 2024, No. 22-CV-08217-
RFL) 2024 WL 1091195, at *6-7).

3. Respondent properly alleged Petitioner’s failure to implement and

maintain reasonable security procedures and practices.

An allegation that a defendant allowed unauthorized users to view or steal
nonencrypted and unredacted personal information, including personal and financial
information, is sufficient to allege that the defendant violated its duty to implement
and maintain reasonable security procedures. See Meta, 2021 WL 6882377, at *8.
Respondent alleges just that. (AA 079-091). This is especially the case because
Petitioner stored this information in an internet-facing cloud server. By way of
analogy, this 1s not a situation where burglars broke into a house and stole
information from a vault in the basement; Petitioner left a treasure trove of
information in a mailbox on the front porch.

Respondent also alleges more: how Petitioner violated its statutory duty.
Respondent identifies what Petitioner could have done to prevent the breach,
including properly encrypting data and destroying outdated data. Respondent alleges
specific FTC Guidelines that Petitioner failed to implement, as well as industry
standards and best practices that Respondent failed to follow. These failures
contributed to Petitioner’s overall failure to implement reasonable policies and
procedures to protect Respondent’s PII. Id. (See also In re Sequoia Benefits and
Insurance Data Breach Litigation (N.D. Cal., Feb. 22, 2024, No. 22-CV-08217-
RFL) 2024 WL 1091195, at *6-7).
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4. Petitioner did not cure its CCPA violations.

Petitioner cannot rely on the CCPA's cure provision either. The statutory
damages provision at the heart of the CCPA would be gutted if a business could
escape liability by implementing reasonable security measures after a violation. The
2020 amendments make this point explicitly. See Sec. 16, Cal. Civil Code §
1798.150(b). Under the CPRA, the implementation of security procedures following
a breach does not constitute a cure with respect to that breach. See Cal. Civ. Code
§ 1798.150(b).

Neither Respondent nor the Court, moreover, is required to take Petitioner’s
word that it has adequately addressed the root causes of the Data Breach--those
matters are outside the scope of the Complaint and properly addressed during

discovery. (See also In re Sequoia Benefits and Insurance Data Breach Litigation

(N.D. Cal., Feb. 22, 2024, No. 22-CV-08217-RFL) 2024 WL 1091195, at *6-7).

E. AMENDMENT OF THE COMPLAINT WILL CURE OTHER DEFECTS
ALLEGED IN THE DEMURRER THAT MIGHT NOT HAVE BEEN
COVERED BY THE FAC

The proposed Second Amended Complaint (“SAC”) would clearly establish
that Petitioner’s services would qualify Petitioner as a medical provider under the
CMIA, Civil Code §56.06. (AA 204-205, 208-210).

As such, Respondent can establish that Petitioner had a statutory obligation to
notify Respondent of the Data Breach. And that Petitioner’s delay in notifying
Respondent of the Data Breach was the cause of the injuries suffered by Respondent,
including receiving spam calls, opening of online accounts. (AA 225-226).
Respondent can also add additional claims for negligence, negligence per se, breach
of contract, misrepresentation, breach of fiduciary duty, and invasion of privacy.

(AA 235-244). Respondent will also attach articles that outlined how Petitioner
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negligently handled the personally identifiable and medical information it obtained
from and stored for its clients, including Respondent. (AA 184-195, 210-217, 219-
220).

The proposed SAC also further clarifies that by definition, the information the
Notice states was affected by the breach included confidential medical information
regarding “sensitive services.” as defined by Civil Code §56.05(1) and (n). (AA 211).
As a medical provider under §56.06, Petitioner had a duty to prevent that information
from being released and not allow threat actors to access sensitive medical

information. (AA 210-213).

The SAC likewise alleges that Petitioner failed to get the authorization to
release this information and was grossly negligent in protecting the data, despite
signing multiple pledges to be especially diligent. (/d.; AA 214-215).

The SAC also pleads a breach under a negligence per se theory of liability
wherein Petitioner’s wrongful disclosure of the medical information violated the
CMIA and in effect, injured Respondent and the Class with lost time and money to
remediate the effects of the Data Breach. The wrongful disclosure is the main reason
why Respondent and the Class are victims of the Data Breach and they suffered
harms because of this. Because the CMIA was designed to protect individuals’
medical information, Respondent and Class Members are part of the class of persons
that CMIA was designed to protect and the harm they suffered is the type of harm
CMIA was designed to prevent. (AA 206-221).

The SAC further provides proof that Petitioner’s violation of the CMIA
caused unauthorized third parties to view the PHI of Respondent and the Class,
which has led to spam calls, emails, solicitations, etc., thereby increasing the risk of
future harm. (AA 213 and 225).

In any case, the fact that Respondent and the Class received Notices from

Petitioner indicating that their information was part of the Data Breach and that
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Respondent has pled an increase in spam solicitation following the Data Breach are
sufficient to infer that Respondent’s information was exposed in the Data Breach
(AA 210).

The SAC also alleges that Petitioner’s failure to provide notice caused harm
(AA 225-226) since there is often a time lag between when harm occurs versus when
it is discovered, and also between when Personal Information is stolen and when it
is used (AA 224).

Based on the foregoing, Respondent’s FAC sufficiently addressed the defects
alleged in Petitioner’s Demurrer and if granted leave to file his SAC, Respondent
can further cure any other defects raised therein.

Once again, the Court of Appeal correctly ruled that Respondent was a

“customer” under the CRA, to wit:

Because J.M. alleged his confidential personal information was provided to
[lluminate to evaluate his educational progress, and because that
information was subject to the data breach, he was an intended beneficiary
under the CRA. (§ 1798.81.5, subd. (a)(1); Solara Medical Supplies, supra,
613 F.Supp.3d at p. 1300.) This statute is remedial and must be interpreted
broadly. A narrow interpretation that leaves a statutory beneficiary without
protection undermines the statutory intent. (Silberman v. Swoap, supra, 50
Cal.App.3d atp. 571.) [lluminate had a contract with the school district. But
the ultimate “customers,” consumers, and beneficiaries of its educational
services were the students who trusted Illuminate to protect their
information.

JM. v. llluminate Education, Inc. (2024) 103 Cal.App.5th at 1135.

IV. CONCLUSION
Based on the foregoing, Respondent respectfully requests that the Court to
sustain the decision of the Court of Appeal below and allow Respondent to

adjudicate the merits of his claims in court without further delay.
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Dated: March 25, 2025

Respectfully submitted,

POTTER HANDY, LLP

By: /s/James M. Treglio

James M. Treglio
Counsel for Plaintiff-Respondent, Jean Paul
Magallanes, guardian ad litem for Jacob
Magallanes
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PROOF OF SERVICE

I am employed in the County of San Francisco, State of California. I am over
the age of eighteen years and not a party to the within action; my business address
1s 100 Pine St., Ste 1250, San Francisco, CA 94111.

On March 25, 2025, I served the following document(s) described as
RESPONDENT’S OPENING BRIEF on the interested parties as follows:

SEE ATTACHED LIST

BY MAIL: I am “readily familiar” with the firm’s practice of collection and
processing correspondence for mailing with the United States Postal Service. Under
that practice, it would be deposited with the United States Postal Service that same
day in the ordinary course of business. Such envelope(s) were placed for collection
and mailing with postage thereon fully prepaid on that same day following ordinary
business practices. (C.C.P. § 1013 (a) and 1013a(3)).

BY TRUEFILING: I caused said document(s) to be served via electronic service
through TrueFiling at the time that | electronically filed this document.
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