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STATEMENT OF THE ISSUES
1. Did the Court of Appeal err in expanding the reach of the
CMIA to

(1) include entities that happen to possess or
maintain information about an individual’s
physical or mental condition for any reason,

contrary to the statutory text; and
(1) allow claims where a plaintiff has failed to show
disclosure or breach of confidentiality, contrary
to the statutory text and other decisions of that

same court?

2. Did the Court of Appeal err in expanding the reach of the
CRA to include, contrary to text and precedent, claims
brought by a plaintiff who

1) 1s not a “customer” under the statute; and

(11) alleges no harm from the statutory violation?



INTRODUCTION

This case presents the Court with the opportunity to realign
the interpretations of two important statutes with their text and
purposes. As relevant here, the Confidentiality of Medical
Information Act (CMIA) provides a cause of action against
“providers of health care” and related entities that disclose an
individual’s medical information without authorization or fail to
maintain the confidentiality of that information. The Customer
Records Act (CRA), as its name suggests, establishes requirements
for how businesses handle personal information that they receive
from their customers. Both statutes address specific problems: the
CMIA provides an important tool for keeping personal medical
information confidential while in the hands of medical providers
or their proxies, and the CRA establishes important rules for what
businesses can do and say with information they obtain from their
customers. Both statutes contain clear language that implements
and hews closely to these important purposes. And both statutes
were badly mangled by the Court of Appeal’s decision in this case.

Petitioner Illuminate Education provides educational
software to schools to facilitate student learning. Illuminate does
not offer or provide medical services, and it does not work for or
with any medical providers at schools. Nor does it count students
or their parents among its customers. Nearly three years ago,

INluminate was the victim of a cyberattack, in which a criminal

actor stole some databases and _
IIluminate _ recovered the data, which

included educational information about students in certain school



districts. There are no reported instances of identity theft or any
other form of misuse arising out of this incident.

Plaintiff J.M. is a student at a school that receives services
from the Ventura County Office of Education, which had
contracted with Illuminate for certain software products. J.M.
filed a putative class action alleging that Illuminate was a provider
of health care and that it disclosed information in violation of the
CMIA because it experienced the _cyberattack. J.M.
also claimed that Illuminate violated the CRA by not providing
him timely notice about the incident. The Ventura County
Superior Court sustained Illuminate’s demurrer, finding that
INluminate was not subject to either statute and that J.M. had
failed to state a cognizable claim.

The Court of Appeal reversed. It adopted a novel
interpretation of the CMIA that “extends” the reach of that law
“beyond medical providers” and far beyond what the statutory text
can bear. (J.M. v. Illuminate Education, Inc. (2024) 103
Cal.App.5th 1125, 1128 (review granted).) In the Court of Appeal’s
view, a “provider of health care” in the CMIA includes any entity
that happens to “possess or store” any piece of information about
an individual’s physical or mental condition, no matter how
temporary the storage or the purpose for which it is stored. (Id. at
p. 1130.) This holding defies the statutory text, which centers on
actual providers of health care and those who support those
providers’ care and treatment of patients. And the impact is
staggering. The Court of Appeal’s interpretation sweeps in not just

an educational-technology company like Illuminate, but also



schools, transportation companies, religious organizations,
websites, community sports organizations, and summer camps.
The Court of Appeal then doubled down on its departure from text
and precedent when it allowed J.M.’s claim to proceed without any
showing that Illuminate affirmatively disclosed his information or
failed to protect its confidentiality—even though those are the very
actions that form the basis for the claimed violations. (Civ. Code,
§§ 56.10(a), 56.101(a).) The Court of Appeal also significantly
expanded the CRA by jettisoning the statutory requirements that
a plaintiff (1) be a customer of the defendant and (i1) show an injury
resulting from the alleged statutory violation.

The Court of Appeal’s holdings defy law and logic. The
statutes’ text and history, precedent, and pragmatic considerations
all point in the opposite direction. The implications of these
rulings are astounding, particularly where the CMIA imposes
nominal damages of $1,000 per person and does not require that a
plaintiff “suffered or was threatened with actual damages.” (Id.
§ 56.36(b)(1).) This Court should restore a correct interpretation
of the statutes that is grounded in their text and sustain the
balances the Legislature struck in enacting them. Properly
interpreted, the CMIA and CRA provide powerful protections to
California consumers—but they do not provide a basis for this
plaintiff to bring a lawsuit against Illuminate. This Court should

reverse the decision below.



STANDARD OF REVIEW

The interpretation of statutes like the CMIA or CRA are
“question[s] of law that this [C]ourt reviews de novo.”! (Smith v.
LoanMe, Inc. (2021) 11 Cal.5th 183, 190; see also People v. Jimenez
(2020) 9 Cal.5th 53, 61.)

STATEMENT OF THE CASE
A. Factual Background

INluminate is a California “education company” that provides
software programs, applications, and technology support to school
districts to aid in teaching students. (1AA 75.)2 Illuminate offers
education-related services, including screening tools designed to
help schools identify and “meet the unique needs of students”;
assessment tools that “provide a roadmap for data-driven
instruction”; progress-monitoring tools that “enable educators to
measure students’ rate of improvement and determine if
instruction and interventions are truly working”; data
visualization; learning plan development tools; and remote
learning tools. (1AA 77-78.) To help educators, parents, and
students track academic achievement and plan for student
success, Illuminate also offers an internet platform “on a contract
basis” to schools and school districts, including the Ventura

County Office of Education. (1AA 75-76.)

1 Unless otherwise noted, all quotations have been cleaned up and
emphases added.

2 All citations to “AA” refer to the Appellant’s Appendix filed in the
Court of Appeal below.



As plaintiff alleges in his complaint,3 each of these services
serves educational purposes and is designed and used as “an aid to
educational evaluation, monitoring of progress, and determining
an educational plan” for students. (1AA 76.) Plaintiff does not
(and could not) allege that Illuminate contracts with, markets
products for, or sells to healthcare providers or healthcare workers
in schools or school districts. Instead, Illuminate exclusively offers
“educational software applications and technology support to the
school districts” that make up its customer base. (Ibid.)

In January 2022, Illuminate discovered that certain
databases associated with a handful of older products had been
accessed without authorization. (1AA 132.) As Illuminate later

reported to government regulators, a threat actor exfiltrated data

no evidence that the threat actor ever viewed or disseminated any
data: Illuminate explained to its client the Office of Education that
it “immediately took steps to secure the affected applications and
launched an investigation,” in which it found “no evidence that any
information was subject to actual or attempted misuse.” (Ibid.)
After concluding its investigation and at the request of the Office
of Education, Illuminate notified Ventura County students,

including J.M., whose data might have been subject to exfiltration

and thr, | .- 5. 152)

3 All references to the complaint refer to plaintiff’s operative First
Amended Class Complaint. (See 1AA 71-99.)
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B. Procedural Background

J.M. filed a class-action complaint in Ventura County
Superior Court alleging that Illuminate violated the CMIA and
CRA. (1AA 4-32.) Following briefing and argument, the trial court
sustained Illuminate’s demurrer to the First Amended Class
Complaint and explained that J.M. had failed to state a cognizable
claim under either statute. (2AA 451.) The court rejected J.M.’s
CMIA claim because he had not shown that Illuminate was a
“provider of health care” or other covered entity as defined by the
statute or that “disclosure” of protected information under Civil
Code section 56.10 had occurred. (Ibid.) The court then explained
that J.M.’s CRA claim failed for two independent reasons: (1)
because the CRA created at most a duty for Illuminate to notify its
customers, the school districts, rather than students like J.M.; and
(2) because J.M. had failed to allege an injury specific to
Illuminate’s delay in notification, which was its purported CRA
violation. (Ibid.)

J.M. appealed, and the Court of Appeal reversed in a
published opinion. (2AA 460; J.M., supra, 103 Cal.App.5th at p.
1136.) The court first reasoned that Illuminate fell within the
scope of the CMIA. In addition to traditional licensed medical

% &«

[a]ny

business organized for the purpose of maintaining medical

entities, the statute defines as a “provider of health care

information” or a business that “offers software or hardware to
consumers ... that is designed to maintain medical information in
order to make the information available to an individual or a

provider of health care ... for purposes of allowing the individual



to manage the individual’s information” or “for the diagnosis,
treatment, or management of a medical condition of the
individual.” (Civ. Code, §§ 56.06(a), (b).) The court held that
INluminate fit within that definition because Illuminate allegedly

”»

“possess[ed] or store[d]” medical information as part of its
provision of software to school districts to assist with “diagnosing
the educational progress of children.” (J.M., supra, 103
Cal.App.5th at pp. 1130-31.) In the court’s view, “[w]hen school
districts share ... medical information with entities such as
INluminate that has a large database, the CMIA’s confidentiality
provisions are necessarily triggered.” (Id. at p. 1131.) And,
because the CMIA is a “remedial statute” with “broad scope,” the
court emphasized that applying the statute as written would
“undermine[] the purpose of the CMIA.” (Id. at p. 1132.)

The court next held that J.M. could establish a violation of
the CMIA without showing an “affirmative communicative act” on
INluminate’s part or loss of confidentiality of his medical
information. (Id. at p. 1133.) J.M. brought a CMIA claim for “the
unauthorized release of [his] individual identifiable ‘medical
information’ made unlawful by Civil Code §§ 56.10 and 56.101.”
(1AA 94.) Those provisions of the CMIA prohibit unauthorized
“disclos[ure]” of medical information and failure to “preserve[] the
confidentiality” of such information, respectively. (Civ. Code, §§
56.10(a), 56.101(a).) But the court held that J.M. need only allege
that Illuminate was negligent in storing the data and that there

was a cyberattack. (J.M., supra, 103 Cal.App.5th at p. 1133.) It
concluded that J.M.’s allegation of “negligent storage leading to the



unauthorized access of medical information,” without more,
established a viable CMIA claim. (Ibid.)

The court also upheld J.M.’s CRA claim, again reasoning
that the statute was “remedial and must be interpreted broadly.”
(Id. at p. 1135.) Although J.M. was not Illuminate’s customer and
had no contract (or even contact) with Illuminate, the court
reasoned that he was an “intended beneficiary under the CRA,”
and that any interpretation that would “leave[] a statutory
beneficiary without protection” would “underminel] the statutory
intent” of the CRA. (Ibid.) While Illuminate may have had
contracts only with schools, the “ultimate ‘customers,” consumers,
and beneficiaries of its educational services were the students who
trusted Illuminate to protect their information.” (Ibid.) The court
did not address Illuminate’s argument that it had no obligation to
report the breach to plaintiff because it neither “own[ed]” nor
“license[d]” the data in question. (Civ. Code, § 1798.82(a).) On the
question of harm, the court held that J.M.’s allegation of a five-
month delay in notification, standing alone, satisfied any statutory
requirement that he show injury-in-fact. (J.M., supra, 103
Cal.App.5th at p. 1135.) Illuminate filed a petition for review,
which this Court granted.

SUMMARY OF ARGUMENT
The Court of Appeal’s decision should be reversed. As a

matter of text and precedent, neither the California Medical
Information Act (CMIA) nor the Consumer Records Act (CRA)
apply to the facts alleged in this case. In concluding otherwise, the

Court of Appeal made a series of critical and impactful errors.



CMIA. The Court of Appeal erred in allowing J.M.’s CMIA
claim. First, the statute does not apply to Illuminate because
INluminate is not a “provider of health care.” The statutory
definitions at issue encompass (1) licensed medical providers (Civ.
Code, § 56.05(p)); (2) businesses specifically “organized for the
purpose of maintaining medical information” for the defined
purposes of allowing an individual to “manage the individual’s
information, or for the diagnosis and treatment of the individual”
(Id. § 56.06(a)); and (3) businesses offering software or hardware
to consumers that is specifically “designed to maintain medical
information” for the same enumerated purposes (Id. § 56.06(b)).
INluminate 1s not a licensed medical provider, and J.M. has never
contended otherwise. The remaining definitions in § 56.06(a) and
(b) contain important purpose-focused textual requirements that
serve a crucial and dispositive role here. Both provisions ensure
that the statute imposes appropriate restrictions on healthcare
providers and companies who directly support the work of those
providers.

The Court of Appeal erred by abandoning the textual focus
on the purpose of the company or software at issue. Driven by a
desire to effectuate the perceived purpose of the CMIA, the court
endorsed an interpretation that subjects any entity that happens
to possess, store, or maintain medical information to the statute’s
provisions. Whatever the worthiness of those intentions, that is
not the statute the Legislature passed. Schools, churches, and
broad swathes of the information economy may find themselves in

possession of medical information, but there is no basis in the text,
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legislative history, or precedent for extending the CMIA’s
provisions to such entities. The purposive requirements found in
the statutory text and ignored by the court below ensure that the
statute’s sharp, $1,000-a-violation statutory damages do not weigh
on every entity that happens to come into possession of
information that may meet the broad statutory definition of
“medical information.” Because Illuminate is not organized for
(and does not offer consumer products designed for) the medical
purposes mandated by statute, it is not subject to the CMIA.
Second, the Court of Appeal erred in its interpretation of
what qualifies as a violation of the CMIA. Section 56.10(a), the
first provision at 1issue, prohibits “disclosure” of medical
information. As California courts uniformly recognized before the
Court of Appeal’s decision, the verb “disclose” requires an
affirmative communicative act. No such act is alleged here, where
INluminate was the victim of a cyberattack and took no steps to
transmit or reveal the information it maintained. The second
asserted basis for CMIA liability, section 56.101(a), likewise does
not apply here. That provision imposes liability on providers of
health care that fail to “preserve the confidentiality” of personal
health information. That requires more than mere loss of
possession—a plaintiff must show that the information was viewed
by an unauthorized party. Here, the data was promptly recovered
by Illuminate, and there are no facts to support an inference that
the data was ever viewed. Once again, that is how California
courts consistently and correctly applied this provision until the

decision of the Court of Appeal. The court abandoned both

11



statutory requirements and held that a cause of action arises
merely if there is alleged negligence in the handling of the
information. The Court of Appeal focused on the “type of harm the
Legislature sought to prevent,” but that is no basis for departing
from the statutory text.

CRA. The Court of Appeal’s interpretation of the CRA was
erroneous in two distinct ways. First, the CRA governs
relationships between “customers” and the businesses they
frequent. A customer is “an individual who provides personal
information to a business for the purpose of purchasing or leasing
a product or obtaining a service from the business.” (Civ. Code,
§ 1798.80(c).) But J.M. is not Illuminate’s “customer,” and the
Court of Appeal did not pretend he was. Instead, the Court of
Appeal struck out on its own and created a brand-new category of
“ultimate customer,” which it defined as an “intended beneficiary”
and which was never advocated even by the plaintiff. (J.M., supra,
103 Cal.App.5th at p. 1135.) But “customer” means what the
Legislature said it means, and there is no basis to blue-pencil the
statute’s unequivocal text. This law is the “Customer” Records Act,
after all. Every prior decision interpreting the statute adhered to
the requirement that the plaintiff be an actual customer of the
defendant and not some “ultimate beneficiary.”

Second, the Court of Appeal erred in failing to properly apply
the CRA’s standing requirement. The CRA requires a plaintiff to
1dentify an injury attributable to the defendant’s alleged violation
of the statute. (Civ. Code, § 1798.84(b).) Here, J.M. alleges that
INluminate violated the CRA by delaying too long in notifying him
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of the data breach. But he does not allege any injury that resulted
from that delay. Both the statutory text and existing judicial
interpretations affirm that a bare statutory violation is not enough
to establish a CRA claim.

ARGUMENT

This Court should restore an interpretation of the CMIA and
CRA that adheres to the statutory text. As this Court has
consistently emphasized, “in any case involving statutory
interpretation,” the “fundamental task ... is to determine the
Legislature’s intent so as to effectuate the law’s purpose.” (People
v. Walker (2024) 16 Cal.5th 1024, 1032.) Step one 1s to “examine
the statutory language, giving it a plain and commonsense
meaning.” (Smith, supra, 11 Cal.5th at p. 190.) “If the language
1s clear, courts must generally follow its plain meaning unless a
literal interpretation would result in absurd consequences the
Legislature did not intend.” (Meza v. Portfolio Recovery Associates,
LLC (2019) 6 Cal.5th 844, 856.)

Context and structure matter, too. Courts are to “construe
the words in question in context, keeping in mind the nature and
obvious purpose of the statute.” (Walker, supra, 16 Cal.5th at p.
1032.) This analysis “consider[s] portions of a statute in the
context of the entire statute and the statutory scheme of which it
1s a part, giving significance to every word, phrase, sentence, and
part of an act in pursuance of the legislative purpose.” (Smith,
supra, 11 Cal.5th at p. 190.)

If—and only if—ambiguity remains, then a court may turn

to “various extrinsic sources, such as legislative history,” to aid “in
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gleaning the Legislature’s intended purpose.” (Larkin v. Workers’
Comp. Appeals Bd. (2015) 62 Cal.4th 152, 158.) But these extrinsic
sources supplement rather than supplant the statutory text. For
example, the “rule that a remedial statute is construed broadly
does not permit a court to ignore the statute’s plain language.”
(Even Zohar Constr. & Remodeling, Inc. v. Bellaire Townhouses,
LLC (2015) 61 Cal.4th 830, 842.) And this Court has long
emphasized the “cardinal rule of statutory construction that courts
must not add provisions to statutes.” (Security Pacific National
Bank v. Wozab (1990) 51 Cal.3d 991, 998.) That is why the Court
“begin[s] with” the text itself and, where possible, ends there—
because “statutory language typically is the best and most reliable
indicator of the Legislature’s intended purpose.” (Larkin, supra,
62 Cal.4th at p. 157.) These principles compel reversal.

I. The Court of Appeal’s Interpretation of the CMIA
Contravenes Text and Precedent

The CMIA is a statute of defined scope, imposing liability
only on specific entities for specific acts. This case involves
provisions that apply to a “provider of health care, health care
service plan, pharmaceutical company, or contractor” that
“disclose[s] medical information” without authorization or who
“creates, maintains, preserves, stores, abandons, destroys, or
disposes of medical information” in a manner that fails to
“preserve[] the confidentiality of the information contained
therein.” (Civ. Code, §§ 56.10, 56.101.) But the Court of Appeal
set aside the carefully calibrated statutory text in favor of
advancing what it perceived to be the “remedial” purpose of the

Act. (J.M., supra, 103 Cal.App.5th at p. 1132.) The result is an
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erroneous interpretation of the CMIA that sweeps far beyond what
the Legislature enacted.

A. The Court of Appeal Erred in Abandoning the
Statutory Definition of “Provider of Health
Care”

1. The CMIA “is intended to protect the confidentiality of
individually identifiable medical information obtained from a
patient by a health care provider, while at the same time setting
forth limited circumstances in which the release of such
information to specified entities or individuals is permissible.”
(Loder v. City of Glendale (1997) 14 Cal.4th 846, 859.) To that end,
the Legislature used deliberate and precise language to describe
the entities the CMIA covers and the duties it imposes. Sections
56.10 and 56.101—the provisions at issue in this case—apply only

i

to a “provider of health care,” “health care service plan,”
“contractor,” or (in the case of section 56.101) “pharmaceutical
company,” as those terms are expressly defined in the CMIA. (Civ.
Code, §§ 56.10, 56.101.) The only question on appeal is whether
IMluminate is a “provider of health care” within the meaning of the
CMIA.* The Court of Appeal erred in holding that it is.

The definition of a “provider of health care” that appears in
the “definitions” section of the statute is clearly inapplicable here.

A “provider of health care” is defined as a “person licensed or

certified pursuant to” applicable California medical-licensing

4 On appeal, plaintiff abandoned any argument that Illuminate
qualifies as a contractor, pharmaceutical company, or health care
service plan, and those provisions are inapplicable on their face to
IMluminate in all events. (Ct of App. Appellant’s Br. at pp. 15-16.)

15



statutes. (Civ. Code, § 56.05(p).) Illuminate is “an education
company that provides applications and technology support to
schools and school districts.” (1AA 75.) It is not a clinic or health
facility holding any of the licenses that would qualify it as a
provider of healthcare under section 56.05, including licenses
governed by the Business and Professions Code, the Osteopathic
Initiative Act, the Chiropractic Initiative Act, and the Health and
Safety Code. (Civ. Code, § 56.05(p).) Illuminate provides no
healthcare services to patients as a clinic or health facility would,
and it is not “licensed or certified” as the statute requires.
Although the statutory definition of a “provider of health
care” plainly excludes Illuminate, that definition highlights the
statute’s focus on physicians, nurses, clinics, dispensaries, and
other healthcare facilities. It reflects the Legislature’s intent that
the CMIA target how healthcare professionals and practitioners
handle and use the medical information they receive from their
patients. The specific exclusion of “insurance institutions” from
the definition of a “provider of health care” reinforces the statute’s
targeted focus. (Ibid.) Informative, too, is the statute’s definition
of medical information, which is “any individually identifiable
information, in electronic or physical form, in possession of or
derived from a provider of health care, health care service plan,
pharmaceutical company, or contractor regarding a patient’s
medical history, mental health application information,

reproductive or sexual health application information, mental or
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physical condition, or treatment.” (Id. § 56.05(j).)> In short, the
statute imposes obligations with respect to a broad swathe of
material (“medical information”) on a limited population
(“providers of health care”).

The CMIA was amended in 2013 to add a second definition
for “provider of health care,” which appears in section 56.06. That
provision defines a “provider of health care” to include the
following:

Any business organized for the purpose of
maintaining medical information in order
to make the information available to an
individual or to a provider of health care
at the request of the individual or a
provider of health care, for purposes of
allowing the individual to manage the
individual’s information, or for the
diagnosis and  treatment of the
individual[; and]

Any business that offers software or
hardware to consumers, including a
mobile application or other related device
that is designed to maintain medical
information in order to make the
information available to an individual or
a provider of health care at the request of
the individual or a provider of health care,
for purposes of allowing the individual to
manage the individual’s information, or

5 “Individually identifiable’ means that the medical information
includes or contains any element of personal identifying
information sufficient to allow i1dentification of the individual, such
as the patient’s name, address, electronic mail address, telephone
number, or social security number, or other information that, alone
or in combination with other publicly available information,
reveals the identity of the individual.” (Civ. Code, § 56.05().)
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for the diagnosis, treatment, or
management of a medical condition of the
individual.

(Civ. Code, §§ 56.06(a)-(b).)

While it may be a mouthful, the relevant text of section 56.06
carefully limits “providers of health care” to entities that meet a
twofold purposive requirement. First, these entities must have a
core medical purpose. To fall within the CMIA, a business must
either be “organized for the purpose of maintaining medical
information” or offer software or hardware products to consumers
that are “designed to maintain medical information.” (Ibid.) If a
business and its products lack that purpose, the CMIA does not
apply. Second, even where this threshold medical purpose exists,
1t must be related to one of the statute’s specific, enumerated goals.
The medical-information business must be organized, or its
consumer-facing, medical-information products must be designed,
“in order to make the information available to an individual or a
provider of health care at the request of the individual or a
provider of health care, for purposes of allowing the individual to
manage the individual’s information, or for the diagnosis,
treatment, or management of a medical condition of the
individual.” (Civ. Code, § 56.06(b); see also id. § 56.06(a).)

Thus, a “provider of health care” must (1) be organized or
design consumer-facing products to maintain medical information;
and (11) do so to accomplish the specific medical-information-
management or treatment objectives listed in § 56.06(a) or (b).
This early-2010s update to the statute reflects a straightforward
legislative intent to bring the CMIA into the digital age, where
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electronic-health-record-management companies, consumer-
facing applications for managing health information, and
telehealth practices now abound. At the same time, the twofold
purposive requirement carefully avoids sweeping every business
that happens to touch medical information into the definition of
“provider of medical care.” Had the Legislature intended to
expand liability under the CMIA to cover the mere possession or
storage of information meeting the definition of “medical
information,” it could easily have done so—and in far fewer words.
Instead, it used precise and detailed language to define the type of
medically focused entities that should be bound by the strictures
of the CMIA.

The legislative history of section 56.06(b) only reinforces that
the Legislature intended the statute to have a limited scope
targeted at businesses involved in providing consumer access to
their personal health records. In the Assembly and in the Senate,
in committee and on the floor, the purposive language was
repeatedly discussed by legislators shaping the amendment and
ultimately adopted in a form similar (but not identical) to that in
56.06(a). (See Assem. Com. on Judiciary, Rep. on Assem. Bill No.
658 (2013-2014 Reg. Sess.) Apr. 16, 2013, p. 2 (repeating the “in
order to” and “for purposes of” language of § 56.06); Sen. Judiciary
Com., Rep. on Assem. Bill No. 658 (2013-2014 Reg. Sess.) June 4,
2013, pp. 1-2, 4 (same); Sen. Rules Com., Off. of Sen. Floor
Analyses, 3d reading analysis of Assem. Bill. No. 658 (2013-2014
Reg. Sess.), July 2, 2013, p. 2 (same); Assem. Com. on Judiciary,
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Concurrence in Sen. Amendments of Assem. Bill. No. 658 (2013-
2014 Reg. Sess.), Aug. 24, 2013, p. 1 (similar).)

As to subsection (b) in particular, the Legislature aimed to
include businesses “who offer ways to manage PHR [personal
health records], regardless of whether the business was organized
for that specific purpose.” (Sen. Judiciary Com., Rep. on Assem.
Bill No. 658 (2013-2014 Reg. Sess.) June 4, 2013, p. 4).
Contemporary accounts by legislators further clarify that the
intent of section 56.06(b) was to regulate a specific, limited group
of businesses: purveyors of technology “designed to maintain
medical information” for the purposes listed in the statute.
(Assem. Com. on Judiciary, Concurrence in Sen. Amendments of
Assem. Bill. No. 658 (2013-2014 Reg. Sess.), Aug. 24, 2013, p. 1.)
Legislators repeatedly stated that subsection (b) was designed to
cover “commercial vendors of mobile applications that provide
Personal Health Record (PHR) services.” (Assem. Com. on
Judiciary, Rep. on Assem. Bill No. 658 (2013-2014 Reg. Sess.) Apr.
16, 2013, p. 4.) The author of subsection (b) explained that it was
“a common sense extension that closes a loophole in existing law
by applying the existing provisions of the Confidentiality of
Medical Information Act (CMIA) to the newest platform for
commercial vendors who offer storage, maintenance and sharing
of sensitive medical information, which are mobile application
software services.” (Id. at p. 4; see also id. at p. 5 (listing as the sole
opposing argument that it was “unclear which mobile application

software providers will be included”).)

20



Statutory language and legislative history both make clear
that section 56.06 was a necessary update for the mobile era—not
a wholesale reimagining of the statute. Thus, a company that
designs mobile applications to organize pharmacy prescriptions
would qualify as a “provider of health care.” So would a company
that offers software to track patient diagnoses, monitor symptoms,
or record medical histories. But a company that designs generic
note-taking apps would not, even if a doctor or patient could use
the app to record medical information alongside other information.
Properly understood in its statutory context, section 56.06 is the
“common sense extension” of the CMIA that its creator hoped it
would be—an update designed to cover companies providing
services such as telehealth and mobile healthcare applications
without sweeping in the entire information economy.

Judicial interpretations of the CMIA have faithfully applied
the Legislature’s language requiring a specific medical purpose.
Prior to this case, courts have consistently held that simply
collecting or maintaining medical information, without satisfying
the purposive requirements of section 56.06, does not create
obligations under CMIA. The Ninth Circuit rejected a recent
CMIA claim where the complaint “include[d] no allegation that”
the defendant “was organized for the purpose of maintaining
medical information.” (Oddei v. ScanSTAT Technologies, LLC (9th
Cir. Dec. 8, 2022) 2022 WL 17538747, at *1.) And a recent federal
district court decision explained that “§ 56.06(a) requires more
than an allegation that” a defendant “maintained or even

presently maintains medical information”; the defendant “must
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have been ‘organized for the purpose of maintaining medical
information.” (In re Accellion, Inc. Data Breach Litigation (N.D.
Cal. 2024) 713 F. Supp. 3d 623, 643 (quoting Civil Code § 56.06(a));
see also Fernandez v. Leidos, Inc. (E.D. Cal. 2015) 127 F. Supp. 3d
1078, 1090 (company providing “electronic information
management and data security services for safeguarding” personal
1dentification and health information was not an “entity governed
by [the] CMIA”); Aguilar v. Hartford Accident & Indemnity Co.
(C.D. Cal. Mar. 13, 2019) 2019 WL 2912861, at *2 (similar).)

2. The Court of Appeal’s opinion jettisoned this textual and
historical evidence in favor of an unprecedented expansion of the
CMIA. The court erroneously held that Illuminate fell within the
ambit of section 56.06 simply because it “possess[ed] or store[d]”
data that allegedly included medical information. (J.M., supra,
103 Cal.App.5th at p. 1130.) In particular, the court insisted that
the CMIA applies to any business that “maintain[s] medical
information ... whether or not the business was organized for that
purpose.” (Id. at p. 1132.)

That holding is legally unsupported—and unsupportable.
Above all else, it directly contradicts the CMIA’s text, ignoring the
dozens of carefully chosen words that the Legislature used to
1mpose a dual purposive requirement in section 56.06. The statute
1s clear: a provider of healthcare must be “organized for the
purpose of maintaining medical information” or its products must
be consumer-facing and “designed to maintain medical
information.” (Civ. Code, § 56.06(a)-(b).) And even that is not

enough—those medical purposes must further be “in order to”
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accomplish one of the goals listed in the statute. The Court of
Appeal simply ignored these requirements.

Nor does the “remedial” nature of the CMIA justify the
court’s decision to ignore what the statute actually says. (J.M.,
supra, 103 Cal.App.5th at p. 1132.) “[N]o legislation pursues its
purposes at all costs. Deciding what competing values will or will
not be sacrificed to the achievement of a particular objective is the
very essence of legislative choice—and it frustrates rather than
effectuates legislative intent simplistically to assume that
whatever furthers the statute’s primary objective must be the law.”
(In re Friend (2021) 11 Cal.5th 720, 740, as modified (Sept. 1, 2021)
(quoting Rodriguez v. United States (1987) 480 U.S. 522, 525-26
(emphasis in original)).) By ignoring the text of the CMIA, the
Court of Appeal improperly substituted its own judgment for the
Legislature’s regarding how to balance the “competing values”
addressed by those statutes. “Where the words of the statute are
clear,” a court “may not add to or alter them to accomplish a
purpose that does not appear on the face of the statute or from its
legislative history.” (Ennabe v. Manosa (2014) 58 Cal.4th 697,
719.)

The only authority relied on by the Court of Appeal was a
bar-association article purporting to summarize recent changes to
the CMIA. (See J.M., supra, 103 Cal.App.5th at p. 1132 (quoting
Joseph R. Tiffany II et al., The Doctor Is In, But Your Medical
Information is Out: Trends in California Privacy Cases Relating to
Release of Medical Information, 24 Cal. State Bar J. 206, 225

(2015)).) There is no precedential value to practitioner summaries

23



in bar journals. But even that citation was misguided. The article
does not support the court’s holding that section 56.06 is meant to
cover any entity that maintains medical information, regardless of
the purpose of the entity or the software programs it offers.
Instead, the article summarizes some of the legislative history of
section 56.06(b), which—as explained above—was added to cover
companies that design medical software, “regardless of whether
the business was organized for that specific purpose” as section
56.06(a) requires. (Sen. Judiciary Com., Rep. on Assem. Bill No.
658 (2013-2014 Reg. Sess.) June 4, 2013, p. 4.) Section 56.06(b)
simply shifts the purpose analysis from the company to the
product; it does not dispense with the requirement entirely. Nor
could it, given the text of the statute.

It is easy to see why the Legislature chose to impose the
purpose-based limits in the CMIA rather than to expand liability
in the manner the Court of Appeal has done. Broadening section
56.06 to include any entity that possesses or stores “medical
information”—mno matter how fleetingly or indirectly—would mean
imposing breathtaking liability on thousands of unsuspecting
entities. Indeed, the Court of Appeal appeared sua sponte to
extend CMIA liability to schools without that issue being argued
by either party. (J.M., supra, 103 Cal.App.5th at p. 1131.) The
court held that schools “are authorized to hire ‘physicians as full-
time supervisors of health’ and to provide ambulance care. They
are required to ‘assess’ a child’s disabilities; to provide medical care
at sports events; and to cooperate with local health officials in

preventing communicable diseases.” (Ibid.) Given these ways in
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which schools come in contact with student medical information,
the court explained, “the CMIA’s confidentiality provisions are
necessarily triggered” when that information is shared. (Ibid.)
None of this analysis was tethered to the statutory language, but
it has profound consequences for the thousands of schools
throughout this state.

The Court of Appeal’s revolutionary take on the CMIA is
especially concerning considering that “medical information” is
given an expansive definition by the statute. Even if a school hired
no medical personnel and kept no medical records, it could still be
liable under the Court of Appeal’s rationale if it simply retained
photographs of students that revealed the use of eyeglasses,
mobility aids, or any other information about a child’s “mental or
physical condition.” (Civ. Code, § 56.05().)

And schools are just the beginning. Under the Court of
Appeal’s interpretation of section 56.06, hundreds of entities could

b

be “providers of health care.” Any website, app, or social-media
post containing any reference to identifiable information about a
person’s “mental or physical condition” could suddenly subject its
host company to CMIA liability. A comment on social media about
persistent headaches; a thread on a video describing weight loss
(or gain); a “mommy blog” post about postpartum health—all these
could well fall within the newly expanded CMIA, as would the
many online forums and support communities that provide
support for specific health issues from bulimia to multiple

sclerosis. And because the CMIA contains a $1,000-per-person

nominal damages provision, that responsibility could quickly
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translate into massive liability. (Civ Code, § 56.36(b)(1).) The
Court of Appeal’s misreading of section 56.06 would thus
transform the internet, where individuals frequently comment on
their own (and each other’s) “medical information,” into a
minefield.

It gets worse. The blast zone of the Court of Appeal’s
interpretation of the CMIA would not be contained to schools or
the technology sector. Any organization that “store[s]” or
“possess[es]” information about the “mental or physical condition”
of individuals would find itself facing statutory liability. (J.M.,
supra, 103 Cal.App.5th at p. 1130; Civ. Code, § 56.05(j).) For
Instance, summer camps and community sports teams that ask
whether participants have injuries or physical needs could be
considered “providers of medical care” under the statute, as would
childcare companies that keep notes about children’s medical
needs. Even caterers, restaurants, and reservation services that
request information about food allergies could qualify. All these
entities, like [lluminate, may store or possess information meeting
the statutory definition of “medical information,” though not for
the statutorily defined medical purposes.®

Fortunately, the text provides the cure. The vital purposive
safeguards contained in the statutory text ensure that the statute
continues to perform its proper function of protecting medical

information in the hands of medical providers, while not upending

6 The Court of Appeal’s re-definition of a provider of health care
under § 56.06 would also presumably encompass insurance
companies, which are expressly excluded under § 56.05(p)—which
only underscores how far the court strayed from the statutory text.
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the modern information economy. The Legislature wisely tailored
section 56.06 to include only businesses with a clear purpose
centered on providing medical services to the public. The
purposive requirements of the provision define its scope, and the
Court of Appeal erred in ignoring those requirements and this
Court’s longstanding guidance on the proper interpretation of
statutory text.

3. A correct interpretation of section 56.06 confirms that
INluminate is not a “provider of medical care.” At most, plaintiff
alleges that Illuminate “regularly collects information from school
districts, including personally identifiable information and
medical information, including the diagnosis and treatment plans
of children.” (1AA 79; see also 1AA 76-77.) But that conclusory
allegation does not establish that Illuminate or its products have
the medical purposes required by the statute. Plaintiff alleges no
facts showing that Illuminate is “organized for the purpose of
maintaining medical information” or that it offers products to
consumers that are “designed to maintain medical information.”
(Civ. Code, § 56.06(a)-(b).) Indeed, plaintiff affirmatively alleges
that Illuminate is an “education company” whose products were
designed to “store[] and assess[] data concerning students” “as an
aid to educational evaluation, monitoring of progress, and
determining an educational plan.” (1AA 75-76.)

And while Illuminate’s products allegedly allow schools to
store student medical information, those products are not designed
(a) for consumers; (b) specifically to maintain medical information

(as oppose to educational information); or (¢) “in order to make
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[medical] information available to an individual or a provider of
health care at the request of the individual or a provider of health
care, for purposes of allowing the individual to manage the
individual’s information, or for the diagnosis, treatment, or
management of a medical condition of the individual.” (Civ. Code,
§ 56.06(b).) None of the facts alleged in the complaint suggests
otherwise. Illuminate is not an entity covered by the CMIA, and
the Court of Appeal should be reversed.”

B. The Court of Appeal Erred in Concluding that
Illuminate Violated the CMIA

The Court of Appeal also substituted its own preferences for
the plain text of the statute in redefining what constitutes a
violation of sections 56.10 and 56.101. The CMIA carefully

describes the type of medical information that it protects, the

7 The Court of Appeal’s references to other definitions scattered
throughout the CMIA are simply irrelevant. (J.M., supra, 103
Cal.App.5th at p. 1132.) The court opined that Illuminate met the
definitions of “any other entity” in section 56.11 and “recipient of
medical information” in section 56.13. (Ibid.) But even if that were
true, and it is not, that would have no bearing on this case. Section
56.11 requires certain entities (including the catchall category
1dentified by the court) to follow particular procedures when they
“seek[] an authorization from an individual for a use or disclosure
of protected health information.” (Civ. Code, § 56.11(c).) And
section 56.13 states that “recipient[s] of medical information”
obtained via authorization or under an unrelated CMIA provision
cannot “further disclose” it. (Id. § 56.13.) J.M. does not allege that
Illuminate violated either of these subsections. (See 1AA 93-95.)
Instead, plaintiff alleges Illuminate violated sections 56.10 and
56.101—both of which apply only to “provider[s] of health care,
health care service plan][s], or contractor[s].” Whether Illuminate
fits other, unrelated statutory definitions has no bearing on
whether it 1s governed by sections 56.10 and 56.101.

28



circumstances that lead to liability, and the entities that are bound
by its terms. To “violate the act, a provider of health care must
make an unauthorized, unexcused disclosure of privileged medical
information,” as those terms are statutorily defined. (Heller v.
Norcal Mutual Ins. Co. (1994) 8 Cal.4th 30, 38.) Here, the only
alleged violations are a “disclos[ure]” of plaintiffs medical
information through an affirmative act of communication under
§ 56.10 or a failure to “preserve[] the confidentiality” of his
information under § 56.101. But plaintiff’s complaint included no
allegations showing disclosure (required for a claim under section
56.10) or a breach of confidentiality (required for a claim under
section 56.101).

The Court of Appeal below did not engage with the statutory
text of either of these provisions. Instead, it perfunctorily—and
without reference to any statutory text—explained that mere
negligence was enough to constitute a violation of the statute.
(J.M., supra, 103 Cal.App.5th at p. 1133.) That conclusion is

1rreconcilable with text and precedent.

1. The Court of Appeal Failed to Engage with
the Text of Sections 56.10 and 56.101

The Court of Appeal concluded that Illuminate violated
sections 56.10 and 56.101 without performing any analysis of the
statutory provisions at issue. Instead, the court perfunctorily
explained that plaintiff alleged “that there was an agreement to

safeguard this information, Illuminate breached it, and it was also
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negligent.”8 (J.M., supra, 103 Cal.App.5th at p. 1133.) The court
then reasoned that those “allegations demonstrate the type of
harm the Legislature sought to prevent in enacting the CMIA”—
that 1s, “negligence causing a data breach that exposed
confidential information to cyber hackers.” (Ibid.) And since the
Legislature had aimed to prevent that harm, the court concluded,
[Mluminate had therefore violated the CMIA.

The court’s reasoning has no basis in the statute, the
expressed intent of the legislators, California precedent, or any
other source of legal authority. Indeed, the court made no effort to
“determine the Legislature’s intent” by “examin[ing] the statutory
language.” (Walker, supra, 16 Cal.5th at p. 1032; Smith, supra, 11
Cal.5th at p. 190.) It instead simply announced what it believed
the Legislature’s vision to be and broadly expanded the reach the
CMIA to match that vision.

That kind of freewheeling ipse dixit is not law. A careful—
or, indeed, cursory—reading of sections 56.10 and 56.101 reveals
that the Legislature did not intend for those provisions to impose
Liability for standalone negligence. Rather, the Legislature
intended to penalize defendants who either affirmatively disclosed
information contrary to law or who caused a specific harm—breach
of confidentiality—to plaintiffs, as the text of both provisions state

on their face. Sections 56.10 and 56.101 have no application here.

8 The Court of Appeal also referred to the allegation that
INluminate “failed to promptly notify the victims of the data breach
for five months,” but that allegation is relevant only to the CRA
claim, not the CMIA claim. (J.M., supra, 103 Cal.App.5th at p.
1133.)
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2. Liability Under CMIA Section 56.10 Requires
an Affirmative Communicative Act

The first provision at issue is section 56.10, which states that
a “provider of health care, health care service plan, or contractor
shall not disclose medical information regarding a patient of the
provider of health care or an enrollee or subscriber of a health care
service plan without first obtaining an authorization.” (Civ. Code,
§ 56.10(a).) Because “[d]isclosure is not defined in the statute,”
California courts have correctly looked to “the context and
ordinary meaning” of the CMIA to fill in the gap. (Sutter Health v.
Super. Ct. (2014) 227 Cal.App.4th 1546, 1555.)

Here as in other cases, “dictionary definitions may be helpful
in ascertaining the ordinary meaning of words” the Legislature
uses in drafting statutes. (Make UC a Good Neighbor v. Regents
of Univ. of Cal. (2024) 16 Cal.5th 43, 58; see, e.g., Turner v. Victoria
(2023) 15 Cal.5th 99, 114.) The ordinary meaning of “disclose” is

b 13

to “make (something) known or public,” “show (something)”
previously unknown, or “reveal.” (Disclose, Black’s Law Dictionary
(12th ed. 2024); see also, e.g., Disclose, Merriam-Webster,
https://[www.merriam-webster.com/dictionary/disclose (last visited
Dec. 23, 2024) (to “make known or public’ or “expose to view”).)
Inherent in the idea of disclosure is an affirmative or volitional act;
thus, disclosure cannot occur without a discloser that “shows” or
“makes known” the thing disclosed. For the purposes of the CMIA,
a disclosure occurs only if the subject entity (i.e., the defendant)
communicates medical information.

California precedent interpreting section 56.10 confirms this

commonsense interpretation of the statute’s plain text. In Sutter
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Health v. Superior Court, for instance, a criminal actor stole
“medical information” from the defendant, a healthcare provider.
(Sutter Health, supra, 227 Cal.App.4th at p. 15650.) Focusing on
the phrase “shall not disclose” in section 56.10, the Court of Appeal
held that theft by a criminal actor does not trigger the statute;
instead, “disclosure occurs when [a] health care provider
affirmatively shares medical information with another person or
entity.” (Id. at pp. 1555-56; see also Regents of Univ. of Cal. v.
Super. Ct. (2013) 220 Cal.App.4th 549, 564-65 (explaining that
“disclose” “is an active verb, denoting in the context of CMIA and
the protections afforded confidential medical information an
affirmative act of communication”).)

In more recent years, California courts have consistently
interpreted the “disclosure” language of section 56.10 to require an
“affirmative communicative act.” (E.g., Farhood v. StrataCare,
LLC (Cal. Ct. App. Apr. 23, 2019) 2019 WL 1771651, at *4.) And
other courts applying California law have followed suit. (See, e.g.,
B.K. v. Eisenhower Medical Center (C.D. Cal. 2024) 721 F. Supp.
3d 1056, 1063-64; Lurry v. PharMerica Corp. (W.D. Ky. June 12,
2024) 2024 WL 2965642, at *12; In re Ambry Genetics Data Breach
Litigation (C.D. Cal. 2021) 567 F. Supp. 3d 1130, 1148 (dismissing
section 56.10 claim because plaintiffs “d[id] not allege that
Defendants performed any affirmative communicative act that

gave hackers information”).) No court has yet read “disclose” to
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mean anything other than its ordinary definition: a positive act of
communication.

Applying that definition to the facts of this case quickly
resolves the section 56.10 issue in Illuminate’s favor. It is
undisputed that Illuminate never “affirmatively shared” student
information with an unauthorized viewer. Like Sutter Health, this
case involves allegations that information was “illegally accessed
from Defendant’s server” by “cyber criminals.” (1AA 79-80.) That
is not enough to plead disclosure under the CMIA. Because
[Muminate “did not intend to disclose the medical information”—
indeed, because the information was “stolen by, not given to, [an]
unauthorized person,” as in Sutter Health—Illuminate is not liable
under section 56.10. (Sutter Health, supra, 227 Cal.App.4th at p.
1556.)

Every court to interpret the term “disclose” in the CMIA has
correctly determined that it “refers to affirmative communicative
acts—giving out medical information on a patient.” (Id. at p. 1554.)
Because no such allegation appears in plaintiff’s complaint, the
Court of Appeal erred in holding that Illuminate violated section

56.10.

3. Liability Under CMIA Section 56.101
Requires a Breach of Confidentiality.

Plaintiff’s claim brought under CMIA section 56.101 is no
better. Section 56.101 requires that “[e]very provider of health
care, health care service plan, pharmaceutical company, or
contractor who creates, maintains, preserves, stores, abandons,

destroys, or disposes of medical information shall do so in a
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manner that preserves the confidentiality of the information
contained therein.” (Civ. Code, § 56.101(a).)

Once again, in the absence of a statutory definition,
California courts correctly have interpreted the CMIA according to
its plain language. In doing so, they have concluded that “more
than an allegation of loss of possession” is necessary to show a
failure to preserve -confidentiality. (Regents, supra, 220
Cal.App.4th at p. 570.) Rather, “[w]hat is required is pleading, and
ultimately proving, that the confidential nature of the plaintiff’s
medical information was breached as a result of the health care
provider’s negligence.” (Ibid.; see also, e.g., Sutter Health, supra,
227 Cal.App.4th at p. 1557 (“No breach of confidentiality takes
place until an wunauthorized person views the medical
information.”); Cousin v. Sharp Healthcare (S.D. Cal. 2023) 681 F.
Supp. 3d 1117, 1128-29 (dismissing claim because plaintiffs did
“not allege that their medical information was viewed” or provide
facts sufficient for such an inference); Vigil v. Muir Medical Group
IPA, Inc. (2022) 84 Cal.App.5th 197, 213 (“Based on the statute’s
plain language, we agree with Sutter Health that a breach of
confidentiality under the CMIA requires a showing that an
unauthorized party viewed the confidential information.”).) If a
plaintiff cannot show that his medical information was actually
viewed by an unauthorized person, there is no breach of
confidentiality for the purposes of section 56.101.

A plaintiff cannot satisfy the requirements of 56.101 by
alleging merely that a breach of confidentiality might occur—for

instance, if confidential data is stolen but there is no evidence it is
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viewed. Consider Regents of University of California v. Superior
Court, in which a thief allegedly stole an encrypted hard drive
containing the plaintiff’s medical information from a physician’s
home—the physical equivalent of the _attack here.
(Regents, supra, 220 Cal.App.4th at pp. 569-70.) That allegation
was not enough to show a breach of confidentiality. Because “no
one (except perhaps the thief) kn[ew] what happened to the
encrypted external hard drive,” the plaintiff did not (and could not)
allege that her records were ever viewed by anyone, and her
section 56.101 claim was dismissed. (Ibid.)

So too here. J.M. does not plead facts showing, or even
suggesting, that the confidentiality of his information was actually
compromised. Nor, contrary to the reasoning of the Court of
Appeal, does J.M. plead facts supporting the “inference that [his]
medical information has been viewed by an unauthorized third
party.” (J.M., supra, 103 Cal.App.5th at p. 1134 (quoting In re
Solara Medical Supplies, LLC Customer Data Security Breach
Litigation (S.D. Cal. 2020) 613 F. Supp. 3d 1284, 1299.) For
example, J.M. has not pointed to “medical-related spam emails and
phone calls following the data breach” or similar facts that could
“plausibly give rise to the inference” that his data had been taken,
viewed, and exploited. (Solara, supra, 613 F. Supp. 3d at p. 1299.)
Without these pleaded facts, a claim under section 56.101 cannot
survive. (See, e.g., Eisenhower Medical Center, supra, 721 F. Supp.
3d at p. 1064 (dismissing claim where plaintiffs alleged in
conclusory fashion that their data had been “intercepted, viewed][,]

analyzed, and used,” but provided no factual basis).)
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Indeed, the _ of the cyberattack on

INluminate weighs against such an inference. Courts have

consistently recognized that

In contrast to a cyberattack designed to leverage the stolen

information to perpetrate identity theft, for example,

thus does not

give rise to an inference that the threat actor took the data with

the intent of viewing it. (See Holmes v. Villages Tri-County
Medical Center, Inc. (M.D. Fla. Jan. 19, 2023) 2023 WL 315019, at
*5-6 (finding that, in the absence of any facts suggesting misuse of
plaintiff’s data, mere theft of data _ did not
support an inference that the information had been accessed).)
Nothing in the complaint suggests that J.M.’s data has been
viewed by the threat actors or anyone else—even after nearly three

years since the breached data was recovered by Illuminate.® And

9 While plaintiff has stated that he has received “numerous
solicitations by mail from third parties,” he has never explained
how any increase in junk mail indicates that the confidentiality of
his medical information was compromised—or has anything to do

with the incident. (1AA 75.)
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plaintiff offers nothing but speculation to support the possibility
that evidence of a confidentiality breach may materialize in the
future. As in Regents, “no one (except perhaps the thief) knows
what happened” to J.M.’s information during the brief period it
was outside Illuminate’s control. (Regents, supra, 220 Cal.App.4th
at p. 570.) Plaintiff thus alleges only a loss of possession—and
“[w]hile loss of possession may result in breach of confidentiality,
loss of possession does not necessarily result in a breach of
confidentiality.” (Sutter Health, supra, 227 Cal.App.4th at p.
1557.)

In sum, a section 56.101 claim is contingent upon a showing
that an unauthorized third party viewed the plaintiff’s confidential
medical information—a fact that plaintiff has not pleaded. The
Court of Appeal thus erred in upholding plaintiffs CMIA claim
based on section 56.101.

II. The Court of Appeal Erred in Expanding the Scope of
Liability Under the CRA

As with its analysis of the CMIA, the Court of Appeal ignored
the statutory text of the CRA and the carefully crafted balance of
Iinterests the provisions reflect. The Court of Appeal’s
interpretation of the CRA is doubly flawed. First, the court
rewrote the statutory cause of action. The CRA grants a cause of
action to “[a]ny customer injured by a violation” of the statute.
(Civ. Code, § 1798.84(b).) But “customer” is defined in the statute,
and plaintiff is not a “customer” because he did not provide
personal information to Illuminate for the purpose of obtaining a
product or service. (Id. § 1798.80(c).) The Court of Appeal

bypassed this statutory definition and crafted an entirely new and
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ill-defined category of “ultimate customer” or “intended
beneficiary” who can also bring a cause of action.

Second, the court ignored the CRA’s requirement that
plaintiffs plead an injury resulting from the alleged statutory
violation. Courts have repeatedly held that to bring a claim under
the CRA, a plaintiff must plead a distinct injury attributable to the
defendant’s alleged delay in notification. J.M. has not alleged such
an injury. The Court of Appeal’s interpretation of the CRA should
be reversed.

A. The Court of Appeal Erred in Extending the
CRA’s Cause of Action to Plaintiffs Beyond
“Customers” as Defined Within the Statute

The defining characteristic of the Customer Records Act is
its “inten[t] to protect California residents in their role [as]
customers.” (Corona v. Sony Pictures Entertainment, Inc. (C.D.
Cal. June 15, 2015) 2015 WL 3916744, at *7.) As its name
suggests, the Act requires California businesses to safeguard the
personal information of their customers in defined ways. (Civ.
Code, §§ 1798.80-1798.83.) It obligates businesses to properly
dispose of customer records, provide certain disclosures to
customers upon request, and timely notify customers whose data
they maintain if that data is breached. (See id. §§ 1798.81,
1798.82, 1798.83.)

Given the CRA’s focus on the business-customer
relationship, it is no surprise that the Legislature carefully defined
the individuals that qualify as “customers.” For the purposes of
the statute, a customer is “an individual who provides personal

information to a business for the purpose of purchasing or leasing
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a product or obtaining a service from the business.” (Id.
§ 1798.80(c).) Customers who meet that definition are entitled to
have their records maintained according to the CRA’s
requirements. And the CRA gives them a powerful tool to enforce
that right: “[a]ny customer injured by a violation” of the CRA “may
institute a civil action to recover damages.” (Id. § 1798.84(b).) No
other provision of the statute grants a cause of action for civil
damages.

The plain text of the CRA reflects the Legislature’s intent to
limit the right to seek damages to “customers”—those who provide
their personal information as part of business transactions. Every
court to interpret the CRA to this point has recognized and
honored that expressed intent. As the Court of Appeal in Boorstein
v. CBS Interactive, Inc. explained: “Because the right to institute
a civil action arises only under subdivision (b), a plaintiff must
meet the terms of that section—i.e., he or she must be a ‘customer’
who has been ‘injured by a violation of this title'—to pursue an
action for a violation.” ((2013) 222 Cal.App.4th 456, 467 (quoting
Civ. Code, §1798.84(b)).) Other courts have agreed that a
“[p]laintiff must show that he is a ‘customer” of the defendant to
state a valid cause of action under the CRA. (Gamez v. VF Corp.
(C.D. Cal. Nov. 21, 2018) 2018 WL 6333560, at *2.)

Courts have correctly resisted attempts to expand the
definition of “customer” beyond the express terms of the statute.
For instance, they have held that “customers or employees” of some
other entity in a business relationship with the defendant cannot

bring a claim under the CRA. (Accellion, supra, 713 F. Supp. 3d at
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645.) The reason is obvious: section 1798.84 requires “allegations
that Plaintiffs had paid money to or obtained [a] service from
Defendant,” in accordance with the definition specified by the
Legislature. (Ibid.; see also In re Waste Management Data Breach
Litigation (S.D.N.Y. Feb. 24, 2022) 2022 WL 561734, at *7
(dismissing CRA claim in part because the complaint did “not
allege that the plaintiffs provided their PII [personal identifiable
information] to [Defendant] in exchange for a product or service”);
Toretto v. Donnelley Financial Solutions, Inc. (S.D.N.Y. 2022) 583
F. Supp. 3d 570, 603 (same); Miller v. NextGen Healthcare, Inc.
(N.D. Ga. July 25, 2024) 2024 WL 3543433, at *8 (same).)

In short, courts both inside and outside California have been
united in holding that “the CRA’s plain language clearly applies
only to individuals who provide PII to a business in exchange for a
product or service.” (Kirsten v. California Pizza Kitchen, Inc. (C.D.
Cal. July 29, 2022) 2022 WL 16894503, at *6.) No other
relationship with the defendant will suffice. (See, e.g., Doe v. MKS
Instruments, Inc. (C.D. Cal. Nov. 3, 2023) 2023 WL 9421115, at *4
(where plaintiff is an employee rather than a customer, CRA claim
fails).)

The Court of Appeal stands alone in ignoring the CRA’s
definition of “customer” in favor of creating a new, more expansive
definition out of whole cloth. The court did not cite a single
decision allowing a non-customer to seek damages under the CRA.
No such precedent exists. Instead, the court offered sua sponte a
new and unfounded argument that plaintiff could bring a CRA

claim because “the ultimate ‘customers,” consumers, and
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beneficiaries of [Illuminate’s] educational services were the
students who trusted Illuminate to protect their information”—
despite there being no business relationship between those
students and Illuminate. (J.M., supra, 103 Cal.App.5th at p.
1135.)

That remarkable conclusion overwrites the statutory
language the Legislature chose. Nothing in the text or history of
the statute purports to create rights for “beneficiaries” or
downstream “ultimate customers” as distinct from the statutory
definition of “customer.” To the contrary—the Legislature
carefully delineated the reach of the CRA by specifying that only a

P13

“customer,” “an individual who provides personal information to a
business for the purpose of purchasing or leasing a product or
obtaining a service from the business,” may sue for damages. (Civ.
Code, §§ 1798.80(c), 1798.84(b).) There is no such thing as an
“ultimate customer” that falls outside the CRA’s definition of
whom 1t protects. The Court of Appeal’s novel interpretation
would  effectively replace the word “customers” in
section 1798.84(b) (which has a precise definition within the CRA
written by the Legislature) with the word “beneficiaries” (which
has no meaning beyond what the Court of Appeal chooses to give
it). That is not a faithful interpretation of the statute. The Court
of Appeal cannot “impermissibly ... rel[y] on its understanding of
the broad purposes” of the CRA to dramatically expand its scope
beyond what the text can bear. (Rodriguez, supra, 480 U.S. at p.

525; see Kven Zohar, supra, 61 Cal.4th at p. 842.)
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The Court of Appeal’s interpretation of the CRA is also
intolerably vague. What counts as a “beneficiary” is unexplained,
and the Court of Appeal gave no hint as to where the obligation to
“ultimate customers” runs out. There is no logical limit to that
holding. Any beneficiary of a company’s business, no matter how
remote, now has a right to sue under the Customer Records Act
regardless of whether she has ever actually been a customer. That
not only flatly contradicts what the legislature enacted in
section 1798.84(b), but also creates unsustainable confusion for
California corporations. If businesses cannot rely on the clear
boundaries set by the Legislature, they will simply be left to
fumble in the dark.

Nor would only businesses suffer under the Court of Appeal’s
interpretation; customers would also face increased costs. The
CRA, as its text makes clear, is designed to regulate the customer-
business relationship. In enacting the CRA, the Legislature
recognized that customers take on some risk when they choose to
give their information to businesses, and it empowered them to
hold businesses accountable for mishandling that information. As
a matter of policy, that makes sense because it shifts some
bargaining power back to the customer and facilitates better
business relationships between contracting parties. The Court of
Appeal’s interpretation would upset that sensible policy decision
by making businesses accountable to people that they have never
dealt with—and may never deal with. The result would be
litigation between virtually unrelated parties and costly and

burdensome legal obligations for businesses. And as the costs to
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businesses increase, so too will costs to their customers. That is a
complete reversal of the pro-customer policy supported by the
statute.

Here, a straightforward application of the CRA as written
precludes J.M.s claim. J.M. does not allege that he has ever
“provide[d] personal information to” Illuminate “for the purpose of
purchasing or leasing a product or obtaining a service.” (Civ. Code,
§ 1798.80(c).) Instead, he alleges that Illuminate “collect[ed]” the
“Information from school districts” without ever interacting with
him at all. (1AA 79.) J.M. did not even know of Illuminate’s
existence until it sent him a letter in June 2022. (Id.) There is no
customer relationship between J.M. and Illuminate.

The Court of Appeal’s novel definition of “customer” directly
contradicts the text of the CRA. It violates the expressed intent of
the legislature, runs contrary to existing precedent, and
destabilizes the policies that the CRA enacted. The court’s
erroneous interpretation of the CRA should be reversed.

B. The Court of Appeal Erred in Allowing a CRA
Claim Without an Injury Specific to the Alleged
CRA Violation

The Court of Appeal also failed to follow the statutory
directive that a claim can be brought only by a customer who was
“Injured by a violation” of the CRA. (Civ. Code, § 1798.84(b).) The
CRA “expressly requires an injury resulting from a violation.
Thus, a violation of the statute, without more, is insufficient.”
(Boorstein, supra, 222 Cal.App.4th at p. 467 (quoting Boorstein v.
Men’s Journal LLC (C.D. Cal. June 14, 2012) 2012 WL 2152815,

at *3.) Plaintiff claims to have suffered several injuries resulting
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from the data breach. But the only violation of the CRA that he
alleges 1s that Illuminate delayed too long in notifying him of the
breach—and not a single one of his alleged injuries happened
because of that delay. (See Civ. Code, § 1798.82(b); 1AA 95-97.)
The Court of Appeal erred in holding that J.M. could bring a CRA
claim for a violation that caused no injury.

A “plaintiff must have suffered a statutory injury to have
standing to pursue a cause of action under the [CRA] law.”10
(Boorstein, supra, 222 Cal.App.4th at p. 466.) That requirement
appears in the text of the statute: “section 1798.84, subdivision (b)
creates a private right of action in any customer ‘injured by a

”

violation of this title” and in no one else. (Id. at pp. 467 (quoting
Civ. Code, § 1798.84(b)).) The exclusive language of section
1798.84 “does not allow a cause of action based solely upon a
failure to comply with the statute. Rather, § 1798.84(b) expressly
requires an injury resulting from a violation. Thus, a violation of
the statute, without more, is insufficient.” (Ibid. (quoting Men’s
Journal, supra, 2012 WL 2152815 at *3).) In short, a plaintiff who
cannot identify an injury specific to the claimed CRA violation

“lacks statutory standing for her [CRA] claim, regardless of

whether her allegations are sufficient to state a violation.” (Ibid.)

10 Boorstein and other cases occasionally refer to claims under
California’s “Shine the Light [STL] Law” (Civ. Code, § 1798.83)
rather than under the broader Customer Records Act (Civ. Code,
§ 1798.80 et seq.). But the holdings in Boorstein and related cases
interpret the language of section 1798.84—the same provision at
1ssue here.
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Courts regularly dismiss claims when plaintiffs fail to
1dentify an injury distinctly attributable to the alleged delay in
notification. Given the unambiguous text of § 1798.84, “California
courts have construed [the CRA’s] statutory language to require a
plaintiff to show that his or her injury was caused by a violation of
the statute,” and federal jurisdictions have unanimously followed
suit. (Gilbert v. Bank of Am. (N.D. Cal. Sept. 23, 2014) 2014 WL
12644028, at *3.) Over a decade of precedent reflects consistent
enforcement of the CRA’s injury requirement. (See, e.g., Men’s
Journal, supra, 2012 WL 2152815, at *2 (same); King v. Condé
Nast Publications (C.D. Cal. Aug. 3, 2012) 2012 WL 3186578, at *3
(citing Boorstein v. CBS Interactive and dismissing CRA claim
where alleged injury “was not caused by the defendant’s alleged
[CRA] violation”); Howell v. Grindr, LLC (S.D. Cal. Dec. 15, 2015)
2015 WL 9008801, at *4 (following California courts to hold that
“[a] violation of the statute itself is not enough” because the CRA
“requires a showing that the economic injury suffered by [plaintiff]
was due to a violation of the statute”); In re Adobe Systems, Inc.
Privacy Litigation (N.D. Cal. 2014) 66 F. Supp. 3d 1197, 1218
(same); Antman v. Uber Technologies, Inc. (N.D. Cal. May 10,
2018) 2018 WL 2151231, at *11 (holding that “[a]ctual injury is
required for [a defendant’s] alleged failure to protect [plaintiff] PII”
under the CRA); Miller v. Hearst Communications, Inc. (C.D. Cal.
Aug. 3, 2012), 2012 WL 3205241, at *5 (dismissing CRA claim
because plaintiff had “not pled sufficient facts to show that she was
‘injured’ by Defendant’s alleged violation of § 1798.83(b)(1)”);
Razuki v. Caliber Home Loans, Inc. (S.D. Cal. Nov. 15, 2018) 2018
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WL 6018361, at *2 (“As other courts in this Circuit have
recognized, a Plaintiff alleging a violation of 1798.82 must show
that the delay in notification led to incremental harm, which
Plaintiff plainly has not shown here.”).)

The Court of Appeal’s contrary holding finds no support. The
court reasoned that Illuminate’s delay may have caused injury
because it prevented J.M. from “taking prompt steps to protect
[his] personal information” (for instance, from identity theft), and
so created a “credible threat of immediate harm.” (J.M., supra, 103
Cal.App.5th at p. 1135.)) But that conclusion was based on
assumptions rather than the allegations in the complaint.
Plaintiff alleged no facts suggesting that he suffered identity theft,
much less identity theft that could have been prevented but for
IMluminate’s allegedly delayed notification. Instead, his alleged
harms stemmed from the cyberattack itself, not any purported
delay in notification. (See 1AA 90 (listing harms such as “trespass,

<

damage to, and theft of [his] personal property,” “potential fraud,”
and “loss of privacy”).) And many of those alleged harms have
never materialized at all. (See 1AA 89-90 (listing several
“potential” harms and arguing that “the worst may be yet to
come”).) Nothing in the pleaded facts supports the Court of
Appeal’s conclusion.

The Court of Appeal also asserted a tautology: plaintiff had
stated a viable claim under the CRA simply because (1) he “alleged
INluminate made an unreasonable delay of five months before

making the disclosure about the data breach” and (2) the “CRA
require[d] a prompt disclosure of the data breach.” (J.M., supra,
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103 Cal.App.5th at p. 1135.) In other words, because plaintiff
alleged a CRA violation, his injuries may automatically be
considered to stem from that violation. That is incorrect as a
matter of law. The CRA does not contain “a cause of action based
solely upon a failure to comply with the statute.” (Boorstein, supra,
222 Cal.App.4th at p. 467.)

Cases of successful CRA claims show what is missing here:
an injury tied to an alleged delay rather than a data breach. For
instance, in In re Yahoo!, the plaintiffs pleaded that but not for the
delay, they could have been “replacing their credit cards, freezing
accounts, or placing credit alerts on their accounts.” In re Yahoo!
Inc. Customer Data Security Breach Litigation (N.D. Cal. Aug. 30,
2017) 2017 WL 3727318, at *41. Similarly, in In re Solara and In
re Ambry, the plaintiffs alleged actual identity theft and argued
that they could have prevented that theft by taking mitigation
measures had notification been timely. (See Solara, supra, 613 F.
Supp. 3d at pp. 1293-94, 1300; Ambry, supra, 567 F. Supp. 3d at p.
1140.) These plaintiffs all alleged specific mitigation measures
they could have taken in the absence of a delay that would have
prevented definable injuries, such as fraudulent bank activity.

In contrast, plaintiff here makes no showing of identity theft
and no allegations about any steps he could have taken—or,
indeed, any harms he suffered—due to untimely notification.
Instead, plaintiff chose to bring “a cause of action based solely upon
a failure to comply with the statute” without alleging facts
necessary to support a concrete injury. (Boorstein, supra, 222

Cal.App.4th at p. 467 (quoting Men’s Journal, supra, 2012 WL
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2152815 at *3).) And “by failing to allege any injury resulting from
a failure to provide reasonable notification of the [relevant] data
breach, plaintiff[]] ha[s] not plausibly alleged that [he] hals]
standing to pursue a Section 1798.82 claim.” (Adobe, supra, 66 F.
Supp. 3d at p. 1218.)

Under a proper interpretation of the CRA, plaintiff has not
satisfied the statutory injury requirement. Illuminate’s alleged
CRA violation is a delay in notifying plaintiff of the data breach,
so the statute requires an injury that results from that delay—not
from the data breach itself. Such a showing is essential to
plaintiff’s claim; “[w]here plaintiffs have failed to allege injury
arising from a Defendant’s ‘delayed notification,” courts have
dismissed § 1798.82 claims.” (Solara, supra, 613 F. Supp. 3d at p.
1300; see also, e.g., Dugas v. Starwood Hotels & Resorts Worldwide,
Inc. (S.D. Cal. Nov. 3, 2016) 2016 WL 6523428, at *10 (dismissing
CRA claim and explaining that when a “[p]laintiff has failed to
allege any injury proximately caused by any violation of” the CRA,
she has also “failed to state a cause of action under” that statute).)
The pleaded facts, without exception, alleged harms such as
“financial and personal losses” that purportedly accrued from the
data breach itself—mnot from the delay that constituted the actual
CRA violation. (J.M., supra, 103 Cal.App.5th at pp. 1135-36.) Not
a single alleged injury was caused (or even affected) by
IMluminate’s alleged delay, and so J.M.’s CRA claim cannot survive.

The CRA explicitly states that the CRA provides relief only
to plaintiffs “injured by a violation of’ the statute. It is not

Iintended (or equipped) to provide damages where there is nothing
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to make whole. The Court of Appeal’s opinion below effectively
writes the injury requirement out of the CRA and should be

reversed.

CONCLUSION
This Court should reverse the judgment of the Court of

Appeal and remand with instructions to dismiss J.M.’s CMIA and
CRA claims with prejudice.
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