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The SUPERIOR COURT OF SAN DIEGO COUNTY Date:

330W. Broadway
San Diego, Ca A
Jeffrey Ryan Renteria

Vs. Case No:

The State of Caliornia
does 1-25

Motion and complaint for victim Rights Violations in Case
No:CD268262

I, Jeffrey Ryan Renteria, the Victim, and now Plaintiff, do, hereby, Motion the court to
hold a victims rights hearing in THE SUPERIOR COURT OF SAN DIEGO COUNTY case of
the People vs. Lance Touchstone, CD268262, to address Civil Rights violations of the victim in
the case; Jeffrey Ryan Renteria pursuant to Proposition 9, the Victims Bill of Rights act of 2008,
by the Court representing the People of the State of California and its agents involved in this
case, and to hold all those responsible for violating Jeffrey Ryan Renteria's Civil Rights.

Cause

Under Marsy’s Law, the California Constitution article I, § 28, section (b) now provides
victims with the following enumerated rights:
1. To be treated with fairness and respect for his or her privacy and dignity, and to be free
from intimidation, harassment, and abuse, throughout the criminal or juvenile justice

process.

1. To be reasonably protected from the defendant and persons acting on behalf of the
defendant.

2. To have the safety of the victim and the victim’s family considered in fixing the amount
of bail and release conditions for the defendant.

3. To prevent the disclosure of confidential information or records to the defendant, the
defendant’s attorney, or any other person acting on behalf of the defendant, which could
be used to locate or harass the victim or the victim’s family or which disclose
confidential communications made in the course of medical or counseling treatment, or
which are otherwise privileged or confidential by law.

4. To refuse an interview, deposition, or discovery request by the defendant, the
defendant’s attorney, or any other person acting on behalf of the defendant, and to set
reasonable conditions on the conduct of any such interview to which the victim consents.



. To reasonable notice of and to reasonably confer with the prosecuting agency, upon
request, regarding, the arrest of the defendant if known by the prosecutor, the charges
filed, the determination whether to extradite the defendant, and, upon request, to be
notified of and informed before any pretrial disposition of the case.

1. To reasonable notice of all public proceedings, including delinquency proceedings, upon
request, at which the defendant and the prosecutor are entitled to be present and of all
parole or other post-conviction release proceedings, and to be present at all such
proceedings.

I. To be heard, upon request, at any procceding, including any delinquency proceeding,
involving a post-arrest releasc decision, plea, sentencing, post-conviction release
decision, or any proceeding in which a right of the victim is at issue.

2. To aspeedy trial and a prompt and final conclusion of the case and any related post-
judgment proceedings.

3. To provide information to a probation department official conducting a pre-sentence
investigation concerning the impact of the offense on the victim and the victim’s family
and any sentencing recommendations before the sentencing of the defendant.

i, To receive, upon request, the pre-sentence report when available to the defendant,

except for those portions made confidential by law.
Page |

To be informed, upon request, of the conviction, sentence, place and time of incarceration,
or other disposition of the defendant, the scheduled release date of the defendant, and the
release of or the escape by the defendant from custody.

To restitution.
It is the uneguivocal intention of the People of the State of California that all persons
who suffer fosses as a result of criminal activity shall have the right to seek and secure
restitution from the persons convicted of the crimes causing the losses they suffer.

«  Restitution shall be ordered from the convicted wrongdoer in every case, regardless
of the sentence or disposition imposed, in which a crime victim suffers a loss.

« Al monetary payments, monies, and property collected from any person who has
been ordered to make restitution shall be first applied to pay the amounts ordered as
restitution to the victim,

To the prompt return of property when no longer needed as evidence.

To be informed of all parole procedures, to participate in the parole process, to provide
information to the parole authority to be considered before the parole of the offender, and to
be notified, upon request, of the parole or other release of the offender.

To have the safety of the victim, the victim’s family, and the general public considered
before any parole or other post-judgment relcase decision is made.

To be informed of the rights enumerated in paragraphs (1) through (16).



Reason for Motion

Jeffrey Renteria, the victim in case no: CD268262, was neither informed of Lance
Touchstone's release from jail on bail for charges of attempted murder and
discharging a firearm in violation of rule 2, and 3, by allowing the defendant Lance
Touchstone to be free to harm the victim Jeffrey Renteria with no way to officially
monitor the actions of Lance Touchstone who has already admitted he has shot
Jeffrey Renteria on August 8, 2016, resulting in the loss of Jeffrey's Right Kidney,
severe damage to his Liver, and the ulnar nerves in both arms.

Jeffrey Renteria, suffered civil rights violations under Marcys Law rule 1,2,
and 4, when the state of California ordered Facebook to release the private
messages, friends and family to the defendant Lance Touchstone, (D072171)
which,

violated the privacy and dignity of Jeffrey Renteria, the victim in this case.
Releasing this information to the defendant, Lance Touchstone, leaves Jeffrey
Renteria, his friends, and family unreasonably unprotected from the defendant
and a witness in this case named Rebecca Touchstone who was sitting next to
Iance Touchstone, when he shot Jeffrey Renteria.

There is also a clear violation of rule 4 to prevent disclosure of confidential
information or records to the defendant by the state attempting to enforce
Facebook Inc. to disclose Jeffrey Renteria's private messages which include
medical information of the victim Jeffrey Renteria.

Violation of rule 9 by the state attempting to enforce the disclosure of private

information from Facebook Ink that can be used to harass the victim and his
family, in clear violation of rule for and thereby prolonging unnecessarily the trial
and a prompt and final conclusion of the case and any related post-judgement

proceedings.

Page 2



[, Jeffrey Ryan Renteria, in Sui Juris, possessing full Social and Civil Right, do hereby
swear and affirm that these violations have, and are happening in violation of my Civil Rights
pursuant to Proposition 9, the Victims Bill of Rights act of 2008, Under Marsy’s Law, the
California Constitution article I, § 28, section (b).

th $0i Juris

Jeffrey Ryan Renteria
2701 Midway Drive
San Diego, Ca

92110

cc: Court Clerk, D.A.,
Defendant
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ACKNOWLEDGMENT

"'A notary public or other officer completing this

| certificate verifies only the identity of the individual

| who signed the document to which this certificate is

| attached, and not the truthfulness, accuracy, or

| validity of that document. R

State of California
County of a1 @&’ s )

on {ebrunay 19, 20K pefore me, _Julia finn et ; Mgrung Vublic
! (insert name and title of the officer)

personally appeared Je ‘Cﬁ\’t\/ Kajan Q YL G "
who proved to me on the basis of Satisfattory evidence to be the @n(s) whose name(s{isfgre

subscribed to the within instrument and acknowledged to me thathe/she/they executed the same in
is/her/their authorized capacity(ies), and that b er/their sigriatare(s) on the instrument the
on(s), or the entity upon behalf of which the pe

son(s) acted, executed the instrument.

I certify under PENALTY OF PERJURY under the laws of the State of California that the foregoing
paragraph is true and correct.

JULIA ANN SCOTT
Commission # 2103406
Notary Public - Californta g
San Diego County =

£2 ,,"'-!}
2T my Comm, Expites Mar 16, 2019

WITNESS my hand and official seal.

Signature cg%é/// \ (Seal)

Ak’mdmd; Morion and Complaint ot Vithims NZ\'E;YW%S Vislotion® i
Cose Mo (D 1LLT 16T
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Terms of Service Page t of 9

TR

Banwni

Sigin Up

overn your use of Facebaok and the products, Teatures,

, technoicgies, and :;ft~.~3(’e we offer (the + arebogk

JucLs), excent where we expressly state that separate

RRCE rerms (and not these) apply.

1. Qur Services ;

ple the power to build community and bring the world closer
nce this mission, we provide the Products and services described

provide a personalized experience for you:
aok is unlixe anyone else’s: from the posts,

Your expercnce on Faceb

fihe tara stories, events, ads, an

‘atform to the Pages vou follow and other features you mi hr use, SLLh
P ¥ Y

[o%

er content you see in News Feed or our video

Trending, Marketplace, and search, We use the data we have - for
exzmple, about the connections you make, the choices and settin

select, and what you share and do on and off cur Products - to

personalize your experience.

Connect you with people and organizations you care about:
roups, businesses,

T with people

atter €0 you across the Facebook
Broducts you we have to make suggestions for you
and others 1, evenrs (o attend, Pages to foillow
, and pecpic you may want 1o

er Ccormmunities, anc we

ople are connected to
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Empawer you to express yourself and communicate about what

matters to youw:

There are ma cebook and tc

3'1'* athers about what matters (o you -
, photos, videcs, and stories across

4 use, sending messages to a friend or several
or adding content to your profile. We
WIJo have de o expiore, new ways for people to use

cochngle vides to create and shara

more

Help you discover content, products, and services that may interest

you:

at are offered by ”fe many

shat usc Faccbook and other Facebook

o show their contens to you, and we
design our services 50 that the sponsorcd CONtent you seeis as relevant
and useful Lo you as everything else you see on our Products.

Combat harmful conduct and protect and support our community:

people wili enly build community on Facebook if they feel safe. We

employ dedicated teams around the world and develop advanced

tochnical systems to de use of our Products, harmful conduct

rowards others, and situations where we rmay

he abie to help support or

1y, I we learn of content or conduct fike this, we will

protect Gur CoMmuni
take appropriate action - for example, offering help, removing content,
biocking access to certain features, disabling an account, or contacting

iaw enforcemeant. We share data with other Facebodk Companies when

we detect misuse or harmful conduct by someone using one of our

pProducts,

Use and develop advanced technologies to provide safe and
functional services for everyone:
We use and develop advanced technologies - such as artificial

intell: gE’]CL machine learni ed reality - so that

use our Products safely regardless of physical ability or

ng systems, and augmes

tion. For example, technoiogy like this helps people who

3
=
2
=
e
%

3

nderstand what or who is in photos or videos

shared on Facebook or instagram. We also build sophisticated network
and communication technology to help more people connect to the

intarnet in areas with fimited access. And we develop automated systems

to improve our ability to detect ani remove abusive and dangerous
activity that may harm our community and the integrity of our Products.

Research ways to make our services better:

research as NprONe DU

way we do this is by analyzing the data we have and
Y i
1 mare about

g how pecple use our Products. You can |

e of our research efforts

=
=2
1

/

o

jS)
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provide consistent and searnless experiences across the Facebook

Co rnpany Products:

e our global service, we need to store angd distribute cont

emis around the world, inc
infrastructure may be operatec%
and Limited, or its affitiares,

>. Our Data Policy and Your Privacy
S

ese services, we must collect and use your personal data. We detall our

 frolicy, which you must agree toin order te use our Products.

We also encourage you to review the privacy choices you have in your sgttings.

vour Commitments to Facebook and

L4

i exchange, wi

14
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Terms of Service Page 4 of 9

5. Who can use Facebook

nd their cpinon

y avaiable to everyone, but you cannot

agree not to engage

support others in doing so):

. You may n ucts o do or share anything:

our Comrmynity Standards, and other

s That violatas these Te

g policies that apply to your use of F

2.5

is unlawful, misicading, di tory or fraudulent.

1

. You may not access or colfect data from our

)

s {without our prio

access dara you do not hav

Ve can ramove ¢

s and, if
ount, for the reasons

iy, W endt.

age youl to rapory cun oL, of
including iteliec tuat

vioiates your right
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4, The permissions you give us

We reed certain permisions frem you (o provide our services

Y

CL own L

rights

herever you want, 76 prov

.l

are, post,

3l progerty rights (like photos or v

- our Products, you grant us a nen-ex

le, sub-licensabie, rovaity-frec, and wort wide license ©©
e, modify, run, copy, publicly perform or dispiay,
and create derivative works of your content (consistent

. This means, for examp‘e

consistent with your
settings) such as service providers that support our service or other
Facebook Products you use.

You can ena

account. You s‘v‘xoulu know

§

delete may persist for a limited period of time in backup copies
{thoug?

it will ot be visible to other users). in addition, content you
delete may continue to appear if you have shared it with others and

they have nat deleted it

5 Permission to use your name, profile picture, and information

ahout your actions with ads angd sponsored cgatent: You give us

srmission Lo use your name and profile picture and information
about actions you have taken on Facebook next to or in connectien
with ads, offers, aa*-d other sponsored content that we display

across cur Products, without any compensation to you. For

: & may show your friends that you are interested in a
aﬂve tisg >d avent or have fiked a Page created by a brand that has
Facebook. Ads iike ¢

is can be seen only
have your permission to see the act

on Facebaok, You can learn more about your ad settings and

e under the zge of eightaen (18), you represent thata

8
2

al guardian alsc agrees to this section on your behaif,

age is includded pursuant 10O 3 (O ciapproved legal

vare, you give

rther deveiop it




Terms of Service Page 6 of 9

4. Limits on using our intefiectual property

RV
i YoU

that we have

ectual property fights

and make availabic in our Products (for example, images, designs, videos,

or sound d to content yoi: create or share on

’TOO‘(}, ¥ g

anly use our L34 )

gt o
gits o

4. Additional provisions

1, Updating our Term

ove our services and develop new features to

bettar for you and our CoOmmunity. As a result, we
s from time to time 1o accurate

may need Lo update these | reflect

services and practices. Un nerwise required by law, we wi

Qo

notify you before we make changes to these Terms and give you an

oppertunity to review tham before they go into effect. Once any update

Terms are in effect, you will be bound by them if you continue Lo use our

Products.

We hope that you will cantinue using our Progucts, but if you do not
agree to our updated Terms and o fonger want to be 2 part of the

Facebook community, you can delete your account at any time.

2, Account suspension or termination

We wang Face =0 be a nlace where people feel welcome and safe to

]

express themselvas and share thelr thoughts and ideas.

If we determine that you have violated our terms or policies, we may take

against your account to protect our community and services,

rg by suspending access 1o your

also suspend ¢ eate risk or legal exposure

red or required to ¢o so by law. Where

for us or whenwe are p

¢ the next time you try
y do if your account

17
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Terms of Service Page 7 of 9

3. Limits on liability

sk hard to prov.de the

vho uses

secure, or errar-free, o
delays, or imperfections

£ss \"R IMELIE
fv‘,ZRC'%AI‘(W&.E;L:TY,

£ AND MNON-

ST, Wa do not contral or girect what peosle and uthers do

actions or conady

Qre NoLresponsio £ ""“L{ er

ey ar any content they share (niciuding cffensive,

‘actionabie content).

inappropriate, obscene, unlawiy’, and other ot

We cannot predict when issues might arise with our Products.
o

v shall be iimited to the fullest extent permitted oy

a‘)p'zcable iaw, and under no circumstance will we be liable to you for any

rofits, revenues, information, o data, or conseq! vential, special,
[od

indirect, exemplary, punitive, or incidental camages arising out of or

related to these Terms or the Facebook Products, even if we have been

advised of the possibility of such damages. Cur aggregate liability arising

our of or relating to these Terms or the Facebook Products will not
exceed the greater of $166 or the amount you have paid us

tweive montt

4. Disputes

We try to provide clear rules so that we can limit or hopefully avoid
disputes between you and us. if a dispute does arise, however, it's useful
ws will apply.

d and what

1o know up frent where it can be resove

For any claim, cause of action, or dispute you have against us that arises

out of or relates 1o these Terms or the Facebook Products ("claim™), you
agres that it will be resolved excit ively in the U.S. District Court for the
Northern District of California or a state court located in San Mateo

County. You alsc agree 1o submit to the personal jurisdiction of either of

these courts for the purpose of litigating any such clalm, and that the

laws of the Szate of California wil govern these Terms and any ciaim,

without regard to confiict ¢ ; provisions.

htps://www.facebook.com/legal/term s/update 7/17/2018
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5. Other

Rigtts and

betweer you and

ing your

They supersade

~

instance, if you

businuss pur

1VICeS, YOU ML

you post of ::’nare contant
delings, To €
ot with these Terms, the s

the extent of the conf

if we fai

enforca any fm a waiver. Any

amendment £ 07 waiver aof ¢

4. Youwili nott

Terins

£

5 Yourm (catied a legacy contact) 1o manage

your accoa.:rat ifitis memorizgh acy contact of a
in a vahd witl or similar document
g your content upon death or

eek disciosure from vour account after it

ese Terms do not confer 2

cur tights and obligations sthese Terms are fre ¥ aSSagmb!L

b‘v’ us in cornection with ., or sale of assets, or

by operalic

inrelated Lo the nama you
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Data Policy Page 1 of 12

- R ] [ e

Thpr o
QLnEe

o
o

Products). You ca

book Settings and ing

What kinds of information do we
collect?

T provide the Facebook Products, we must process information about you. The types of

information we collect depend on how you use our Products. You can learn how to

accass and delete information we collect by visiting 1!

ol
<

e Fagebook Setlngs and [ustagrarn

2ry

:

https://www.facebook.com/privacy/explanation 711772018



Data Policy Page 2 0f 12

Things you
¢ information

terested i’ or
acial or ethric
in} could ba

» about the peopie,

L
o3 you are connacted to and how
oIiid Ffrodu‘c
groups yo
Rich s mlo.u, SYNC_QF i
gs like heiaing you and o
know and for the other purposes listed below.
» Your usage. We collect information about how you use our Prodiicts,
i h; the features you
COUnts you
on of your & ies. For cxamp)el
g and have last used our Products, and what
Rer content you view of cur Products. We alse
e (hY-19
13

Things others do and information they provide about you. We aiso

cations

23
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rimation

Device |

2hanes, o

Posong

PO
Drody

b or fea

« Device gperations: i

s tha device, such es whether o win

> movemanis fwhich can

Gy s

L

s

@

ss to your GPS
e Network and conn
rOn your netwink, 3o
<iroan o viden fre 153 L0 v V.
» Cookie data: d nyour device, inclu

185 and sel Row we use cookies in the
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Data Policy Page 4 of 12

information from partners,

ike button), Facebook Login, o

These partnars provide information abour your activities

cek—including information about your device, websites you

chases you make, the ads you see

—~wrether of not you have a ¥

CRLOOK, Far e

cFa

oie,ag

1
&
you play, ora busi

s store, We aiso receive inforimation ebout vour ©

;s about a purchase you

ne and

actions and purchases from third party date providers who have

s to provide us with your information.

1 when you visit or use their services or through

parties they work with, We require each of these partners (o have

15 Lo coliect, use and share your data before providing any data

ro us Learn more about the types of partners we receive data from,

T

more about how we use cookies in connection w
ies Potcy and nstagram

» Facebook
.

Tools, review the Facehook Cook

el

How do we use this information?

We use the information we have (subject to choices you make) as described below and tc
provide and support the Facebook Products and refated services described in the

Facebook Terms and nstagram dormy, Here's how:

25
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vonTs you may be

how we choose th

infarmation across Facebook

m. For exampie, we
wdes people

. We

HOM, Wi

wglyshiog ads, |

rad information can be based on ti

us to coliect i), 12 addresses,

and infary of Facebook Products

. rch and development: vve use the

N S
Y CONGUCUNg

s NPy e
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it turned on, we use

 videos and
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Data Policy

Provide measurement, analytics, and other business services.

We use the infarmation ve have {including your act

y off our Produ

cts,

such as the websites you visit and ads you see) to help advertisers and

pther part

and 3 wierstand the types of people who use their sen

reractwith ¢ ftes, apps, and services. Learn

=keldl

these partners,

Promuote safety, integrity and security.
We usa the in‘ormation we have to verify accounts and ac

ity, comnbat

ct, detect and prevent spam and other bad experien

CEs,

narmful

naintain the integrity of our Products, and promote safety and se

on and off of hook Products. For example, we use dztawe higve 10

investipate suspicious activity or violations of our terms or policies, or to
g2 H } ;

peune needs belp. To learn more, visit the

and s

Sacurily Hiip Cant

agrarn Seguniy Tips

Communicate with you.
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IN THE SUPERIOR

COURT OF THE STATE OF CALIFORNIA

IN AND FOR THE COUNTY OF SAN DIEGO

DEPARTMENT 102

CENTRAL DIVISION

HON., MICHAEL T. SMYTH, JUDGE

THE PEOPLE,
PLAINTIFF,

VS.

LANCE TOUCHSTONE,

DEFENDANT.

CASE NO. SCD268262
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REPORTER'S CERTIFIED TRANSCRIPT OF PROCEEDINGS

APPEARANCES :

FOR THE PLAINTIFF:

FOR THE DEFENDANT:

REPORTED BY:

APRIL 18, 2018
PAGES 1 THROUGH 9

SUMMER STEPHAN,

DISTRICT ATTORNEY

BY: MICHAEL REILLY

DEPUTY DISTRICT ATTORNEY
WEST BROADWAY, SUITE 1300
SAN DIEGO, CALIFORNIA 92101

MEGAN MARCOTTE,

CHIEF DEPUTY ALT. PUBLIC DEFENDER

BY: KATHERINE TESCH

DEPUTY ALT. PUBLIC DEFENDER
450 B STREET, SUITE 1200
SAN DIEGO, CALIFORNIA 92101

TERESA D. MENDOGZA

OFFICIAL COURT REPORTER

CSR NO. 12947

SAN DIEGO, CALIFORNIA 82101
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SAN DIEGO, CALIFORNIA, WEDNESDAY, APRIL 18, 2018, D-102

THE BAILIFF: NUMBER THREE, LANCE TOUCHSTONE.

MR. REILLY: GOOD MORNING, AGAIN, YOUR HONOR. MICHAEL
REILLY APPEARING ON BEHALF OF THE PEOPLE.

MS. TESCH: KATE TESCH, DEPUTY ALTERNATE PUBLIC
DEFENDER ON BEHALF OF MR. TOUCHSTONE, WHO IS PRESENT
BEFORE THE COURT OUT CUSTODY.

YOUR HONOR, WE HAVE BEEN COMING HERE ABOUT EVERY
THREE MONTHS FOR THE LAST YEAR OR SO AS THIS CASE GOES
THROUGH THE APPELLATE PROCESS. IT'S FULLY BRIEFED AT THE
SUPREME COURT. I DON'T EXPECT ARGUMENT TO BE SET UNTIL
2019. MR. TOUCHSTONE FLIES DOWN FOR EVERY COURT
APPEARANCE. HE'S HAS BEEN AT EVERY COURT APPEARANCE.
INSTEAD OF EVERY THREE MONTHS, I'D ASK THAT WE SET IT OUT
A LITTLE BIT LONGER SINCE I DON'T EXPECT ANY CHANGES FROM
THE SUPREME COURT AT LEAST FOR ANOTHER YEAR OR SO. WE'RE
HAPPY TO DO WHATEVER YOUR HONOR WOULD LIKE. I WOULD ASK
FOR A SIX MONTH DATE. AGAIN, MR. TOUCHSTONE HAS BEEN
MAKING EVERY APPEARANCE. HE FLIES DOWN FOR EVERY COURT
APPEARANCE.

MR. REILLY: YOUR HONOR’~—

THE COURT!: MR. REILLY?

MR. REILLY: I UNDERSTAND THE DEFENSE'S POSITION,
HOWEVER, THIS CASE OBVIOUSLY IS GETTING ON THE OLDER SIDE.
I UNDERSTAND THE SUPREME COURT TAKES A WHILE FOR THIS
ISSUE TO BE RESOLVED. I AM AGAIN ASKING FOR ANOTHER THREE

MONTH DATE JUST IN CASE SOMETHING HAPPENS.

35




O N O b W N =

NN N NN N NN N R e R e e e
o w0 s W N R O W e N b W N B O

THE COURT: WHY DON'T I PUT IT ON A SIX MONTH SCHEDULE
WITH THE AGREEMENT THAT IF SOMETHING DOES HAPPEN THAT
ALLOWS IT TO BE EARLIER THAT MR. TOUCHSTONE WILL AGREE TO
BE IN CONTACT WITH HIS ATTORNEY AND COME DOWN IF I
SCHEDULE SOMETHING EARLIER THAN SIX MONTHS?

THE DEFENDANT: YES, YOUR HONOR.

MS. TESCH: YES, YOUR HONOR. THERE IS 977 AUTHORITY.
WHEN MR. TOUCHSTONE IS ORDERED TO BE BACK, HE'LL
ABSOLUTELY BE HERE, BUT I HAVE RETAINED 977 AUTHORITY ON
THE RECORD WITH JUDGE DANIELSON FOR ANY OTHER APPEARANCE
THAT HE MIGHT NOT BE ABLE TO MAKE IT IN TIME FOR.

THE COURT: WE'LL SET A S5IX MONTH DATE. FOR NOW, YOU
ARE EXPECTED TO BE HERE, BUT IF SOMETHING COMES UP, YOU
CAN COME EX PARTE TO DO THAT. IF WE KNOW NOTHING IS GOING
TO HAPPEN, I'LL CONSIDER THAT.

MS. TESCH: SURE. THANK YOU.

MR. REILLY: YOUR HONOR, TWO OTHER THINGS.
ADDITIONALLY, WHATEVER SIX MONTH DATE THAT IS, AGAIN, WE
HAVE A WITNESS IN THE COURTROOM, REBECCA TOUCHSTONE, THE
COURT HAS BEEN ORDERING BACK AS WE GO. I'D ASK THE COURT
TO DO THE SAME THING. SHE'S HERE.

MR. VECCHIONE: GOOD MORNING, YOUR HONOR. FRANK
VECCHIONE APPEARING WITH WITNESS REBECCA TOUCHSTONE, WHO
IS PRESENT IN COURT.

THE COURT: YOU'RE ASKING ME TO ORDER HER BACK FOR THE
SIX MONTH DATE?

MR. REILLY: I AM, YOUR HONOR. AND AFTER THAT, I HAVE

ONE MORE MATTER.
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THE COURT: WHAT'S YOUR OTHER MATTER?
MR. REILLY: YOUR HONOR, I ALSO HAVE THE NAMED VICTIM
JEFF RENTERIA, WHO IS PRESENT IN THE COURTROOM.
MR. RENTERIA?
YOUR HONOR, I HAVE EXPLAINED TO MR. RENTERIA THAT
THE CURRENT STATUS OF THE CASE, THE SUPERIOR COURT ISSUED
A STAY AND THERE'S NOTHING WE CAN DO ON THE CASE AT THIS
TIME. DUE TO HIS INJURIES, INITIALLY, HE WAS NEVER ABLE
TO APPEAR AT THE ARRAIGNMENT OR ADDRESS THE COURT. IF THE
COURT IS SO INCLINED, HE WANTED TO BRIEFLY ADDRESS THE
COURT.
THE COURT: I THINK HE'S ENTITLED TO DO THAT.
GOOD MORNING, SIR.
THE WITNESS: HELLO, YES. 1I'M HERE TODAY TO ADDRESS
THE VIOLATIONS OF MARSY'S LAW AND MY VICTIM'S RIGHTS IN
THIS CASE. T HAVE A RIGHT TO A SPEEDY TRIAL. I HAVE A
RIGHT TO NOT BE HARASSED BY THE DEFENDANT AND HIS
ATTORNEY. THEY HAVE SENT PEOPLE OVER TO MY FRIEND'S AND
PARENT'S HOUSE. IT'S JUST BEEN ONE THING RIGHT AFTER THE
OTHER. I FILED A LAWSUIT ALREADY.
WHEN DO I GET TO ASSERT MY RIGHTS? THIS THING HAS
BEEN GOING ON FOR SO LONG THAT EVERYTHING HAS JUST FALLEN
OEF TO THE WAYSIDE, LIKE IT'S NOT EVEN GOING TO HAPPEN. I
AM COMING DOWN HERE OUT OF MY OWN FREE WILL. THIS GUY IS
OUT HERE RUNNING AROUND FREE RIGHT.
I HAVEN'T GOTTEN ANY OF MY VICTIM'S COMPENSATION.
I HAVE RECEIVED NOTHING. I'M BASICALLY HOMELESS ON FOOD

STAMPS BECAUSE I HAD TO CHANGE THE NAME OF MY BUSINESS
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BECAUSE THIS GUY IS OUT RUNNING AROUND FREE AND BECAUSE OF
THE THINGS THAT HIS LAWYER SAID IN OPEN COURT ABOUT ME,
WHICH WASN'T TRUE. AND I JUST WOULD LIKE THE COURT TO
ADDRESS THESE ISSUES RIGHT NOW.

THE COURT: WELL, I'M LIMITED TO WHAT I CAN ADDRESS
NOW . I'LL SAY A FEW THINGS. ONE, I DON'T HAVE ANY POWER
TO MOVE THE CASE UP WHEN THE SUPREME COURT HAS STAYED THE
PROCEEDING ON APPEAL. I LITERALLY HAVE NO ABILITY TO DO
THAT . IF I COULD DO IT, I'D SEE WHAT I COULD DO.

THE WITNESS: THE STAY IS IN VIOLATION OF MARSY'S LAW
BY EVEN GOING AFTER MY PRIVATE MESSAGES ON FACEBOOK AS
WELL.

THE COURT: IF THE STAY IS IN VIOLATION OF MARSY'S
LAW, I SUGGEST STRONGLY THAT YOU TAKE IT UP WITH THE
SUPREME COURT BECAUSE I HAVE NO POWER TO DO ANYTHING ABOUT
WHAT THEY'RE DOING.

AS FAR AS YOUR BEING HARASSED, I WOoULD SUGGEST
THAT THE DISTRICT ATTORNEY'S OFFICE TALK TO YOU AND 5SEE
WHETHER THERE'S ACTUALLY ANY VIOLATION GOING ON THAT THEY
CAN HAVE ADDRESSED BY THE COURT.

THE DEFENSE COUNSEL CONTACTING PEOPLE, IT DEPENDS
WHY THEY'RE DOING THAT AS TO WHETHER IT'S APPROPRIATE OR
NOT . IF THEY'RE INTERVIEWING WITNESSES AND THINGS LIKE
THAT --

THE WITNESS! THEY'RE HARASSING MY FRIENDS AND FAMILY.

THE COURT: WELL, HARASSING TO YOU MIGHT BE
INTERVIEWING TO THEM. MY POINT IS THAT I DON'T KNOW WHAT

THEY'RE ACTUALLY DOING. I WOULD SUGGEST YOU TALK TO THE
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THE WITNESS! "ARE THEY ALLOWED TO CONTACT MY FRIENDS
AND FAMILY ON HIS BEHALF? ISN'T THAT AGAINST MARSY'S LAW?

THE COURT: NOT NECESSARILY, AT ALL, NO. IT DEPENDS
WHY THEY'RE DOING IT AND WHAT THEY'RE DOING. AGAIN, I'LL
SUGGEST, AGAIN, AND DIRECT THE DISTRICT ATTORNEY TO TALK
TO YOU IN DETAIL ABOUT YOUR CONCERNS AND SEE IF SOMETHING
NEEDS TO BE --

THE WITNESS: I HAVEN'T BEEN GETTING ANYTHING
ADDRESSED BY THE DISTRICT ATTORNEY OR ANYTHING ON THE
STATE SIDE. I HAVEN'T BEEN GIVEN THE VICTIM'S
COMPENSATION FUND. I WAS APPROVE FOR $61,000. I WASN'T
ABLE TO ACCESS IT AND I HAVE NOW HAVE PERMANENT NERVE
DAMAGE THAT IS IRREVERSIBLE.

THE COURT: WHY HAVEN'T YOU BEEN ABLE TO ACCESS IT?

THE WITNESS!: BECAUSE THEY WILL NOT GIVE IT TO ME.
EVERY SINGLE REQUEST THAT I HAVE MADE FOR TREATMENT OR
ACCESS TO THOSE FUNDS, I HAVE RECEIVED NOTHING. THEY ALL
GOT PAID TO PROCESS MY APPLICATION THROUGH. EACH ONE GOT
PAID 500 BUCKS FOR EACH APPLICATION AND I HAVE RECEIVED
NOTHING. T HAVE RECEIVED NOTHING FOR THE TESTIMONY THAT 1
MADE THE FIRST TIME THAT I CAME IN AT A PRETRIAL
CONFERENCE. I'VE RECEIVED ABSOLUTELY NO COMPENSATION FOR
THAT . T'VE RECEIVED NOTHING FROM THE STATE. THEY DON'T
FEEL INCLINED TO GIVE ME ANYTHING.

I JUuST -- I REALLY DON'T FEEL LIKE MY RIGHTS ARE
BEING UPHELD BY THE STATE AND I JUST WONDER WHAT'S GOING

ON HERE, YOU KNOW, IT'S LIKE I WAS PROMISED ALL THIS
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STUFF TO TESTIFY IN COURT, OKAY, AND I HAVEN'T RECEIVED
ANY OF IT, NOT ONE THING.

THE COURT: MR. REILLY, ANY IDEA ABOUT THE
COMPENSATION HE IS NOT RECEIVING FOR HAVING TESTIFIED?

MR. REILLY: YOUR HONOR, I DON'T BELIEVE THERE'S ANY
COMPENSATION FOR A SOMEONE WHO IS A SUBPOENAED VICTIM IN A
PRELIMINARY HEARING TO GET COMPENSATED FOR
THEIR TESTIMONY.

THE COURT: I'M CERTAINLY NOT FAMILIAR WITH THAT
ETITHER, BUT HE'S CLAIMING THAT HE WAS GOING TO GET PAID TO
TESTIFY.

THE WITNESS: I'M NOT HERE FOR FREE.

THE COURT: YOU MIGHT BE. WE'RE DONE WITH THIS
PROCEEDING. I AM GOING TO ORDER MR. REILLY TO MEET WITH
THE VICTIM AFTER THIS, AFTER WE'RE DONE HERE, AND ADDRESS
HIS CONCERNS TO THE EXTENT POSSIBLE.

MR. REILLY: FOR THE RECORD, I KNOW THAT MANY PEOPLE
AND MYSELF IN THIS OFFICE HAVE SPOKEN TO MR. RENTERIA ON
MULTIPLE OCCASIONS. THE VICTIM COMPENSATION, ALL THOSE
THINGS, AGAIN, THERE'S LOT OF PROCESSES GOING ON AND
REASONS AND OTHER DECISIONS, BUT JUST TO ASSURE THE COURT
AND MR. RENTERIA THAT EVERYTHING THAT WE HAVE BEEN ABLE TO
DO IS WITHIN REASON AND LAWFULLY BEEN ATTEMPTING TO DO.

THE COURT!: KEEP ATTEMPTING ESPECIALLY WITH RESPECT TO
THE VICTIM COMPENSATION FUND. YOU HAVE PEOPLE THAT
SPECIALIZE IN THAT, USE THEM AGAIN OR MORE.

MR. REILLY: UNDERSTOOD, YOUR HONOR.

THE COURT: YOU KNOW THERE'S NOT A LOT I CAN DO FROM
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THIS END ESPECIALLY WHEN THE PROCEEDINGS ARE STAYED.
THE WITNESS!: I'M NOT SATISFIED WITH THAT, JUDGE. I
WISH TO RETRACT MY PARTICIPATION IN THIS HEARING.
THE COURT: YOU DO WHAT YOU NEED TO DO. I'LL LET THE
DA DEAL WITH THAT.
CONFIRM THE DATE ON JUNE 25TH.
FOR THE RECORD, I'M NOT AUTHORIZING YOU TO IGNORE
SUBPOENAS.
WE'LL HAVE A SIX MONTH DATE. WE'LL GIVE YOU A
SIX MONTH DATE. T'(L ORDER -- THE WITNESS WAS REBECCA
TOUCHSTONE, ORDER HER TO RETURN ON THE DATE WE'RE ABOUT TO
SET.
WHAT IS THAT DATE?
THE CLERK: OCTOBER 15, 9:00 A.M., DEPARTMENT 102.

THE COURT: THANK YOU.

(THE PROCEEDINGS WERE CONCLUDED)
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STATE OF CALIFORNIA
SS

COUNTY OF SAN DIEGO )

PEOPLE VS. LANCE TOUCHSTONE, CASE NO. SCDZ268262

I, TERESA D. MENDOZA, OFFICIAL REPORTER FOR THE
SUPERIOR COURT OF THE STATE OF CALIFORNIA, IN AND FOR THE
COUNTY OF SAN DIEGO, DO HEREBY CERTIFY!

THAT AS SUCH REPORTER, I REPORTED IN MACHINE SHORTHAND
THE PROCEEDINGS HELD IN THE FOREGOING CASE;

THAT MY NOTES WERE TRANSCRIBED INTO TYPEWRITING UNDER
MY DIRECTION AND THE PROCEEDINGS HELD ON APRIL 18, 2018,
CONTAINED WITHIN PAGES 1 THROUGH 9, ARE A TRUE AND CORRECT
TRANSCRIPTION.

DATED THIS 4TH DAY OF MAY, 2018.

e et oot

TERESA D. MENDOZA
CSR NO. 12947
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TERESA D. MENDOZA, CSR NO. 12947

SAN DIEGO SUPERIOR COURT
1100 UNION STREET
DIEGO, CALIFORNIA, 92101
(619) 844-2304

PROCEEDINGS: PEOPLE VS TOUCHSTONE

DATE OF INVOICE: 6/14/18

CASE NO: SCD268262

DATE OF HEARING: 4/18/18

AMOUNT DUE: $25.20/9 PAGES/ORIGINAL PLUS ONE COPY

TO WHOM IT MAY CONCERN, PER THE REQUEST OF MARITES
BALAGTAS, A TRANSCRIPT OF THE PROCEEDINGS HELD IN THE
ABOVE-ENTITLED MATTER WAS TRANSCRIBED AND DELIVERED ON
JUNE 14, 2018, VIA E-MAIL. PAYMENT ISWDUE UPON RECEIPT OF

TRANSCRIPT.
SHOULD YOU NEED ANY FURTHER INFO, PLEASE FEEL FREE TO

CONTACT ME.

7

THANK YOU, /
N /

S

g

i

/
/
:
i
e

7 ’ " ,.[{ fj ; 3
ro JOA e U e
TERESA D. MENDOZA
619-844-2304
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SUPERIOR COURT OF CALIFORNIA, COUNTY OF SAN DIEGO
Date: March 14, 2018 Dept. 102 Reporter: Not reported

PRESENT: MICHAEL T. SMYTH

EX-PARTE MINUTE ORDER

Case No. SCD268262
THE PEOPLE OF THE STATE OF CALIFORNIA, Plaintiff
VS.

LANCE TOUCHSTONE, Defendant

LANCE TOUCHSTONE, Defendant, is charged in the above-referenced case with attempted murder and
firearms enhancements. On or about February 13, 2018, the alleged victim in this case, Jeffrey R., filed a
“Motion and complaint for victim Rights Violations,” hereinafter, “Motion.” The Motion seeks damages in
the sum of $2,000,000.00, against the State of California, for alleged violations of Marcy’s Law, also
known as Victims’ Bill of Rights of 2008, as set forth in Cal. Const. Art. 1, § 28. Jeffrey R. also asserts that
the Office of the District Attorney has not provided sufficient notification and/or assistance in enforcement
his rights under subdivision (b) of Cal. Const. Art. 1, § 28.

Cal. Const., art. I, § 28(c)(2) states, “This section does not create any cause of action for compensation or
damages against the State, any political subdivision of the State, any officer, employee, or agent of the
State or of any of its political subdivisions, or any officer or employee of the court.” Accordingly, to the
extent the Motion requests monetary damages against the State of California pursuant to Cal. Const,, art. I,
§ 28, it is summarily denied.

Cal. Const., art. I, § 28(c)(1) provides, “A victim, the retained attorney of a victim, a lawful representative
of the victim, or the prosecuting attorney upon request of the victim, may enforce the rights enumerated in
subdivision (b) in any trial or appellate court with jurisdiction over the case as a matter of right. The court
shall act promptly on such a request.” (Emphasis added.) The court is informed and believes that the
Motion filed by Jeffrey R. constitutes a request for the assistance of the Office the District Attorney for the
enforcement of his rights under the above-quoted provision. However, since the Motion was
unaccompanied by a proof of service, the court is uncertain whether the Motion was served upon the Office
of the District Attorney.

A copy of the Motion and this Order is ordered served on counsel for the Defendant! and the Office of the
District Attorney. A copy of this Order is ordered served of Jeffrey R.

IT 1S SO ORDERED: ‘ { )
% *g”‘“*“
3 s | S

i’)atcd:w cA'x I Q, S0 24 “MM é’?‘ﬁ“ﬁ%

MICHAEL T. SMYTH
JUDGE OF THE SUPERIOR COURT

Counsel for Defendant may NOT disclose or permit to be disclosed to Defendant, members of the Defendant's family, or
anyone else, the address or telephone number of the alleged victim, Jeffrey R., unless specifically permitted to do so by the
court after a hearing and a showing of good cause. (Pen. Code, § 1054.2(a)(1))
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James G. Snell, State Bar No. 173070

l‘xncll@purklmcmc com
Christian .ec, State Bar No. 30167]
CLec {per kinscoie.com

ERXINS COIELLP
3130 Porter Drive
Palo Alto, CA 94304-1212
Rlephom 650.838.4300
Facsimile: 650.838.4350

Attorneys for Non-Party
Facebook, Inc.

SUPERIOR COURT OF THE STATE OF CALIFORNIA

COUNTY OF SAN DIEGO

THE PEOPLE OF THE STATE OF
CALIFORNIA,

Plaintiff,

LANCE TOUCHSTONE,

Defendant.

Case NoNCD268262

NON-PARTY FACEBOOK, INC.’S
NOTICE OF MOTION AND MOTION TO

QUASH SUBPOENA DUCES TECUM AND..\
VACATE ORDER ALLOWING 0l
R

SUBPOENA DUCES TECUM;
MEMORANDUM OF POINTS AND
AUTHORITIES IN SUPPORT

Date: April 27,2017

Time:  9:00 A M.

Dept.: 11

Judge:  Hon. David Danielsen

TTACEROOK S MOM | AND MOTION TO QU ASH DIF S SUBPOENA DUCES TRCUM, CASE NO. CD268262
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TO ALL PARTIES AND THEIR ATTORNEYS OF RECORD:

Please take notice that on April 27, 2017 at 9:00 ALM. or as soon after as this matter may
be heard, in the Superior Court of the State of California, County of San Diego, non-party
Facebook, Inc. (“Facebaok”) will and hereby does move this Court for an order quashing the
subpoena duces tecum that defendant Lance Touchstone (“Defendant”) served on Facebook and
to vacate the Court’s March 16, 2017 otder.

Facebook makes this motion pursuant to this Notice of Motion and Motion, Memorandum
of Points and Authorities, and the concurrently filed Declaration of Christian Lee in Support; the
files and records in this case; and any argument advanced at the hearing on this Motion.

DATED: April 6,2017 PERKINS COIE LLP

By: e

Christian Lee

Attorneys for Non-Party
Facebook Inc.

-1-
FACEBOOK’S NOM AWND MOTION TO QUASH DEF’S SUBPOENA DUCES TECUM, CASE NO. CD268262
48
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L. INTRODUCTION

Non-party Facebook, Inc. (“Facebook™) is a service provider that allows people to
communicate and sharc with one another. Defendant Lance Touchstone (“Defendant™) issued a
subpoena to Facebook. accompanied by an Order from this Cout, for the content of
communications associated with a purported Facebook account that Defendant contends belongs
to the victim, But the federal Stored Communications Act, 18 U.S.C. § 2701, ¢f seq. ('SCA™)
does not allow private parties, including criminal defendants, to use a subpoena or court order t0
obtain other persons’ electronic communications from service providers such as Facebook.
Defendant can instead seek the communications from the account owner, who is not bound by the
SCA and who can log into Facebook at any time to preserve, collect, produce, and authenticate
their own account content. Defendant can also seek assistance from the prosecutor to obtain a
search warrant for the content he needs.

Because federal law prohibits Defendant from obtaining the requested content from
Facebook, and Defendant has other means of obtaining the information he seeks, Facebook
respectfully requests that the Court quash the subpoena and vacate its prior Order endorsing the
subpoena.

IL STATEMENT OF FACTS

On March 6, 2017, Facebook received a subpoena from Defendant seeking the contents of
communications for a purported Facebook account. (Declaration of Christian Lee in Support of
Non-Party Facebook, [nc.’s Motion to Quash Subpoena Duces Tecum and Vacate Order
Allowing Subpoena Duces Tecum (“Lee Decl.”), Ex. A) On March 20, 2017, Faccbook sent a
letter to Defendant’s counsel objecting to the subpoena, including on the grounds that the SCA
does not permit private parties to compel disclosure of the content of stored communications with
a subpoena or court order, and requesting that Defendant withdraw the subpoena. (/d., Ex. B.)

On March 20, 2017, Facebook received another subpoena from Defendant, dated March
16, 2017, seeking “[a]ll records . . . including timeline posts, messages, phone calls, photos,
videos, location information, and user-input information.” (Id, Ex. C.) This subpoena was

accompanied by two orders from this Court, one of which commanded Facebook to preserve

o
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stored content and account information for 180 days, and one of which endorsed the March 16,
2017 subpeena. (Jd.) Facebook preserved the requested information on March 21, 2017. (I,
€5.)

On March 21, 2017, counsel for Facebook met and conferred by telephone with counsel
for Defendant. (Id., §6.) Defense counsel refused to withdraw the subpoena and stated that he
had not attempled to subpoena the records directly from the user nor attempted to work with the
People to obtain the information sought with a search warrant. (/d.)

Facebook now files this Motion to Quash Defendant’s subpoena and vacate the Court’s
prior ordér endorsing the subpoena.

I11. ARGUMENT
A. Federal Law Does Not Allow Criminal Defendants to Obtain the Contents of
Communications from a Service Provider Via a Subpoena or Court Order.

The federal Stored Communications Act (“SCA”), 18 U.S.C. § 2701 ef seq., does not
allow private parties to obtain the contents of a user’s electronic communications from a service
provider via a subpoena or court order. 18 U.S.C. § 2702(a)(1), (2) (service providers “shall not
knowingly divulge to any person or entity” the contents of users’ communications). The SCA
contains several narrow exceptions, none of which allow disclosure in response to criminal
defense subpoenas. See id. § 2702(b)(1)-(8) (enumerating exceptions to prohibition); Facebook,
Inc. v. Superior Court (Hunter), 240 Cal. App. 4th 203, 215 (2015), review granted and opinion
superseded sub nom. Facebook v. $.C., 362 P.3d 430 (Cal. 2013) (holding that the SCA prohibits
Instagram, Facebook, and Twitter from disclosing content to a criminal defendant)'s ¢f United
States v. Pierce, 785 F.3d 832, 842 (2d Cir. 201 5) (declining to consider criminal defendant’s
challenge to the SCA and affirming order.quashing subpoena to Facebook because “[tThe SCA.
does not, on its face, permit a defendant to obtain” the contents of communications, and
defendant could obtain the content through other means). As a result, courts routinely quash

subpoenas issued by criminal defendants seeking the contents of users’ communications from

' The Facebook decision may be cited for persuasive valuc while review by the California

Supreme Court 18 pending. Cal. Rules of Court, rule 8.1115(e)(1).

3-
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Facebook. See, e g., People v. Tolentino, NO.IP156734_. slip op. at 6 (Cal. Sup. Ct. Feb. 10, 2015)
(granting Facebook’s motion 10 quash subpoena because the SCA “lacks any language that
explicitly authorizes a service provider to divulge the contents of a communication pursuant to a
stbpoena or court order”) (Lee Decl . Bx. D); Texas v. Herrera, Cause Nos. F11 -42288-1, F11-
497890 and F11-42290-U, slip op. § 3 (Tex. Dist. Ct. Oct. é8, 2014) {granting Facebook’s
motion to quash criminal defendant’s subpoena and holding that “Defendant is not entitled to the
content of the subpoenaed information based on” the SCA) (Lee Decl,, Ex. E); People v. Pour,
No. 08 CF 2781, slip op. at 1 (IIl. Cir. Ct. July 1, 2010) (denying defendant’s motion to compel
production from Facebook because defendant’s subpoena was “barred under federal law”) (Lee
Decl., Ex. F). Courts also vacate orders that erroneously direct Facebook to disclose user
communications. See, e.g., Commw. v. McCarthy.. No. 10S9CR2268, slip op. at 5 (Mass. Dist.
Ct. Sept. 13, 2011) (“[T]he terms of the {SCA] do not permit Facebook to comply with this
court’s order to produce the records that the defendant seeks.”) (Lee Decl., Ex. G)?

Indeed, the California Court of Appeal has specifically held that an order directing a
service provider to disclose the content of a user’s electronic communications violated the SCA,
and that “insofar as any state law requires a person to yiolate federal law, it is preempted and
unenforceable.”” Negro v. Superior Court, 230 Cal. App. 4th 879, 888-89 (2014); see also
Facebook, 192 Cal. Rptr. 3d 443, 450 (citing Negro, 230 Cal. App. 4th at 889); O’'Grady v.
Superior Court, 139 Cal. App. 4th 1423, 1442 (2006) (a service provider’s compliance with a
subpoena seeking content, even if accompanied by a court order, is unlawful).

Only a governmental entity, such as a prosecutor or law enforcement officer, can obtain
the content of user communications from a service provider with legal process, and even then it
must be pursuant to a search warrant. 18 U.S.C. § 2703(a), (b); Cal. Penal Code § 1546.1(a), (b)
(requiring governmental epntities to obtain a search warrant or wiretap order before obtaining
“electronic’communications information”); see also United States v. Warshak, 631 F.3d 266, 288

(6th Cir. 2010) (search warrant required for the production of the contents of commurications).

% Facebook does not cite these orders as precedential authority, but rather to provide the Court

with context on how other courts have rreated this issue.
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Neither eriminal defendants, their attorneys, or the Court, are governmental entities for purposes

of the SCA. See 18 U.S.C. §2711(4) (limiting a governmental entity {o “a department or agency

i

of the United States or any State or political subdivision thereof™); United States v. Amawi, 352 F. }

[

Supp. 2d 679, 680 (N.D. Ohio 2008} (finding that public defender’s office is nota governmental
entity, and that the SCA “distinguishes between courts, which issue orders, and government
entities, which can apply for orders”). And even if they were, a subpoena or court order is
‘asufficient to obtain content -- only a search warrant is sufficient to compel disclosure of content.
Cal. Penal Code § 1546.1(a), (b); Warshak, 631 F.3d at 288 (requiring the government to obtain a
search warrant to obtain content).”

B. Defendant Can Obtain the Communications He Seeks Directly From the

Account Owner or by Working With the Prosecution to Obtain a Search
Warrant,

Instead of seeking communications content from Facebook, Defendant should seek
content directly from the parties to those communications, who own and have custody and control
over their accounts and are untrammeled by the SCA’s restrictions. See O'Grady, 139 Cal. App.
4th at 1446-47; Suzlon Energy Ltd. v. Microsoft Corp., 671 F.3d 726, 73031 (9th Cir. 2011)
(stating that “[the user] himsel{ is the person who should be responsible for disclosing his own
emails”); Juror No. One v. Superior Court, 206 Cal. App. 4th 854, 864 (2012) (stating that SCA
protection would apply “only as to attempts by the court or real parties in interest to compel
Facebook to disclose the requested information™). Indeed, the principle that criminal defendants
should seek stored communications directly form the parties to the communications was recently
confirmed by the Second Circuit when it declined to consider a criminal defendant’s
constitutional challenge to the SCA. Pierce, 785 F.3d at 842. In Pierce, Facebook successfully
moved to quash a criminal defense subpoena seeking the content of a user’s Facebook account.

785 F.3d at 841-42. The defendant then obtained at least some of the desired content via a private

3 The fact that the SCA provides the government means to access the contents of stored
communications using certain criminal investigative tools unavailable to private parties is hardly
unique. For example, “the search warrant provisions of Fed. R. Crim. P. 41(b) and the wiretap
application provisions of 18 U.S.C. § 2516(a) both provide a means for the government fo obtain
evidence without a mechanism for defendants to do s0.” Pierce, 785 F.3d at 842, n.2.
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investigator and used it at trial. On appeal, the defendant argued that the SCA violated his Fifth
and Sixth Amendment rights “because it provides a mechanism for the government to obtain
stored content from @ provider, without a comparable mechanism for criminal defendants to do
so,” noting that “he had no way of knowing whether or not the Facebook records that he had for
(the user] were complete.” /d. at 842. The Second Circuit rejected the defendant’s claim, noting
that the defendant had other methods (o obtain the desired content and that he had not issued
subpoenas directly to the user or parties o the communications. Id.

Pierce is instructive in this case. Defendant can seek the content he desires directly from
the user or anyone that has permission to access the user’s communications. As our Court of
Appeal explained in O 'Grady, service providers are a “kind of data bailec,” and the SCA “does
not render the data wholly unavailable; it only means that the discovery must be directed to the
owner of the data, not the bailee to whom it was entrusted.” Id. at 1447; see also Juror No. One,
206 Cal. App. 4th at 864. The SCA “invest[s] users with the final say regarding disclosure of the
contents of their stored messages while limiting the burdens placed on service providers by the
Act.” Negro, 230 Cal. App. 4th at 896. The Ninth Circuit and other federal courts have similarly
noted that the inability to obtain documents from a provider does not affect the ability to obtain
the documents directly from the user. Suzlon, 671 F.3d at 731; see also Flagg v. City of Detroit,
252 F.R.D. 346, 366 (E.D. Mich. 2008) (noting that “it seems apparent” that it would be unlawful
for the provider to disclose content in response lo a subpoena, and ordering the issuing party to
direct his request to the account holder).

Here, Defendant admitted he has made no attempt to obtain the content he seeks from the
owner of the account in question. {I,cé Decl,, §6.) But Defendant’s failure to serve a subpoena
duces tecum on the account owner, and his speculative belicf that the account owner would be
uncooperative, and are not enough to overcome federal law. Facebook users have control over
the content stored in their account and may log into their accounts anytime to preserve, collect,
and produce the contenis of their accounts. Defendant should obtain the requested content from

the account holder, rather than requesting it from non-party Facebook.

-6-
FACEBOQOK’S NOM AND MOTION TO QUASH DEF’S SUBPOENA DUCES TECUM, CASE NO. CD268262

53




o]

(2

of the requested information, and finding that the SCA did not infringe on the defendant’s
Constitutional rights); Pierce, 785 F.3d at 842 (affirming order granting Facebook’s motion to
quash subpoena and declining to address cénstitulional issues because defendant “possessed the
very contents he claims the SCA prevented him from obtaining” and he could have, but “failed to
subpoena” the user of the Facebook account in question.); Juror No. One, 206 Cal. App. 4th at
864. Accordingly, the Court need not consider the constitutionality of the SCA because it can be
construed consistent with the Constitution and because courts may not anticipate a question of
constitutional law. See, e.g., INS v. St. Cyr, 533 U.5. 289, 299-300 (2001) (Courts are obligated
to construe statutes to avoid constitutional problems.); see also Wash. State Grange v. Wash,
State Rep. Party, 552 U.S. 442, 450 (2008) (Courts may not “anticipate a question of
constitutional law in advance of the necessity of deciding it.”).

Furthermore, Defendant’s suggestion that the due process clause requires a private party
such as Facebook to disclose communications in violation of the SCA is meritless. The due
process clause prevents abuses by the government, and imposes no obligations on a private party
such as Facebook. U.S. Const, Amend. XIV, § 1 ("nor shall any State deprive any person of life,
liberty, or property, without due process of law”) (emphasis added); Lugar v. Edmondson Oil Co.,
457 1U.S. 922, 924 (1682) (explaining that the Constitujtion “can be violated only by conduct that
may be fairly characterized as “state action’”). Even if Defendant was correct that the SCA
somehow violates his due process rights -- and he is not -- his \remedy is against the State, not
Facebook. For example, the Court could prohibit certain witnesses from testifying if they do not
agree to disclose their own Facebook content, decline to consider Facebook evidence offered by
the prosecution, or dismiss the indictment altogether. The remedy would not be to order
Facebook to violate federal law. U.S. Const., Art. V1: see also Negro, 230 Cal. App. 4th at 888
(holding that “insofar as any state law requires a person to violate federal law, it is preempted and
unenforceable.”).

D. The Subpoena Is Impermissibly Overbroad and A Fishing Expedition.

Finally, Defendant’s demand that Facebook produce “[a]ll records . . . including timeline

posts, messages, phone calls, photos, videos, location information, and user-input information,”
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(Lee Decl, Ex. C,) is overbroad and a fishing expedition into the victim’s account. See People v.
Jackson, 110 Cal. App. 4th 280, 286 (2003) (“Although policy may favor granting liberal
discovery to criminal defendants, courts may nevertheless refuse to grant discovery if the burdens
placed on government and on third parties substantially outweigh the demonstrated need for
discovery.”). Defendant does not have an unbridled right to criminal discovery, as criminal
defendants must demonstrate the following when seeking documents by subpoena duces tecum:
“(1) that the documents are evidentiary and relev[a]nt; (2) that they are not otherwise procurable
reasonably in advance of trial by exercise of due diligence; (3) that the party cannot properly
prepare for trial without such production and inspection in advance of tria} and that the failure to
obtain such inspection may tend unreasonably to delay the trial; and (4) that the application is
made in good faith and is not intended as a general ‘fishing expedition.’”” United States v. Nixon,
418 U.S. 683 699-700 (1974).

Here, the subpoena provides no constraints but broadly seeks all “posts, messages, phone
calls, photos, videos, location information, and user-input information,” (Lee Decl., Ex. C,) for a
purported account so Defendant can sift through and see if potential relevant material exists. This
is a clear example of a fishing expedition, and thus fails Nixon. In addition, as a non-party with
no stake in this matter, Facebook should not be forced to respond to such an expansive and
speculative request. Calcor Space Facility, Inc. v. Superior Court, 53 Cal. App. 4th 216, 224-25
(1997) (noting that limits on “fishing expeditions™ apply “with even more weight to a nonparty”);
Monarch Healtheare v. Superior Court, 78 Cal. App. 4th 1282, 1289-90 (2000) (holding that
“nomparty witnesses should be somewhat protected from the burdensome demands of litigation”)
(citation omitted).
Iv. CONCLUSION

For these reasons, Facebook respectfully asks the Coutt to quash Defendant’s subpoena

and vacate its March 16, 2017 Order.
DATED: April6,2017 PRERKINS COIE LLP

S

Attorneys for Non-Party Facebook, Inc.

9.
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PROOF OF SERVICE VIA EMAIL AND US. MAIL =,

T am a citizen of the United States and employed in Santa Clara County, Califc;rl’ﬁ;;.;{k‘laam
over the age of eighteen years and not a party to the within-entitled action. My business address
is 3150 Porter Drive, Palo Alto, California 94304-1212. On Aprit 6,2017, 1 served the:
NON-PARTY FACEBOOK, INC.’S NOTICE OF MOTION AND MOTION TO QUASH

SUBPOENA DUCES TECUM AND VACATE ORDER ALLOWING SUBPOENA
DUCES TECUM; MEMORANDUM OF POINTS AND AUTHORITIES IN SUPPORT

By transmitting a copy of the above-listed document in PDF form via electronic mail to

Kate Tesch and placing a copy in a scaled envelope, postage fully paid, addressed as follows:

Kate Tesch

Office of the Alternate Public Defender
450 B Street, Suite 1200

San Diego, CA 92101-3905

kate teschipsdeounty.ca.goy,

I declare under penalty of perjury under the laws of the State of California that the above

is true and correct.

Executed on April 6, 2017, at Palo Alto, California.

N
/ [ .

C " Anna Freddie
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James G. Snell, State Bar No. 173070
ISnell@perkinscoic.com

Christian Lee, State Bar No. 301671
CLee@perkinscoie.com

PERKINS COIELLP

3150 Porter Drive

Palo Alto, CA 94304-1212
Telephone: 650.838.4300
Facsimile: 650.838.4350

Attorneys for Non-Party
Facebook, Inc.

SUPERIOR COURT OF THE STATE OF CALIFORNIA

COUNTY OF SAN DIEGO

THE PEOPLE OF THE STATE OF

Case No§CD268262

CALIFORNIA,
DECLARATION OF CHRISTIAN LEE IN

Plaintiff, SUPPORT OF NON-PARTY FACEBOOK
INC.’S MOTION TO QUASH SUBPOENA
v. DUCES TECUM AND VACATE ORDER

LANCE TOUCHSTONE,

Defendant.

BECTARATION OF CHRISTIAN TEE IS0 FAL

Date: April 27, 2017

Time:  9:00 AM.

Dept.: 11

Judge: Hon. David Danielsen

TOOE TS MOTION TO QUASH, CASE NO. CD268262
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[, Christian Lce, declare as follows:

1. [ am an attorney with the law tirm of Perkins Coie LLP in Palo Alto and am one of
the attorneys representing non-party Facebook Inc. (“Facebook™) in the above-entitled action. ]
have personal knowledge of the facts set forth in this declaration and am competent to testity.

2. Attached as Exhibit A is a true and correct copy of a subpoena Facebook received
in this matter, dated February 28, 2017, with account identifying information redacted, which was
served on Facebook by defendant Lance Touchstone (“Defendant’”) on March 6, 2017.

3. Attached as Exhibit B is a true and correct copy of the objection letter sent by
Facebook’s counsel to Defendant’s counsel on March 20, 2017, objecting to the subpoena and
requesting that the Defendant withdraw the subpoena. Facebook’s objection was lodged with the
court via the accompanying cover letter.

4, Attached as Exhibit C is a true and correct copy of the subpoena and two orders
Facebook received in this matter, each dated March 16, 2017, with account identifying
information redacted, which were served on Facebook by Defendant on March 20, 2017.

s. I am informed that on March 21, 2017, Faccbook preserved the specified account.

6. On March 21, 2017, I had a telephonic meet and confer with Defendant’s counsel,
who refused to withdraw the subpoena. Defense counsel also stated that he had not attempted to
subpoena the records directly from the account owner, nor had he attempted to work with the
People to obtain the information sought with a search warrant. We were not able to come to an
agreement regarding Facebook’s objections to the subpoena.

7. Attached as Exhibit D is a true and correct copy of the court’s order in People v.
Tolentino, No. H56734 (Cal. Sup. Ct. Feb. 10, 2015).

8. Attached as Exhibit E is a true and correct copy of the court's order in Texas v.
Herrera, Cause Nos. F11-42288-U, F11-42289-U and F11-42290-U, (Tex. Dist. Ct. Oct. 28,
2014).

9. Attached as Exhibit F is a true and correct copy of the court's order in People v.

Pour, No. 08 CF 2781, (Ill. Cir. Ct. July 1, 2010)

2.
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59




[} b2 ot

RN

6

S =2
3] —_—

o
[US]

10. Attached as Exhibit G is a true and correct copy of the court’s order in Commw. v.
McCarthy, No. 1059CR2265, (Mass. Dist. Ct. Sept. 13, 2011).

[ declare under penalty of perjury under the laws of the State of California that the

foregoing is true and correct.

DATED this 6th day of April, 2017 at Palo Alto, California.

. 2

" T

- »/,_:;,,{"/"’
. S i
. Christian Lee

——

an
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PROOF OF SERVICE VIA EMAIL AND U.S. MAIL

~
AN Py e
BV P

T am a citizen of the United States and employed in Santa Clara County, Ca]ifomia.. I. am
over the age of eighteen years and not a party to the within-entitled action. My business address
is 3150 Porter Drive. Palo Alto, California 64304-1212. On April 6, 2017, I served the:

DECLARATION OF CHRISTIAN LEE IN SUPPORT OF NON-PARTY FACEBOOK
INC.’S MOTION TO QUASH SUBPOENA DUCES TECUM AND VACATE ORDER
By transmitting a copy of the above-listed document in PDF form via electronic mail to

Kate Tesch and placing a copy in a sealed envelope, postage fully paid, addressed as follows:

Kate Tesch

Office of the Alternate Public Defender
450 B Street, Suite 1200

San Diego, CA 92101-3905
kate.teschiisdecounty.ca.gov

I declare under penaity of perjury under the laws of the State of California that the above

is true and correct.

Executed on April 6, 2017, at Palo Alto, California.

[ Pkl

Anna Freddie
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DT AT QRND Y (Name, Qate Bar vt

KATE TESCH
OFFICE OF THE ALTERNATE PUSLIC DEFENDER
450 B STREET, SUITE 1200

SAN DIEGO, CALIFORNIA 621013008

veckpHoNE NG {B19) 446.-2800 Frx N0 (Ouronel)” (819) 445-2855

_armmueroR e LANCE TOUCHS TONE -
SUPERIOR COURT OF CALIFORN!A, COUNTY OF SANDIEGO
STREET AODRESS. 420 WEST sROADWAY

HAILING AD

)

GO 92701

m

CITY AN 207 i

L.

i RANGH NARY
CASE NAME

% THE PEOPLE OF THE STATE OF CA vs. LANCE TOUCHSTONE
‘;_ - - -
l

| S
!

ORDER TO ATTEND COURT OR PROVIDE DOCUMENTS:
Subpoena Duces Tecum

the judge can find you, send you to jail, or issue a warrant{ for your arrest.
1. To (name or business) __Cuslodgian of ReZOIUs Facebogk, Inc,

2 You must follow the court order(s) checked below:

EORCOURT 231

CR-1281JV-625

TOHY

CASE

HUMAER

Cch268262

a [  Attendthe hearing ] Youmay be placed on call by contacling the aftorney below.

b. [J  Aftend the hearing snd bring all items checked in c. below.

c. X Provide a copy of thase items to the couft (Do not use this form o oblain Juvenite Court records):
including posts, messages,

All records associated with account

phone callg, photos, user-input information from account inception to present date.

FT If this box is chacked, provide all items listed on the attached sheat inbeled "Provide These ifems.”

You must attend court or provide tc the court the documents listed below. Follow the orders checked in itlem 2 below. If you do nat,

d. [ it someane else is responsible for maintaining the iteins checked in ¢. above, thal person (the Cuslodian of Records)

musl also atlend (he hearing.

e. X if this box is checked and ycu deliver all items listed above to the court within 5 days of service of this order, you do

not have to attend court if you follow the (nstructions in ftem 5.

i

3. Court Hearing Date:

The gourt hearing will be at (name and address of cour):
Dale. 03/22/2017 _ Time: £9:00 am SUPERIOR COURT OF CALIFORNIA, COUNTY OF SAN DIEGO

Dept: 11 R

220 WEST BROADWAY, SAN OIEGQ, CA 92101

Cali the person listed in item 4 below to make sure the hearing date has not ¢h

court. Ask the person in itern 4 alfer your appearance.

anged. |f you cannot go ta court on this date. you

must get permission from the person in item 4. You may be entilled to witness fees, mileage. or bath, in the discretion of the

4 The person who has required you to aflend court or provide documents is:

Name,  KATETESCH

Title: DEPUTY ALTERNATE PUBLIC DEFENDER

Address: 450 A STREET, SUITE 12Q0

Phone No : __(B16) 446-2200

SAN DIEGO CA 92101-3905
City Stale ﬁWM
Date;  Fepruary 28, 2017 Signatura } 0
i\.—? A

(Criminal and Juvenila)

[ Casewms . o , N

"BRDER TO ATTEND COURT OR PROVIDE DOCUMENTS:
SubpoenalSubpoens Duces Tecum

_CAGE HuMBER

CR-125/JV-525
|
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LANCE TOUCHSTORE

4 a4 Putall iloms checked in item 2¢ and your completed Declarition of Custodiarn of Records formin an envelope. (You can ask the
person in item 4 where to getthis form ) Atlach a copy of page 1 of this order to lhe envelope.

b, Pyt the envelope inside ancther envalope. Then, afiach a copy of page * of this form to the cuter envelops crwrite this infarmalion on
the outer envelope.
Case namé
) Case number
3} Your name
) Hearing date, time, and department
Seal and mail the envelope to Ihe Court Clerk at the address listed ia ilem 3, You must mail these gocuments 1o the court within five
days of service of this order

<«

d. I you are the Custodian of Records, you must also rait the person in item 4 a copy of your completed Declaration of Custodian of

Records.
The server fills out the section below.
Proof of Service of CR-125/JV-525
1. | personally served a copy of this subpoena on:
Date: . Time O am [0 em

Name of the parson served.

Atthis address: ) e e

Afier | served this person, | mailed or delivered a copy of this Proof of Service to the person initem 4 on (dale).

Waiied FOmM () o e e D O, S
_ and was not able lo serve (name of person)
___ allempts because:

2. |received this order for service on {dale):

alter (number of atfempts)

a.[1  The person s not knaown at this address.
5.0  The person moved and the forwarding address is not known.
c.J There is no such gddress.

d.0]  The address is in a gifierent county.

e.l1  iwas not able to sarve by the hearing date.
.70  Other (explain)
2. Server's name! — Phone 1o,
4. The sarver (check ong)
a is a registered process server. 4.0  works for a registered process server.
b.(J i3 no! a regisiered process server. e [0  is exempt from registration under Business and Professional Code

e is a sharift, marshal, or constable. section 22350(b).

5.  Server's address: —
|f serverls a reqistered process server:

Counly of registration: e Registration no.: _

| deciare under penalty of perjury under the laws of the State of California that 1 am at least 18 years old and not involved in this case and

the information abave is trug and coirect.

TVBE OR BRINT NAME SIGNATURE OF SERVER

" ORDER TO ATTEND COURT OR PROVIDE DOCUMENTS: o B
Subpeena/Subpoena Duces Tecum
{Criminal and Juvenile)
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CENTIONVE s Preh

)

EAST COUNTY BRANCH

250 Tast Main Steee, i

El Cajen, CA 92020
(519 4414890

FAX (619)d41-48:46

PR Nirer [

PAX (G0 R AN

JUVERILE DELINQUENCY
$530 Overland Street, Sie 104

NORTHCOUNTY BRANCH
410§ Melbrose Drive, Sui 20U

\iui. A 9’2'(15’1 . o o San Diego, CAG2i23
| (766) 9466450 OFFICE OF THE ALTERNATE PUBLIC DEFENDER (BS8) 974-551
Fax {7401 D40-04A2 FAX {R58)974-5808
SOUTH BAY BHANCT COUNTY OF SAN DILGO
A0 Streey, Sufe A
Chule Vista, A 019510 SMEGAN MARCOTTE, CHIER DEPUTY

(6497 4982083
FAX (6101498 2084
February 28, 2017

Facebook, Inc,
Dear Custodian of Records:

You have been served by this olfice with a Subpoena Duces Tecum (SDT). which requires that the custodian of
records for your business, or other qualilied witness, appear in court at the time specified in the SDT and produce
the business records desceibed.

You may comply with the SDT. without the necessity of appearing in court, if you follow the instructions sl
forth below.  Strict compliance with these instructions s necessary in order to make the subpoenaed records

admissible in court and avoid the necessity of a personal appearance by veur custodian of records or other
qualificd witness:

I, Make two (2) complete sels of photo copics of the records deseribed in the SIDT

k2

Complete the “Declaration of Custodian of Records™ form, which ig included with this letter. Be sure that
the appropriate boxes are checked and that the CITY, DATE, and SIGNATURE lines are completed al the
botom of the torm;

3. Place the second copy of the records and the ORIGINAL of the “Declaration of Custodian of’ Records”
form in a sealed envelope wilh the following on the outside of the envelope;

CASL TTTLE Peaple vs, Lance Touchstone
CASE NUMBER: CD2068262
WITNESS: Custodian of Records, Facebook, Inc,

DATE OF HEARING:  03/22/2017
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Custodian of Kecords
Pebruary 28, 2017
Fage Twao

4. Place the sealed envelope prepared in siep 3 inside u second sealed envelope addressed as follows:

CLERK OF THE SUPERIOR COURT
220 WEST BROADWAY
DEPARTMENT 11

SAN DIEGO, CA 9201

S Mail, or otherwise deliver to the court, the package prepared in steps 3 and 4.

CAUTION: YOU MUST COMPLY EXACTLY WITH THE FORGOING INSTRUCTION WITHIN FIVE (5)
DAYS OF YOUR RECEIPT OF THE SDT, UNLESS YOU MAKE OTHER ARRANGEMENTS WITH THE
ATTORNEY WHO ISSUED THE SDT, OR ELSE APPEAR IN COURT WITH THE SUBPOENAED
RECORDS ON THE DATE AND TIME INDICATED ON THE SDT. YOUR FAILURE IN ANY WAY TO
RESPOND TO THE SDT MAY RESULT IN THE ISSUANCE OF A WARRANT FOR YOUR ARREST
AND/OR YOUR BEING FOUND IN COMTEMPT OF COURT.

We genuinely appreciate your cooperation in providing the subpoenaed records, We will gladly extend the time
within which you must comply with the SDT i the trial of the case is continued. If you have any queslions
regarding the SDT ar how (o comply with it, please do not hesitate to call me at the Department of the Alternate
Public Defender (446-2900). 1 am in court a great deal of the time; however, if you will leave a message with the
telephane receptionist stating your name, the name of your business, and the title of the case on the SDT, I will
return your phone cill at the earlics! opporiunity,

Sincerely yours,

[kt p LA

Kate Tesch
Deputy Alternate Public Defender for
Lasce Touchstone
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DECLARATION OF CUSTODIAN OF RECORDS

I, - ., declare that T am the custodian of records or other qualified
witness for . and I have the authority to certify the records of the
business described in the Subpoena Duces Tecum issued on , 2017, by the

Department of the Alternate Public Defender of the County of San Dicgo in the matter of:

The People of the State of California vs. Lance Touchstane

] The documents attached o this declaration are true and correet copics of the records ol the business
described in the Subpoena Duces Tecum and were prepared by he personnel of the business in the
ordinary course of the business at or near the time of the act, condition, or event described therein,

0

.

The records are:

All records nssociated with account including
posts, messages, phone calis, photos, user-input information from account inception to
present date.

They were prepared by (e.g.. photocopying,
computer reproduction, originals)

The business has none of the records described in the Subpoena Duces Teeun.

I declare under penalty of pecjury that the foregoing is true and correct and that this declaration was executed

, Califormia, on__ , 2017,

Signature

67



EXHIBIT B

68



PERKINSCOIe

March 20, 2017 Christian Lee

CLeei@perkinscoie.com
D +1.650 838.4408
Foo+1 650 834 4608

VIA EMAIL AND OVERNIGHT MAIL

Kate Tesch

Office of the Alternative Public Defender
450 B Street, Suite 1200

San Diego, CA 92101-3905
kate.teschi@sdeounty.ca.goy

Re: Subpoena for Facebook Records, People v. Lance Touchstone, San Diego County
Superior Court, Case No. CD268262, Internal Reference No. 1038870

Dear Ms. Tesch:

We represent Facebook, Tnc. (“Facebook”) and respond to your February 28, 2017 subpoena,
which seeks “[a]ll records . . . including posts, messages, phone calls, photos, [and] user-input
information” for a purported Facebook account. Facebook cannot comply with your subpoena
because it commands a violation of the federal criminal code, but provides further information
about how to obtain the information you seek. :

To ensure that all parties are aware of Facebook’s position, please forward a copy of this letter to
the prosecutor involved in this matter. Please also either copy me on that correspondence or
provide me with confirmation that the prosecutor has received this letter.

The federal Stored Communications Act (*SCA™), 18 U.S.C. §§ 2701, et seq., prevents you from
obtaining electronic communications content from Facebook, such as profile content.' The SCA
js part of the federal criminal code, was “drafied in such a manner that clearly anticipates the
criminal context,”® and applies Lo criminal defense subpocnas.3 Fven the government must

' 18 U.S.C. § 2702(a)(V), (2); see, e.g., Negro v. Superior Court, 230 Cal. App. 4th 879, 888-89 (2014) (holding that
order directing an email provider to disclose email content violated the SCA, noting that “insofar as any state law
requires a person to violate federal law, it is preempted and unenforceable” and “California’s discovery laws cannot
be enforced in a way that compels [a provider] to make disclosures violating the {SCAJ.”), O'Grady v. Superior
Court, 139 Cal. App. 4th 1423, 1442 (2006) (A service provider’s compliance with a subpoena seeking the content
of a user’s communications, even if accompanied by a court order, would be an “unlawful act.”).

2 FTC v. Netscape Comme 'ns Corp., 196 FR.D. 559, 560 (N.D. Cal. 2000).

Y Facebook, Inc. v. Superior Court, 240 Cal. App. 4th 203, 224 (Cal. Ct. App. 2015) (quashing criminal defense
subpoenas to providers, and finding “no basis” under the constitution to override the SCA), petition for review

granted by California Supreme Court, 362 P.3d 430 (Mem); United States v. Pizrce, 78S F.3d 832, 842 (2d Cir.
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Katie Tesch
March 20, 2017
Page 2

obtain a search warrant based on probable cause to obtain communications content from a
service provider.”

Instead, you should send requests for a person’s Facebook communications to that person, who
has custody and control of his or her account, is not bound by the SCA, and is the proper party
for discovery requcsts.s As the Second Circuit has held, the SCA presents no constitutional issue
wherc a criminal defendant can obtain content via other means.” Litigants—including criminal
defendants—must avoid burdening non-parties whenever possi‘ole.7

Facebook users can log in to their accounts to download, preserve, collect., produce, and
authenticate their content. They can also use the Download Your Info tool and user Activity Log
to obtain content and related information. See hitp //www. facebook.com/help/405183566203254/
(last visited Mar. 20, 2017).

1f your subpoena seeks information about an alleged crime victim, you should also direct your
request to that person because the California Constitution provides additional privacy rights
during criminal proceedings. See Cal. Const. art. 1, § 28(b)(1), (4).

Facebook also objects to the subpoena as overbroad and vague.8 For example, your request for
“[a]ll records . . . including posts, messages”™ would likely include communications with people
that have nothing to do with this matter. As a nonparty with no stake in the case, Facebook
should not have to scour through a user’s account when you have other ways to obtain the

information.’

2013) (rejecting criminal defendant’s constitutional challenge to the SCA, noting because he could obtain content
via other means, such as by private investigator or issuing a subpoena directly to the communications participants).

1 18 U.S.C. § 2703(a); United States v. Warshak, 631 F.3d 266, 288 (6th Cir. 2010) (Compelied production of email
content from a service provider by a governmental entity requires a search warrant supported by probable cause.).

° See, e.g., O'Grady, 139 Cal. App. 4th at 1447 (Service providers such as Facebook are a “kind of data bailee,” and
“discovery must be directed to the owner of the dafa, not the bailee to whom it was entrusted."); see also Suzlon
Energy Lid. v, Microsoft Corp., 671 ¥.3d 726, 731 (th Cir. 2011) (finding the inability to obtain documents from a
provider does not affect the ability to obtain the documents directly from the user).

¢ Pierce, 785 F.3d at 842 (rejecting criminal defendant’s constitutional challenge to the SCA because he could
obtain content via other means).

7 O'Grady, 139 Cal. App. 4th at 1446-47; People v. Juckson, 110 Cal. App. 4th 280, 286 (2003) (“Although policy
may favor granting liberal discovery to criminal defendants, courts may nevertheless refuse to grant discovery if the
burdens placed on government and on third parties substantially outweigh the demonstrated need for discovery.”).

® See Jackson, 110 Cal. App. 4th at 286; see also CaL. CIv. PrOC. CODE §§ 2617.020, 2019.630.

Facdity, Inc. v. Superior Court, 33 Cal App. 4th 216, 224-25 (1997) (defining “improper fishing” as

Cedleor Space
[ace the burden ard cost i supplying information equally available to [« party] solely upon the

¢
H

an Cattempt i}
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Katie Tesch
March 20, 2017
Page 3

The most that Facebook could produce in response to a subpoena ot court order is non-content
information, such as basic subscriber information and IP logs. If you agree o withdraw your
subpoena to the extent it seeks content, Facebook might be able to provide reasonably available
non-content information after providing the users with notice and the opportunity to object. 0
Please let me know if you would like to pursue this option.

Your subpoena purports to command Facebook to appear in court in San Diego if it does not
produce the requested records, which it cannot do for the reasons described above. Facebook is
headquartered in Menlo Park, which is located more than 150 miles from San Diego, and thus is
not required to attend the hearing absent an endorsement on the subpoena from the court
directing it to appear. See Cal. Penal Code § 1330.

Finally, the subpoena was not properly served according to California Penal Code sections 1328,
1328d.

If you have any questions, feel free to contact me. Facebook preserves and does not waive any
available rights and objections.

Sincerely,
- T
P
T

Christian Lee

cc: Investigator Pascual Benitez (pﬂascual‘_hcnitcgf,.sdcoun[\-’,Ceggggy;)

[nonparty)™); Monarch Healtheare v. Superior Court, 78 Cal. App. 4th 1282, 1289-90 (2000) (holding that

“nonparty witnesses should be somewhat protected from the burdensome demands of fitigation”).

10 of Krinsky v. Doe, 159 Cal. App. 4th 1154, 1164-65 (2008) (stating that “[sjpeech on the Internet is . .. accorded

First Amendment protection,” and that, “{o]nce notified of a lawsuit by the website host or ISP, a defendant may

then assert his or her First Amendment right to speak anonymously through an application for a protective order or .
. a motion to guash the subpoena™),
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CR-125/JV-525

FOR CGURT USE ONLY

T ORNEY DR PARTY WITHOUT ATTORNEY (Neme, Stsfe Jar nucar, ard scdressl
KATE TESCH
OEFICE OF THE ALTERNATE PUBLIC DEFENDER
450 B STREET, SUITE 1200
SAN DIEGO, CALIFORNIA 82101-3905
TELEPHONE NO:  {61D) 446-2934 FAX NO. (Optiorti. (618) 446-2955
E-3AANL ADCRESS (Oplionel).
_ ATTORNEY FOR {Namaj: LANCE TOUCHSTONE B
SUPERIOR COURT OF CALIFORRIA, COUNTY OF SAN DIEGO
STREETADDRESS. 220 WEST BROADWAY
MAILING ADDRESS'

cry anp zie cope: - SAN DIEGO 92101

i GRANCH NAMI: B
CASE NAME.
THE PEQPLE OF THE STATE OF CA vs. LANCE TOUCHSTONE
h : CASE NUMBER
ORDER TO ATTEND COURT OR PROVIDE DOCUMENTS: CD268262

Subpoena Duces Tecum

You must attend court or provide to the court the documents listed below. Follow the orders checked in item 2 belaw. if you do nat,

the judge can find you, send you 1o fail, or issue a warrant for your arrest. ’

1. Ta: (name or business) Custodian of Records, Facebook inc.c/a Corporation Services Company, 2730 Galeway Qaks Drive
Suite 150N, Sacramento, CA 95833,

2. You mus! follaw the court arder(s) checked belaw:

a. [ Atiendthe hearing (O  You may be placed on call by contacting the attorney below.

b. [  Altend the hearing and bring all ilems checked in ¢. batow.

c. X Provide a copy of these items to the court (Do not use this form lo obtain Juvenile Court records):
All records associated with accoun—, in¢luding basic subscriber
records as well as stored contents of the account including timeline posts, messages, phorne calls, photos,
videos, lacation information, and userdnplit information from account inception to present date.

[0 ! this box is checked, provide all jtems listed on the attached sheet labeled "Provide These ftemns.”
d. (] If someone élse is responsible for maintaining the iterns checked in c. above, thal person (the Custodian of Records)

must also attend the hearing. )
e. [ Ifthis box Is checked and you deliver all items listed above fo the courl within 5 days of service of this order, you do

not have to atlend court if you foflow the instructions in item 5.

3. Court Hearlng Date: The court hearing will be at (pame and address of court):
Date; 04/07/2017 Time: 08:00 am SUPERIOR COURT OF CALIFORNIA, COUNTY OF SAN DIEGO
Dept: 11 Rm: 220 WEST BROADWAY, SAN DIEGO, CA 82101

Call the person jisted in item 4 below to make sure the hearing date has not changed. If you cannot go ta court on this date, you
mus! get permission {rom the personin ftem 4. You may be entitled to wilness fees, mileage, or both, in the discretion of the

court. Ask the person in itern 4 after your appearance.
4. The person who has required you 1o attend cour or provide documents is:

Name: _ Bmé Danielsen __ Phone Mo T

Tile:  JUDGE. SAN DIEGO SUPERIOR COURT e

Address: 220 WEST BROADWAY L
SAM DIEGO _cA

City ? / - o State ) /t?//
Dale _ ] {é /1{7 ,,,,, Signature %
e mgwevee s ORDER 10 ATTEND COURT OR péov;o’é"ﬁoctu"u{éﬁ"rs: Page 1202
CRADYI-L25 (Hew Jarmary 1, 2007 Subpoena/Subpoena Duces Tecum

{Criminal and Juveanile)

73



‘CR-1251JV-525

s v e ) e . ,‘ SV,
| THE PEOPLE OF THE STATE OF CA vs. LANCE TOUCHSTONE | CD2682562
I |

L}

i
i

| PP

5 a. Put all items checked in item 2¢ and your completed Declaration of Custodian of Records form in an 'én'\}e‘.ope. (You can ask the
person in ilem 4 where lo get this form) Adach a copy of page 1 of this order to the envelope.

b. Put the envelope inside another envelope. Then, attach a copy of page 1 of this form to the outer envelope or write this information on
the outer envelcpe:
(1) Case name
(2) Case number
{3) Yourname .
(4) Hearing date, time, and deparimrent .

Seal and mail the envelope 1o the Court Clerk at the address tisted in item 3. You must mall these documents o the court within five
days of service of this order

53

d. Ifyou are the Custodian of Records, you must also mail the person in item 4 a copy of your completed Declaration of Custodian of

Records.
The server fills out the section below.
Proof of Service of CR-125/JV-525
1. | personally served 2 copy of this subpoena on:
Date: Time: O am [0 pm

Name of the person served.

At this address:

After | served this person, ! mailed or delivered a copy of this Proof of Service 1o the person in item 4 on (date):

Mailed from (city).

2. | received this order for service on (date): and was not able to serve (name of person)
after (numberofseftempts) ___________ aflempts because:

a.[]  Theperson is nol known at this address.

b.[] The person moved and the forwarding address is not known.
c [J  Thereis no such address.

d.[J  The address is in a different county.

e.[]  lwasnot able to serve by the hearing date.
f. 3 Other (explain):
3. Server's name: - Phone no.
The server (check one)
a.[] s aregistered process server g0  works for a registered process server.
b.(3  isnota registered process server. e [0 is exempt from registration under Business and Professional Code
c. 0 is a sheriff, marshal, or constable. section 22350(b).

5. Servers address: . ‘k
If server is a registered process server.
County of registration: Registration no.. _

| declare under penalty of perjury under the laws of the State of California that | am at least 18 years old and not involved in this case and
the information above is true and correct.

Dater _ .

L I S

" TYPE OR PRINT NAME OF SERVER SIGNATURE OF SERVER

TCRAZSIN 525 [Naw January 1. 7007 ORDER TO ATTEND GOURT OR PROVIDE DOCUMENTS: " ' pegzorz
Subpoenal/Subpoena Duces Tecum

(Criminal and Juvenile)
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EAST COUNTY BRANCH
250 East Main Street, 8th FI.
Ef Cajon, CA 92020
(619) 44]1-4850
FAX (619) 4414846

CENTRAL OFFICE
450 B Street, Suite 1200
San Diego, CA 92101
(619) 446-2900
FAX (6:5)446-2955

JUVENILE DELINQUENCY
3530 Overand Sireet, Ste 104

NORTH COUNTY BRAN(CH
410 S. Melrose Drive, Sulte 200

Vista, CA 92081 San Diego, CA 92123
(760) 940-6430 OFFICE OF THE ALTERNATE PUBLIC DEFENDER (858)974-5818
FAX (760)940-6462 FAX (858)974-5808
SOUTH BAY BRANCH COUNTY OF SAN DIEGO
303 H Sureet, Suite 410
Chula Visia, CA 1910 MEGAN MARCOTTE, CHIEF DEPUTY

(619) 498-2085
FAX (619)498-2084

March 16, 2017

Facebook Inc. ¢/o Corporation Services Company
2730 Gateway Oaks Drive Suite 150N,
Sacremento, CA 95833

Dear Custodian of Records:

You have been served by this office with a Subpoena Duces Tecum (SDT), which requires that the cusiodian of
records for your business, or other qualified witness, appear in court at the date and time specified on the attached
SDT and produce the business records described.

Statement of Good Cause: Information is present on Facebook servers that presents material, exculpatory
evidence in this case. Given the exculpatory (non-“fishing”) nature of the evidence that is confirmed present in
Facebook’s possession, this request under the Fifth and Fourteenth Amendments guarantee of Due Process under
the United States Constitution would supersede any State ("ECPA") or Federal ("Stored Communications Act; 18
U.S.C. 2701 et seq.") statute involving privacy concemns of Facebook users. The information requested in the
attached SDT has been tailored specifically for one individual user with a precise and specific timeframe to limit
any overbroad or burdensome demands within of the request. Similar business records from Facebook, Inc. ate
provided to law enforcement and the Office of the District Attorney in numerous similar cases pursuant to valid
warrants without objection; the defense in this case is entitled to the same legal cooperation.

Attendance Pursuant to Penal Code §1330: The Superior Court has endorsed this subpoena additionally by
requiring your attendance pursuant to Penal Code §1330, in the event that you are unamenable to complying with
this subpoena via record production as illustrated below.

You may comply with the SDT, without the necessity of appearing in court, if you follow the instructions set
forth below. Records may be provided digitally to further reduce the cost and burden on Facebook Inc. Strict
compliance with these instructions is necessary in order to make the subpoenaed records admissible in court and
avoid the necessity of a personal appearance by your custodian of records or other qualified witness:

1. Make two (2) complete sets of photo copies of the records described in the SDT;

2. Complete the “Declaration of Custodian of Records” form, which is included with this letter. Be sure that
the appropriate boxes are checked and that the CITY, DATE, and SIGNATURE lines are completed at the

bottom of the form;

3. Place the second copy of the records and the ORIGINAL of the “Declaration of Custodian of Records”
form in a sealed envelope with the following on the outside of the envelope,

75



CASE TITLE: People vs. Lance Touchstone

CASE NUMBER: CD268262

WITNESS: Custodian of Records, Facebook, Inc.
DATE OF HEARING:  04/07/2017

4. Place the sealed envelope prepared in step 3 inside a second sealed envelope addressed as follows:

CLERK OF THE SUPERIOR COURT
220 WEST BROADWAY
DEPARTMENT 11

SAN DIEGO, CA 92101

5. Mail, or otherwise deliver to the court, the package prepared in steps 3 and 4.

CAUTION: YOU MUST COMPLY EXACTLY WITH THE FORGOING INSTRUCTION WITHIN FIVE (5)
DAYS OF YOUR RECEIPT OF THE SDT, UNLESS YOU MAKE OTHER ARRANGEMENTS WITH THE
ATTORNEY WHO ISSUED THE SDT, OR ELSE APPEAR IN COURT WITH THE SUBPOENAED
RECORDS ON THE DATE AND TIME INDICATED ON THE SDT.

I genuinely appreciate your cooperation in providing the subpoenaed records. 1 understand the nature of these
requests is sometimes burdensome and have made every effort to limit both the scope and the burdensome nature
of this request. If you have any questions regarding the SDT or how to comply with it, please do not hesitate to
call me at the Dc:partmént of the Alternate Public Defender (619-446-2900) or email me at

- kate.tesch@sdcounty.ca.gov.

Sincerely,

(Rsnze,

Kate Tesch
Deputy Alternate Public Defender for
Lance Touchstone
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i DECLARATION OF CUSTODIAN OF RECORDS = i |

I, , declare that 1 am the custodian of records or other qualified

witness for , and [ have the authority to certify the records of the

business described in the Subpoena Duces Tecum issued on , 2017, by the

Department of the Alternate Public Defender of the County of San Diego in the matter of:

The People of the State of California vs. Lance Touchstone

[] The documents attached to this declaration are true and correct copies of the records of the business
described in the Subpoena Duces Tecum and were preparéd by the personnel of the business in the
ordinary course of the business at or near the time of the act, condition, or event described therein.

a. Therecords are:

Afl records associated with account" including basic subscriber
records as wall as stored contents of the account Inciuding timeline posts, messages, phone calls, photos,
videos, location information, and user-input information from account Inception to present date.

b. They were prepared by (e.g.: photocopying,
computer reproduction, originals)

O The business has none of the records described in the Subpoena Duces Tecum.

[ declare under penalty of perjury that the foregoing is true and correct and that this declaration was executed

at | California, on |, 2017.

Signature
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SUPERIOR COURT OF THE STATE OF CALIFORNIA
IN AND FOR THE COUNTY OF SAN DIEGO

THE PEOPLE OF THE STATE OF )
CALIFORNIA, ;
Plaintiff, ; Case No.: SCD268262
. )
vs. | ) ORDER FOR PRESERVATION OF

| ANCE TOUCHSTONE, g 'STORED ACCOUNT CONTENT
Defendant. %
)
)
)

GOOD CAUSE APPEARING, IT [S HEREBY ORDERED that all stored content and

account information from August 8, 2016, to preserit be preserved by Facebook, Inc. for 180 days

(six (6) months) for the following account

The Court orders that Facebook, Ine. shall provide written notice to the Court whea such

preservation has been cempleted.

The Court further orders that Facebook, Inc., the District Attorney, and law enforcement

NOT disclose this Order directing preservation, as such notification may lead to tampering with
or destruction of evidence,

e sl

mﬁb@@?ﬁ(@ ERIOR COURT
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SUPERIOR COURT OF THE STATE OF CALIFORNIA
IN AND FOR THE COUNTY OF SAN DIEGO

THE PEOPLE OF THE STATE OF
CALIFORNIA,

Case No.: SCD268262
Plaintiff,
ORDER PURSUANT TO PENAL. CODE
SECTION 1330 FOR ATTENDANCE
AND COMPLIANCE WITH
ACCOMMPANYING SUBPOENA
DUCES TECUM

vs.
LANCE TOUCHSTONE,

Defendant.

NP N NN WP L L N, M A A et

i

GOOD CAUSE APPEARING, IT IS HEREBY ORDERED that, probable cause being
established that the requested records do appear to be in in the custody and control of Facebook
Inc., and that the requested documents are material and of exculpatory nature, the Custodian of
Records for Facebook Inc. is ordered to appear on April 7, 2017, at 9 a.m. in Department 11 of
Central Superior Court, County of San Diego, pursuant to the attached Subpoena Duces Tecum.
If the Custodian of Records does comply with the attached Subpoena Duces Tecum and does

provide the documents requested to the court, such personal appearance will not be necessary.

e 3//6' (7 /L/W/L/ ,

- JUDGE OF Eﬁ}IJPERIOR COURT
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SUPERIOR COURT OF THE STATE OF CA umw A K
COUNTY OF ALAMEDA 4 ey, -& /) 0%/
n }

\‘z(‘\(g,/ &

HAYWARD HALL m\qﬁgmmg’/e

\.

People of the State of California, ) x
) No. H56734 \«/fe
) s,
Plaintiff, ) Date: Februaryl3, 2015 7
)
v, ) Dept. 517
)
EDGAR TOLENTING, ) DECISION GRANTING
) NON-PARTY FACEBOOK’S
) MOTION TO QUASH
Defendant. ) SUBPOENA DUCES TECUM
)
PROCEDURAL POSTURE

In the instant matter, Defendant TOLENTINO is charged with one count of RAPE BY
USE OF DRUGS and one count of RAPE OF AN UNCONSCIOUS PERSON on May 25,
2014."

At the preliminary hearing on October 28, 2014, the victim, Jane Doe, was questioned on
cross-examination about anyone to whom she had disclosed information about the rape around
the time of the event. She testified she had told a female friend and her fiancé/boyfriend. She
communicated with the male two times, once by private FaceBook email, and also ina

phonecall.
Armed with that testimony, DEFENDANT filed a narrowly tailored subpoena dices
tecum secking to have FaceBook, which is not a party to the crimiinal action, produce any private

emails sent or received by Jane Doe from midnight of May 25, 2014 1ill 11:59 p.m. of May 26,

2014,

"A mal date has been set in Ma) 18 2015.
Peopl V. 1ﬂntmo H56734 MOUO”l ta Quash SDT




FaceBook filed a Motion to Quash the DEFENDANT s subpoena duces tecun.
Oral argument on the Motion to Quash was heard on Japuary 22, 2015.
[SSUES BEFORE THE COURT

DEFENDANT attached a portion of the transeript of the preliminary hearing showing that
Jane Doe testified that she sent a private email on FaceBook to her fiancé soon after the event.
DEFENDANT claims he is entitled to know what fane Doe’s prior statements about the event
were, since they were close in time to the event. He needs these statements to prepare for trial.

FaceBook takes the position that they are not a party to the action, they are merely a
holder of the “electronic communication” that might exist on the Jane Doe’s private message
portion of her FaceBook page. As such, FaceBook says they are “prohibited” from disclosing the
sought after “electronic communication” by the Stored Communications Act [hereafter SCA],
since none of the “exceptions” allowing a provider to divulge apply here. 18 U.S.C.§2701 et seq,
see §2702(a)-(b). Further, FaceBook asserts that the DEFENDANT is able to get the records he
secks by other means - he can subpoena the records from the account holder, Jane Doe, or the
recipient of the message.

The People could obtain the records sought by the instant subpoena duces tecum, and any
additional records that probable cause would support, by having the investigating agency or a DA
inspector seek a search warrant for those records. The People took no position at oral argument,
however, and filed no memorandum or points and authorities,

ANALYSIS
1. CONSTITUTIONAL ARGUMENT RE: DUE PROCESS

DEFENDANT contends that he has a constitutional, federal due process right to 'prepare

his defense. The information sought is necessary to prepare for his defense. To the extent that




the SCA interferes with that right, he claims the statute is unconstitutional.” The California
Supreme Court seems to have determined otherwise.

In People v Martinez (2007) 47 Cal.4" 399, the defendant was convicted of first-degree
murder of a mother and attempted murder of her child; he was sentenced to death. Before
preliminary hearing and trial, the defendant had requested the juvenile court 1o allow him to
inspect the juvenile dependency case file of the minor victim. The juvenile court reviewed the
file in camera and ordered some psvchological assessments of the minor be disclosed; while
other records were not. Martinez appealed and requested full access to the dependency file.
The California Supreme Court affirmed the judgment in all respects.

Among other things, Martinez appealed from the denial of pre-trial discovery of the
dependency files of the minor victim, asserting it was a violation of his right to confrontation
under the Sixth and Fourteenth Amendments. Further, Martinez sought a post-conviction right to
personally review the files. The Martinez court cited to the plurality opinion in Pennsylvania v.
Ritchie (1987) 480 U.S. 39, where the U.S. Supreme Court interpreted the right to confrontation
as a trial right. “Nothing in the case law supports...a view” that the confrontation clause creates
a constitutionally compelled right to discovery. Pennsylvania v. Ritchie at p. 52-54.

Additionally, the Martinez court noted that, “we have rejected claims that the Sixth
Amendment right of confrontation extends to requiring the granting of pretrial discovery
motions” and concluded that the defendant did not have the right to pre-trial or post-trial review

the file of the minor victim, as the juvenile and trial courts’ in camera review found no additional

“material” evidence to disclose. People v. Martinez, at p.454, fn.13.

2 The SCA was initially passed in 1986, Atoral argument, poth counsel seemied to agree that there is no binding
precedent on the issue before this court. From this, the court is concluding that neither has avy court declared the
statute unconstitutional for the reasons presented in this case

People v. Tolentino, H56734 Motion to Quash SDT



People v. Martinez and Pennsylvania v. Rifchie are distinguishable from the instant case
in that, here the government 1s not the holder of any of the records sought. Rather, the holder of
the records is the victim Jane Doc as account holder/customer of FaceBook, or her
fiancé/boyfriend as receiver of the FaceBook email.

5 ON WHOM SHOULD THIS SUBPOENA DUCES TECUM BE SERVED?

FaceBook contﬁds that as non-parties to this criminal action, they are prohibited by
federal law, namely, tie SCA, from turning over the “electronic communication’ unless one of
the SCA’s exceptions apply. A subpoena duces tecum is not one of the legal exceptions to the
prohibition from divulging “alectronic communications.” 18 U.S.C. §2702(a), (b).

As FaceBook points out, the DEFENDANT has a remedy, namely, to serve a subpoena
duces tecum on either Jane Doe (the FaceBook customer and sender of the private FaceBook
emails sought), or her fiancé/boyfriend (the receiver of the private FaceBook emails sought).

The DEFENDANT relies on Vela v. Superior Court (1989) 208 Cal.App.3d 141, 148,
for the proposition that the trial court can compel discovery of statements of witnesses about the
issues at trial. But Vela, like People v. Martinez, and Pennsylvania v. Ritchie, is a case where the
records are in possession of the government, nota third party. The court finds Vela is factually
distinguishable and not binding in this case.

3. IS FACEBOOK BOUND BY 18 U.S.C. §27027

Is FaceBook prohibited from divulging electronic communications by the SCA?

Seemingly it is since it is an email provider, and as such would be considered an “electronic

comniunication service.” FaceBook is similarly situated to both AT&T and Google, which have

been held to be bound by the SCA prohibition.

People v. Tg)lentino~,




“The Ninth Circuit has held that wireless communications providers such as AT&T are
properly classified as an ‘electronic communication service.”” Quon v. ArchWireless Operating
Co., Inc., 529 F.3d 892, 900, (9" Cir., 2008) reversed on other grounds by City of Ontario, Cal.v.
Quon, 560 U.S. 746.

In a federal case between civil litigants in employment contract dispute, one party filed a
subpoena duces tecum on AT&T secking text messages of opponent. The court noted,

“While the SCA prohibits AT&T from disclosing the content of any text messages to

Defendants pursuant to a subpoena, the SCA does not prevent Defendants from obtaining

this information through other means... [D]ocuments reflecting the content of Plaintiff’s

text messages are within his “contro]” because he has ‘the legal right to obtain these

documents on demand from AT&T.” [Citations.] Because Plaintiff is the ‘originator’ of
his text messages, he may request copies of these messages from AT&T consistent with

the SCA.”

Mintz v. Bartelstein (2012) 885 F.Supp.2d 987, 994.

In Negro v. Superior Court (2014) 230 Cal.AppA‘h 879, 888, plaintiff filed a case in
Florida charging numerous employees’ with breach of duty and engaging in unfair competition
with plaintiff. In Florida, the plaintiff sought the defendant’s emails from a Google Gmail
domain. After a Florida court proceeding, the plaintiff filed an subpoena duces tecum in a
California court. Google moved to quash the subpoena on grounds that SCA prohibited them to
divulge contents of electronic communication pursuant to a subpoena. The California trial court,
denied Google’s motion to quash, and ordered by “judicial decree éf user gonsent” that Google
produce the records and deliver them to a third party for review. Google filed a motion seeking a
new order directing the email account holder to consent to allow Gmatl to produce the email so

that Google would not violate the SCA. At that point, the account holder petitioned for writ of

mandate to California court of appeal, arguing he had not consented at all.




The California Court of Appeal addressed the account holder’s petition for writ of
mandate, and stated, “[I]nsofar as any state law requires a person to violate federal law, 1t 1s
preempted and unenforceable. .. Therefore Califorma’s discovery laws cannot be enforced in a
way that compels Google to make disclosures violating the Act.” Negro v Superior Court at p.
888-889. The Court of Appeal went so far as to say that for the trial court to direct Google to
violate a federal Jaw was a manifest abusc of discretion. [d at p. 893.

Under the federal SCA, “electronic communication services” shall not knowingly divulge

to any person ...the contents of a communication while in electronic storage of that service (18

U.S.C. §2702(a)(1)) unless one of the specific exceptions in 18 U.S.C. §2702(b) apply.

It appears that §2702 lacks any language that explicitly authorizes a service provider to
divuige the contents of a communication pursuant to a subpoena or court order. Fiacom
International Inc. v. Youtube, Inc., 253 F.R.D. 256, 264 (S.D.N.Y. 2008).

SUMMARY
The DEFENDANT has other means to obtain the records sought. The DEFENDANT to

date, has neither expended nor exhausted any attempt to serve a subpoena duces tecum on either

the sender or intended recipient of the email messages.
Therefore, the Court declines to declare the SCA unconstitutional.
To order FaceBook to violate the SCA would be a manifest abuse of discretion.

IS GRANTED.

o
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Cause Nos. F11-42288-U, F11-42289-U and F11-42290-U

THE STATE OF TEXAS § IN THE 291° JUDICIAL
VS. § DISTRICT COURT
Antonio Hererra § DALLAS COUNTY, TEXAS

TRIAL COURT’S ORDER AND FINDINGS OF FACT
ON DEFENDANT’S REQUEST FOR A SUBPOENA DUCES TECUM

The Court having considered the Defendant’s request for a subpoena duces tecum

and the Movant, Facebook’s motion to quash the subpoena, now makes the following
ruling and findings:

1.

The Court finds the Defendant subpoenaed both subscriber content and non-
content records from Facebook via a subpoena duces tecum citing an exception to
the Stored Communications Act relating to allegations of sexual abusc. 18 U.S.C.
2702(b)(6). Facebook, by and through their attorney of record, filed a motion to
quash the subpoena.

The Court finds that the exception to the Stored Communications Act cited by the
Defendant in his subpoena does not support the request for the records. Section 18
U.S.C. 2702 (b)(6), the exception upon which the Defendant relied, states that the
provider may divulge contents of a communication to the National Center for
Missing Children and Exploited Children in connection with a report submitted
thereto under section 2258A of the Act.

The Court further finds that the Stored Communications Act permits only
governmental entities to obtain subscriber content via a warrant. The Defendant, a
non-governmental entity, requested both content and non-content subscriber
records via a subpoena duces tecum. Accordingly, the Court finds that the
Defendant is not entitled to the content of the subpoenaed information based on
Stored Communication Act. See 18 U.S.C. 2702 generally.

The Court finds, however, that the Defendant would be entitled to the requested
non-content subscriber records. See State v. Harrison, 2014 WL 2466369, *3
(Tex. App.-Ft. Worth, 2014); 18 U.S.C. §2702(c)6) (holding that a provider
covered by the Stored Communications Act may disclose non-content records to
nongovernmental entities without restriction).

&8



. Accordingly, the Court concludes that the Defendant is entitled to the requested
non-content subscriber information only. The Court hereby grants the Movant,

Facebook’s motion to quash as it relates to subscriber content information.

SIGNED this the 28th day of October, 2014.

s/

JUDGE JENNIFER BALIDO
2915T JUDICIAL DISTRICT COURT
DALLAS COUNTY, TEXAS
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IN THE CIRCUIT COURT
moenemen  EILE
UL 06 200

PEOPLE OF THE STATE OF ILLINOIS) ﬁ%g DI areor”
3 DISON COUNTY, RUNOIS

va )

) No. 08 CF 2781

BRYAN POUR ;

Defendant. %

ORDER

The matter has been presented to the Court on a Motion to
Compel Compliance with Subpoena as filed by defendant
herein and as directed to Facebook Inc.. Defendant is
represented by attorney Watkins, the State of Illinois by
attorney Vucich, abd Facebook Inc. by attorney Gossman.

In response to the motion, attorney Gossman filed an objection.
Hearing was held on these matters, arguments presented, case
law and statutes cited, additional briefs weze submitted and the
court held the matter sub judice. The court being fully advised
in the premises and having considered the matter, denies the
Motion to Compel.

The Court agrees with the contentions of Facebook as
submitted by attorney Gogsman and finds additional factors n
reaching this conclusion.

" The disclosure by Facebook is barred under federal law. The
Court finds that the sections of the U.S. Code refesred to as the
Electronic Communications Privacy Act do not permit
respondent to disclose the requested information.

The recquest would put an undue burden upon respondent.
Facebook is not a party to this proceeding and it appears that
substantial effort would be required to search for data identified
with the approximately twenty-tiree individuals listed.

The request is vague and overly broad in that specific
identifiers of these individuals are not given, nor i$ the means
of locating or identifying them. Their relationship to the case ig
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not obvious and thejr substantive knowledge is speculative, The
request asks for complete “profiles” extending for months and
secks “any and all” correspondence exchanged between these
listed individuals and any and all other parties.. What part of
that, if any, that would be relevant and material is unknown. No
explicit claim has been asserted. There is no discemible basis to
demand these individuals” communications to “all others”.

The request would appear to place an obligation upon
respondent to create or produce documents or material which
do not currently exist in that format. In almost all cases, the
burden to produce via subpoena is for material in a form as it
exists. It is not generally required of a respondent to create
material in. a form which burdens them to produce documents,
formats , or swunmaaries in a manner not common to their usage
or storage. .

The court is further concerned with guestions of individual
privacy. Facebook may have access to requested information,
but are they entitled to disclose it? No individual has apparently
consented to disclosure. Is there an issuc of bailment? Even if
they were permitted to disclose, the court should carefully
weigh privacy interests of the parties, their cxpectation of
privacy, and the broad intrusiveness of the request. In doing so,
the court finds that this request to Facebook is overly broad,
burdensome, intrusive, speculative, contrary to federal law and

contrary to public policy.

DATE: 1July 2010

JUDGE
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COMMONWEALTH OF MASSACHUSETTS

PLYMOUTH, ss. PLYMOUTH DISTRICT COURT
DOCKET NO. 1059CR2265

COMMONWEALTH
Y.
SHAUN MCCARTHY

MEMORANDUM AND ORDER
ON MOTION TO QUASH SUBPOENA

The defendant is charged in this case with aggravated assault and battery with a dangerous
weapon, in violation of G. L. c. 263, § 15A(c). The defendant is alleged to have hit Jared Smith
in the head with a fire extinguisher, seriously njuring Mr. Smith. The defendant contends that
after the complaint issued in shis case, Mr. Smith “began to send statemeats to the Defendant on
his Facebook account.’ The statermnents at issue “appear to come from the Facebook account of
[Jared Smith].” The defendant printed individual screen “snapshots” of some or all of the
Facebook postings and communications,

I. Relevant Procedural History.

The court (Gilligan, J.) held a limited evidentiary hearing in this case on March 2, 2011, in
order to compel Mr. Smith to provide his date of birth, Mr. Smith testified at that hearing.
Defendant’s counsel represents it his Affidavit In Support Of Defendant’s Motion, Pursuant To
Mass. R. Crim. P. 48, That This Court Enter An Ocder For Sanctions Against Facebook, Inc.
(“Bergeron Affidavi™) that at the hearing, Mr. $mirh “disavowed the statements, referenced he
could not have authored the statements fram the hospual, and thar the account was closed.”

On March 31, 2011, the defendant filed a motion for an order dirceting Facebook, Inc.
(“Racebook™) 1o produce Mr. Smith’s User Profile Information, including the account holder’s
identity, information sharcd on the account, and the user’s choice of privacy settings. The court
{Hand, J.) allowed the motion on April 6, 2011, and ordered the keeper of recards for Faccbook
to produce certified copies of User Profile Information, “including public and privatc notes.
private messages, status updates and rosponses, and wall pustings and responses, of Jared Snuth,
DOR §-2-89, from July 13, 2010 through present.”” Notice of the motion had not been given to

Facebook or to Mr. Smith.

IThese statements, detailed in the Memorandum O Law In Support Of Defendant’s
Motion, Pursuant To Mass. R Crim. P. 48, That Facebook, Inc., Be Sanctioned, pp. 4-5, are set

out in note 7, below.

Commonwealth v. Shaun McCarthy, Dogket No, 1059CR2265
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On April 29, 2011, counsei for Faceboox responded by lerter 1o defense counsel, advising
counsel that Faceboak objected to the subpoena for records of Mr Smith’s User Profile
Information on the grounds that (1) the information sought is protected under the Stored
Communications and Privacy Act (“SCA” or “statute”), 18 1.S.C. § 2701, er seq.; (2) a warrant
is required to obtain the information sought; (3) the order under which the subpoena 1ssued was
made without Facehook’s having had an opportunity 1o be heard; (4) the information sought
could be obtained by obtaining a search warrant, or by an order directing the user to provide the
information directly; and (5) because the contents of any Facebook communication could be
authenticaled by other means.

Facebook did not produce any documents n response 10 the subpoena.

On June 22, 2011, the defendant moved for sanctions against Facebook .

On July 1, 2011, Fecebook filed & motion to quash the subpoena, an opposition to the
defendant’s motion for sanctions against i, and & cross-motion for sanctions agaiast the
defendant. On July 19, 2011, the defendant filed an opposition to the cross-motion for sanctions;
Facebook filed a reply on July 25, 2011

The motions to compel and to quash, and the cross-motions for sanctions, were heard on
July 26, 2011,

1L, Analysis.

A. Bffect of Stored Communications Act, 18 US.C. §§ 2701, ef seq.

The SCA resiricts the freedom of “providers” of “electronic communication service(s)”
(“ECS"Y and “remote computing service[s]" (“RCS™)’ to divulge or disclose to others the
contents of communications stored, cartied or maintained by or on those services. See 18 U.S.C,
§§ 2702(a), 2703(a), (b), Crispin v. Christian Audigier, Inc., 717 F. Supp. 2d 965, 971-972
(CD. Cal. 2010). It likewise resiricts the ability of such providers to divulge or disclose “a record
or other information pertaining 1o a subscriber or 10 a customer of such service[s].” 18 US.C. §§

For the purposes of the statute, **electronic communication service’ means any service
which provides to users thereofl the ability to send o receiye wire or electronic communications.”
18 U.8.C. §2510(15). *‘[Bllectronic communication’ means any transfor of signs, signals,
writing, images, sounds, data, or intelligerce of any nature transmitted in whole or in part by a
wire, radio, electromagnetc, photoclectronic or photooptical system that affscts interstate or
foreign commerce . .. .7 18 U.S.C. §2510012).

[ T]he term ‘remote cOmMputing service’ means the provision to the public of computer
storage or processing services by means of an electronic communications system.” /d., § 2711(2).
“Electronic communications system,” i turn, 1s defined as "any wire, radio, electromagnetic,
phatooptical or photoetectranic facilives for the transmission of wire or elecironic
communications, and any computer facilities or related electronic equipment for the electrenic
storage of such communications.” Id., § 2510(14).

Commaonwealth v_shaun MeCarthy, Docket No 1059CR2265
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2702(3), 2703(c). The statite himits both "the government’s right Lo compel providers o disclose
informarion in their possession about their customers and subscribers,” Crispin, citing 18 UL.S.C. §
2703, and “the right of an Internet Service Provider (1SP°) to disclose information about
customers and subscribers . .. voluntarily.” Jd, citing 18 U.S,C. § 2702,

Much of Facebook’s argument depends on its status as a “provider” subject to the terms
of the SCA  The court has not taken any evidence on this point, but for the purposes of this
motion, the defendant appears to have conceded that the SCA does apply to Facebook. In
considering the motions at issue here, the court has assumed, withoul being asked to decide, that
the SCA does apply to Facebook as a “provider” of both ECS and RCS.

osure of gontent of communigations.

Section 2702 of the Slaﬁ.;l.blnf:ﬁkpr()hibi‘ts a provider from divulging to any person or entity
“rhe contents® of @ communication.” 18 U.S.C. § 2702(a)( L)(ECS), § 2702(a)(2)(RCS). That

1 Voluntary

general prohibition on disclosure is, however, subject te a set of enumerated exceptions, See id,
§ 2702(b)(1)-(8). Among these excepnens s § 2702(b)(1), permitting a provider of ECS or RCS
to disclose the content of a communication 1o an addressee or intended recipient of such
communication,” and § 2702(b)(3), allowing the provider to divulge the coutent of 2
communication “with the lawful consent of the originator or an addressee or intended recipient® of
such comrnunication, or the subscriber in the case of remote computing service," See id.
(emphasis added), The statute does not prohibit Facebook, if given “lawful consent,” from

divulging to the defendant the contents of any communication for addressed to the defendant, or

e [Clontents’, when used with respect to any . . electronic communication, includes any

information concerning the substance, purport, ¢ MeAnng of that communication,” /d., § 2510,

$The terms “addressce.” “intended recipient” and “originator” arce not defined tor the
purposes of the statute. The court gives them their plamn mearings.

Commenwealih v, Shaun McCarthy, Docket No. 1059CR2265
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which the defendant was intended to receive ® Likewise, the statute permits Facebook 1o release
the content of 4 communication if provided with the consent of the “originator”’ of that
communication.

2 Voluntary disclosure of pon-content information
While the SCA forbids a provider of ECS or RCS to disclose “a record or other
information pertaining to & subscriber of such service” 10 a “governmental entity,” id, §
2703(a)(3), it permits, without further restriction, the provider's volumary disclosure of this non-
coment information “with the lawful consant of the customer or subscriber,” id., § 2703(c)(2),
and separately, “1o any person other than 2 governmental eatity.” [d., § 2702(c)(6). The SCA
does not prohibit Facebook from disclosing non-content subscriber information to the defendant.

3. Compelled disclosure of content and non-content information
Section 2703 of the statute addresses “required disclosure of customer communications or
records.” Under this scetion, only a “govenimental entity”” may “require” disclosure of the

70 the court’s knowledge, the defendant has not yet provided Facebook with “lawful
consent” Tor disclosure o him of the content of any communications addressed 1o him or which
Le was the imended recipient. Provided with that information, Facebook “may” release the
content of such communications to the defendant, Although Facebook indicates its preference to
have the consent of both originator and intended recipient of a given communication before
disclosing such a communication, the statute does not appear to require this belt-and-suspenders
approach.

"This term is not defined for the purposes of the statute. The court notes, however, that in
opting not to use terms Jike “user,” defined as “any pesson or entity who ~ (A) uses an electronic
communication service; and (B) is duly aothorized by the provider of such service to engage in
such nse,” 18 U.S.C. § 2510(13), the statute’s drafters may have intended to allow 2 provider to
disclose content with the consent of the person from whose account the communication began,
regardless of whether that person wag the actual author or sender of the communication.

¥The defendant hias likewise not obtained Mr. Smith’s “lawful consent” to Facebook's
release of the content of any messages originating with him, or, with respect 1o RCS, coming from
an account ar service for which he was or is the subscriber. ‘While Mr. Smith may not be willing
provide such consent on a voluntary basis, the defendant is abile 1o seek a court order compelling
Mr. Smith 10 authorize release of the information.  See, e.g., Commornwealth v. Burgess, 426
Mass, 206 (1997)(2ffirming Superior Court order compelhng defendants in insurance fraud
prosecution to execute form authorizing release of defendants’ IRS tax records),

%[ Tlhe rerm ‘governmental entity” means a department or agency of the United States or
zny State or political subdivision thereof” 18 U.S.C. §2711(4).

Commonwealth v. Shaun MeCarthy, Docket Na. 1059CR2265
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content of communications or ol non-content information. As neither the defendant nor this court
is & “governmental agency’ as that term s defined for the purposes of the statute, the terms of the
statute do not permit Facebook to comply with this court’s arder to produce the records that the

defendant seeks.

B. Availabiity of information from sources other thag Facebook,

Facebook argues that the informatior. the defendant seels from Facebook is available from
Mr Smith  Although the court accepts Facebook’s representation that Mr. Smith's account
“appears to be active,” the court has no way of determining the significance of that fact. While
the court presumes that the user of an “active” account is able 1o obtain at least somé current non-
content information about his or her own account, that fact has not been established here The
court is completely without a basis to determine whether past information — whether the
information includes the content of comumunications or is of the non-content variety — is archived
in some way by Faceboolk; if so, the eourt does not have any sense of whether a user with an
active account could access past user setfings, messages, noIes, postings, ot any other information
implicating the user’s individual account. On the information available to the court, Facebook's
argument that it should be excused from producing the information sought by the defendant on
the grounds that that information is availabie from other sources is not compelling.

Likewise, Facebook’s argument that providing the requested informmation would be unduly
burdensome is not especiaily persuasive. The tme Frame identified by the defendant is limited.
Given that the SCA prohibits disclosure of the content of Mr, Smith’s communications without
the consear of the intended recipient of each communication, or of Mr. Smith, it is reasonablc to
assume that the defendant intends to limit any request for content 1o those communications
berween himself and Mr. Smith, and perhaps with the few other addressees of Mr. Smith’s
communications who could be persuaded to provide consent for disclosure of the content, or
whom the defendant could persuade the court to order 1o provide such consent, The non-content
information would likely be limited to that maintained for Mr. Smith’s account. The court has
difficulty crediting any argument by Facebook that disclosure on this scale would be unreasonably

hurdensome

C. Defendant’s consututional argument.
The defendant’s argument that the Sixth and Fourteenth Amendments to the United States

Constitution, and Arricle XII of the Massachusetts Declaration of Rights, demand that Facebook
comply with the court’s order to produce the information at issue is not, at this point, necessary

to decide.

As the defendan: makes clear, his challenge in this case is not the facial constitutionality of
the SCA, but rather that Facebook's failure to comply with this court’s order deprives the
defendant of constitutional rights. Facebool is not permitted to divalge the information at issue
in respanse to this court’s order. It is permitted, howevet, to disclose the cantent of the subject
communications 1o the defendant if provided with the consent of the addreseee or intended
recipient of each communicanon, and/or the consent of the originator of the communication. It is
likewise permitted to release account and other information with the consent of the customer or

Cammonwealh v Shaun McCarthy, Docket Mo, TOSSOR2265
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sceount holder. To this point, the defendant has not pursued the routes available under the SCA
to permit Facebook to provide the information sought. Because Facebook has left open the
possibility that it will provide the defendant with the information he seeks if the defendant
provides the necessary consent, the court cannot say that Facebook s denying the defendant
access to exculpatory informartion, or atherwise acting i1n & way that violates the defendant’s
rights. If, provided with the lawful consent required under the statute, Facebook still declines to
produce the information it is permitted to disclose or divulge, the defendant’s argument would
become significantly more persuasive.

D Facebonl s ability o authenticate records,

Facebook's claim that it is not the appropriate party 1o authenticate the records sought by
the defendant is questionable. Given Mr. Smith’s testimony denying that he sent any of the
messages, and stating that the account was “closed” at the time the messages appear to have been
sens, it 6 nat likely that Mr. Smith will authenticate any of the information at issue, Even if that
were not the case, ar {east some of the messages are threats,'® making it likely that the defendamt

16Ty o siatements from the Facebook account of Jared Smith to the Dofendant's Facebook
account include:

“sa you tryin to meet up soon of what mafiicka;”

a.

23 “ was deemed a menasice 1o society when I waz 16 .. don't play cards w/me . .
but you damn wrong Lo think I ain’t gunna catch you alone bitch;”

o. “hest believe ive got new heat since 3* home;”

d. “im coming for you and the day I find your is the day | ern my 2" tear bitch,”

c. “ don’t care what vou have 1o say . . . no matter what, when I catch you .. . you
fuckin endin kid;"

. “i hoen 1o jail . .. ive been inan gang [ sell drugs like it what im made for . . . best
believe I got a brandy new 39 with ny name on it . . and act hike I aint comin 10
you bitch weither you fucked up or w.e. or made a mistake or if 1 was out of line .

you just so happen to fuck with all the hood rats, guns, drugs, and people on

my side . . . you a dead man white boy . . . go ahead and print this shit . . ., 1 was
spose 1o go to jail for 5 years back in 06 .., biteh { was out in 07 . . . that was my
first murder . . . you the second mafucka;”

g. “emall fee and 1 can make it 5o all this don't go to supreme court.”

v Shaun MeCarthy. Docket Mo, 10S9CRZ265
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has and would exercise a privilege agamst salf-incrimination, Mr. Smith is unlikely te be willing
<0 authenticate eny of the information in question on a voluntary basis; the count is unhkely to be
in 2 position to require him to do 5o mvolumarily

The defendant presomably could testify that i recoived cortain messeges through hus
Facehook account, and that each message wis attributed to a particular sender. That testimony,
however, would not render the information admissible. See Commorwealth v Williams, 436
Mass. $57 (2010)( Analogizing a Myspace Web page to & telephione call, a witness's testimany
vhat he or she has received an inconting call form a person clatming to he “A) without more, 18
insufficient evidence ta admit the call as a conversation with ‘A " {quoting Commomvealth v.

Hartjord, 346 Mass. 482, 488 (19630,

L L)wpel CONCRrIy.

The court erced in hearing the defendant’s mmotion for production of records without
notice to Facebook or to Mr. Smith. The issue of notice as to Facebook is, at this point, moot,
Mr, Smith, however, is entitled o be heard on the defendant’s motion for production of the

Facebool records.

F. Contempt as 1o Facebock,
The motion for contempt, and for sanctions, apainst Facebook and/or its counsel is dened.

G. Contempt_as to the defendant,
The motion for cantempt, and for sanctions, aganst the defendant and/ar his counsel 1s

Bergeron Affidavit, § 8.

Ufgeebook’s argument that it is unable to authenticate the “provenance” of particular
communications is certainly correct to the extent that Facebook contends that it cannot prove that
Mr. Smith, and not another typist, was responsible for composing and transmitting particular
commurications, What the court présumes that Facebook could do, however, is, for example,
provide evidenice on points including whether a plven message was sent from a given account, or
whether a given account was capable of being used to send or receive communications on a
pariicular date.
mmoenwealth v, 8 hann MoCarthy, Docker No. 1035CR22465

Co
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fir  Qrder,
The motion to quash the subpeena is ALLOWED, The motion is, however, allowed

without prejudice to:

the defendant’s making further efforts, consistent with the 2p licable law and ruics
w H 1

A,
including the SCA, 1o request that Facebook voluntarily produce the content of
any communication eddressed to or intended 10 be received by the defendant,

B the defendant’s moving to compel Mr, Smith and/or other individuals to authonze
Facebook to release the substance of communications from histher/their Facebook
account(s), and/or information relating o thatAhose account(s), or,

C the defendant’s taking any other steps, consistent with the applicable law and rules,

16 obtain from Facebook the information sought through the order and subpoena

at 18sue.
DENIED.

Both ‘e defendant’s and Facebook’s motians for contempt and sanctions are

So ardered.

DATED: September 13, 2011

- Shaun MeCarthy, Docker No. 10S9CR2265
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MEGAN MARCOTTE, Chicl Deputy SRR EEE L T

Office of the Alternate Public Defender i f the Superior Gourt
KATE TESCH. Deputy Alternate Public Defender e apss
California State Bar No. 284107 aPR w201
450 B Street, Suite 1200 ‘ -
San Diego, California 92101 nyr A Fitzeerald | DBnuly

Telephone: (619) 446-2934
Fax: (619) 446-2935

Attorneys for Defendant
LANCE TOUCHSTONIE

SUPERIOR COURT OF THE STATE OF CALIFORNIA
IN AND FOR THE COUNTY OF SAN DIEGO

THE PEOPLLE OF THE STATE OF )
CALIFORNIA, )
; Case No.: SCD268262
Plaintiff, )
3 OPPOSITION TO FACEBOOK’S
VS, ) MOTION TO QUASH SUBPOENA
- o ) DUCES TECUM; POINTS AND
LANCE TOUCHSTONE, ) AUTHORITIES IN SUPPORT OF SDT
)
Defendant. ) pate: April 27,2017
; Time: 9 a.m.
) Dept.: 11
)

|

Defendant Lance Touchstone, through counsel, seeks enforcement of the Subpoena
Duces Tecum issued as an Qrder by this Court on April 7, 2017. The Motion to Quash filed
by counsel for Facebook, Inc. relies on the Stored Communications Act which prohibits-
with numerous exceptions and authorizations-the disclosure of certain electronic
communications. However this federal law does not tramp Mr. Touchstone’s constitutional
and fundamental rights to due process and a fair trial, which prevail in a conflict with
statutory law. Additionally, there are no remaining alternative methods for defense counsel
(0 obtain this exculpatory, material, relevant evidence. Without alternatives for obtaining
(his constitutionally fundamental discovery, Mr. Touchstone requests that the Court

enforce the subpoena and order Facebook to comply with the Order.
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STATEMENT OF FACTS

In early August 2016, Lance Touchstone drove from his home in Pope Valley,
California, to San Diego, California, to visit his sister Rebecca. When he arrived in San
Diego, Mr. Touchstone learned thal Rebecca’s boy friend, Jeffrey Renteria, had moved into
her apartment. Over the next several days, Mr. Touchstone started to observe odd behavior
by Mr. Renteria. He grew concerned for Rebecca and his own safety on August 8, 2016,
when he noticed that Rebecea’s personal guns and ammunition were missing from the
apartment. Later that same day, as Mr. Touchstone and his sister attempted to contact Mr.
Renteria regarding the missing firearms, Mr. Renteria made threatening statements to harm
Mr. Touchstone and Rebecca. Mr. Touchstone and his sister were both concerned, alarmed,
and afraid.

Iater that day, while Mr. Touchstone and Rebecca were sitting on the living room
sofa, Mr. Renteria burst through the front door and charged at them. Mr. Touchstone was
armed with his personal handgun at the time and fired three to four times at Mr. Renteria.

Mr. Renteria fled to the street and was assisted by neighbors and. He was hit three
times - once through the torso and once in each arm. Mr. Touchstone sct aside his weapon,
called 911 to report the incident, and was ultimately arrested for the assault. He was
compliant and cooperative with officers throughout their investigation, giving a detailed
explanation of the day’s cvents and his efforts to defend himself against Mr. Renteria.

Since the shooting incident, Mr. Renteria has been extremely active on his personal
Facebook account. He posted updates of his physical recovery from the hospital, requesting
personal messages from people over the Facebook messaging system. He posted updates of
court hearings in this case, seeking community involvement at the preliminary hearing. He
created 2 GoFundMe.com page and posted it on Facebook, soliciting money for his
medical care. Later, as Mr. Renteria continued a romantic relationship with Rebecca
Touchstone, he joked about killing her on his Facebook page. e posted about his use of
drugs and the impact drugs have on his mental wellbeing. He posted about the use of guns

and committing robbery, describing in detail his desire to rob and kill people.
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These posts were made on the public portion of Mr. Renteria’s Facebook page,
which are visible to all users. The above summary does not include any private posts,
photos, links, notes, or user-to-user messages, as those records are unavailable to the public
and not available or known to defense counscl.

PROCEDURAL BACKGROUND

On February 28, 2017, defense counsel mailed a Subpoena Duces Tecum (“SDT”)
to Facebook, Inc. (“Facebook™) seeking the stored contents of Mr. Renteria’s personal
Facebook page. (Exhibit A to Faccbook’s Motion to Quash) Hearing no response in two
wecks, and anticipating an error in the mailing, defense counsel researched alternative
means to obtain the requested records from Facebook. On March 16, 2017, defense counsel
obtained an SDT signed by the Honorable David Danielsen of this Court, which included
orders to preserve the requested content and comply with the SDT. (Exhibit C to
Facebook’s Motion to Quash) The Court signed the SDT after reading defense counsel’s
declaration describing the relevant, exculpatory, and material nature of the records sought.
(See Defense Counsel’s Declaration in Opposition to Motion to Quash)

The Court-issued SDT was received by Facebook on March 20, 2017, and triggered
an immediate response. (Exhibit B to Facebook’s Motion to Quash) Facebook asserted
their position in writing that the Stored Communications Act (“SCA”) at 18 U.S.C. §3§
2701 et seq. prevents defense counsel from obtaining the requested records, and suggested
that defense counsel either (1) obtain the records directly from Mr. Renteria, or (2) request
that the prosccution issuc a search warrant to obtain the records sought.

Defense counsel had sought to obtain these records from the prosecution, informally
requesting the records several times and then running a Motion to Compel before the
Honorable Judge Meza on March 10, 2017. (Motion to Compel filed in the instant case on
March 8, 2017) The motion was denied, as Judge Meza found no authority to declare the
prosecution in ‘constructive possession” of the requested records. Additionally, Mr.
Renteria has been unwilling to meet with defense counsel and cannot not be located by
defense investigators at his known addresses. (See Defense Counsel’s Declaration in

Opposition to Motion to Quash)
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POINTS AND AUTHORITIES

Documents within the custody of a third party must be disclosed where a criminal
defendant issues an SDT for the information and establishes a plausible justification as to
why the information is relevant to the defense. People v. Superior Court (Barrett) (2000)
80 Cal.App.4th 1305. The ability to issue SDTs to prepare a defense 1s of fundamental
importance; its Constitutional dimension precludes the mechanical application of
exclusionary rules that would operate to deprive a criminal defendant of his ability to
preparc and present a defense. Unired States v. Nixon (1974) 418 U.S. 683; Pennsylvania v.
Ritchie (1987) 480 U.S. 39; Rubio v. Superior Court (1988) 202 Cal.App.3d 1343; Delaney
v. Superior Cowrt (1990) 50 Cal.3d 785. Further, a statute cannot lawfully foreclose a
criminal defendant from obtaining information while simultaneously providing an avenue
of discovery for law enforcement. Wardius v. Oregon (1973) 412 U.S. 470.

Here, Facebook Inc. should be ordered to disclose the information that was
requested pursuant to the Court’s SDT. The Court and Mr. Touchstone both have lawfully
issued subpoenas for information that is within the custody and control of Facebook. The
foundation of the SDT is a powerful and plausible justification, asserted by Mr.
Touchstone, as to why the information is relevant to his defense. Applying the SCA in a
manner that forecloses Mr. Touchstone from accessing this relevant information violates
his Constitutional rights; thus Facebook’s Motion to Quash should be denied and Facebook
should be ordered to disclose the requested information.

L TO THE EXTENT THAT THE SCA INFRINGES ON DUE PROCESS
RIGHTS TO A FAIR TRIAL, THAT PORTION OF THE ACT SHOULD BE
PREEMPTED BY THE CONSTITUTIONAL DUE PROCESS RIGHTS OF
THE ACCUSED, AND FACEBOOK SHOULD BE ORDERD TO PRODUCE.

Laws cannot not be applied in a manner that will deprive a criminal defendant of his
right to due process. Chambers v. Mississippi (1972) 410 U.S. 284. In Chambers v.
Mississippi, the United States Supreme Court addressed the question of whether long-
standing evidentiary rules could act as a bar to evidence that was relevant to the defense.
Id at 294. There, the trial court prevented the defendant from cross-cxamining  an
individual who had previously admitted committing the crime that the defendant was

charged with. Id. at 291-292. The trial court then precluded the defendant from calling

4
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witnesses to the individual’s confessions who could also have established facts significant
1o the defense. /d. at 262-294. Finding that the trial court erred, the United States Supreme
Court determined that the trial court’s rulings infringed the defendant’s due process. For
the Court, “[tjhe right of an accused in a criminal trial to due process is, in essence, the
right to a fair opportunity to defense against the State’s accusations. The rights to confront
and cross examine witnesses and to call witnesses in one’s on behalf have long been
recognized as essential to due process.” /d. at 294. The Court concluded that Constitutional
rights relating to determinations of guilt were paramount and found that the exclusion
violated the defendant’s due process. Specifically, according to the Court, “[flew rights are
more fundamental than that of an accuscd to present witnesses in his own defense... 1n
these circumstances where constitutional rights directly affecting the ascertainment of guilt
are implicated, the hearsay rule may not be applied mechanistically to defeat the ends of
justice.” Id. at 302.

A generalized interest in confidentiality cannot lawfully preclude a defendant from
issuing an SDT and recciving evidence relevant to a criminal trial. Nixon, supra, 418 U.S.
at 713. In United States v. Nixon, the Special Prosecutor issued a subpoena to the President
that requested the production of tapes, transcripts, and other writings that were relevant to
the prosecution of seven defendants who were charged and indicted with conspiracy and
obstruction. Id. at 688. In response to the subpoena, counsel for the President filed a motion
to quash and claimed that the items were privileged. /d. at 688. In deciding the matter, the
Court addressed the question of whether a valid claim of privilege foreclosed the disclosure
of evidence relevant to a criminal case. /d. at 703.

First, the Court noted the importance of the privilege: “The privilege is fundamental
to the operation of Government and inextricably rooted in the separation of powers under
the Constitution.” Id. at 708. The Court then addressed the importance of fact-gathering to
the criminal justice system. According to the Court, “[t]he need to develop all relevant facts
in the adversary system is both fundamental and comprehensive... To ensure that justice is
done, it is imperative to the function of courts that compulsory process by available for the

production of evidence needed either hy the prosccution or by the defense.” /d. at 709. The
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'Court determined that the production of evidence implicates the Constitutional rights of

individuals who are charged with crimes. Specifically, the Court found that a trial court
must strive (o insure that all relevant and admissible evidence is produced so to protect the
Constitutional guarantees of the Fifth and Sixth Amendment. /d. at 711. The Court
concluded that the preclusion of relevant evidence in a criminal proceeding, because of a
general claim of confidentiality, endangers the fairness of the criminal adjudication process
and is unacceptable. Jd. at 712-713. Holding that the documents must be produced for in-
camera review pursuant to the subpoena, the Court wrote: “When the ground for asserting
privilege as to subpoenaed materials sought for use in a criminal trial is based only on the
generalized interest in confidentiality, it cannot prevail over the fundamental demands of
due process of law in the fair administration of criminal justice. The generalized assertion
of privilege must yield to the demonstrated, specific need for evidence in a pending
criminal trial." /d. at 713.

Relevant information must be disclosed pursuant to a defendant’s SDT even if the
information is deemed private and disclosure is forbidden by statute. Riichie, supra, 480
U.S. at 58. In Pennsylvania v. Ritchie, the United States Supreme Court addressed the
question of whether a criminal defendant could issue an SDT to compel the production of
statutorily private records. Id. at 42-43. There, the defendant, who was accused of
molesting a child, issued an SDT and attempted to retrieve child investigative records that
he believed to be relevant to his defense. /d. at 43. The third party maintaining the records
refused to disclose them, citing a Pennsylvania state law that foreclosed disclosure unless
pursuant to expressly enumerated exceptions. Id at 43-44. The Court determined that the
state’s interest in confidentiality must be considered within a framework that also atfords
due process to a defendant. The Court ultimately held that, even though disclosure is
proscribed by statute, a criminal defendant is entitled to a limited disclosure of the records
for review by a trial court. /d. at 60-61.

In Rubio v. Superior Court, the Fourth District for the California Appeal addressed
the importance of United States Supreme Court precedent involving the due process right

of defendants to subpoena information for use at a criminal trial. There, the Court held that
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'a criminal defendant may compel the disclosure of privileged material even if the third

parties are validly exercising the privilege. Rubio, supra, 202 Cal.App.3d at 1350. In

xRubio, the defendant issued an SDT to a third party that requested the disclosure of a video
tape of the third party engaged in sexual conduct with his wife. Id. at 1346-1347. The third

‘party claimed privilege and moved to quash the subpoena. Id. at 1347. Though determining

that the video tape was protected by both the marital privilege, which by its language

precluded disclosure, and the third party’s right to privacy as guaranteed by federal and

'state Constitutions, the Court found that the defendant’s rights were sufficiently compelling

'to require disclosure of the video tape to the trial court for an in-camera review in order to

determine relevance. /d. at 1350.

A criminal defendant may compel the disclosure of information by SDT even if
there is a Constitutional proscription against revealing the information. Delaney, supra, 30
Cal.3d at 808. In Delaney v. Superior Court, the California Supreme Court held that a
criminal defendant could compel the production of information that is protected by the
California Constitution’s shield law by showing a reasonable possibility that the
information will be materially significant to his defense. Id. at 808. There, the defendant
issued a subpoena in order o elicit testimony from two reporters who were witness to his
arrest and who could attest to information that was beneficial to his case. Id. at 793-794.
The reporters moved to quash the subpoenas pursuant to the shield law. Id. at 794. The
Court first determined Lhz}t the information was, in fact, protected by the California
Constitution. Jd. at 798-805. Because the Constitutional guarantees that are afforded to
criminal defendants are of paramount importance, the Court found that defendants may
compel disclosure of information even if protected by the shield law. According to the
Court, “[t]he shield law’s protection is overcome in a criminal proceeding on a showing
that nondisclosure would deprive the defendant of his federal constitutional right to a fair

trial... the principle is beyond question.” Id. at 805. Citing to prior precedent, the Court

' acknowledged the important role discovery plays in ensuring a fair trial. “Allowing an

accused the right to discover,” the Court wrote, “is based on the fundamental proposition

that he is entitled to a fair trial and an intelligent defense in light of all relevant and
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reasonably accessible information.” Jd. at 808. The Court explicated the import of the
Constitutional protections further, stating that “[a} criminal defendant’s constitutional right
to compulsory process was intended to perntt him to request governmental assistance in
obtaining likely helpful evidence, not just evidence that he can show beforehand will go to
the heart of his case” [d. The Court held that, even in spite of the shield law’s
Constitutional status, a defendant is entitled to compel the production of protected
information where he can demonstrate that it has a reasonable possibility of assisting the
defense. 1d.

Here, Facebook seeks to avoid the disclosure of information within its possession by
invoking the ostensible protection of the SCA. As demonstrated by the aforementioned
authorities, rules, statutes, and even Constitutional safeguards cannot be applied in a
manner that foreclose a defendant from obtaining information that is relevant to his defense
(For a demonstration of the relevance, materiality, and import of the requested records,
please refer to Defense Counsel’s Declaration in Opposition to Facebook’s Motion to
Quash). Interpreting the SCA to bar disclosure and preclude compliance with the Court’s
SDT will violate Mr. Touchstone’s Fifth, Sixth, and Fourteenth Amendment. Thus Mr.
Touchstone asks the Court to deny Facebook’s motion to quash and compel Facebook to
comply with the subpoena.

It should be noted that this precise issue is currently pending review by the
California Supreme Court; the favorable case cited by Facebook counsel, Facebook, Inc. v.
Superior Court, 120 Cal. Rptrt3d 433, was superseded by a grant of review by the
California Supreme Court on December 16, 2015. The Court has not yet ruled on that case
but continues to order briefing from parties on the matter. Facebook Inc. v. Superior Court
(2015) 195 Cal.Rptr.3d 789. With no ruling in sight, wial courts arc in the unenviable
position of ruling in specific cascs without explicit guidance to this particular issue. It is
defense counsel’s position that the due process implications of precluding Mr. Touchstone
from obtaining this necessary discovery is an infringement of his constitutional rights and

results in the deprivation of a fair trial for Mr. Touchstone.
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11 THE COURT SHOULD ORDER PRODUCTION OF THE REQUESTED

RECORDS BECAUSE DUE PROCESS REQUIRES EQUAL OPPORTUNITY

TO DISCOVER RELEVANT INFORMATION TO BOTH PROSECUTION

AND DEFENSE.

A statute cannot lawfully prohibit a defendant from learning information while
simultanecously providing a discovery avenue for the prosecutor. Wardius, supra, 412 U.S.
at 475-479. In Wardius v. Oregon, the United States Supreme Court held that a statute runs
afoul of the Fourteenth Amendment’s Due Process Clause where the statute provides the
prosecutor a means of discovery without affording the same opportunity to the defendant.
Id at 474-475. There, an Oregon discovery statute granted prosecutors the right to learn
details the defense while, at the same time, did not provide that the defendant with the
authority to request information from the prosecutor. Jd. at 471-473. The Court determined
that due process forbids the uneven nature of such a discovery procedure. According to the
Court, “[a]lthough the Due Process Clause has little to say regarding the amount of
discovery which the parties must be afforded, it does speak to the balance of forces
between the accused and his accuser.” Id. at 474. The Court ultimately ruled that the
discovery statute was unconstitutional because it granted ‘the prosecutor a means of
discovery but offered no such means to the defense. Id. at 475-479.

In Evans v. Superior Cowrt, the California Supreme Court similarly found that a
statute runs afoul of the Constitution where it grants the prosecutor a means of discovery
but does not afford a defendant the same opportunity. Evans v. Superior Court (1974) 11
Cal.3d 617. There, the defendant petitioned the trial court for an opportunity to conduct a
lineup procedure in order to gather information that would aid the defense. /d. at 621. The
trial court, though noting the inherent fairness with such a request, denied the motion
because it believed that it lacked the discretion and authority to grant such an opportunity
to the defense. Jd. The California Supreme Court disagreed with the trial court, and
determined that due process required that a defendant be granted the same opportunity to
acquire information as is afforded the prosecutor. Specifically, the Court found, “[bjecause
the People are in a position to compel a lneup and utilize what favorable evidence is
derived therefrom, fairness requires that the accused be given a reciprocal right to discover

and utilize contrary evidence.” Id. at 623.
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Here, applying the SCA in a manner that proscribes a defendant from obtaining the
contents of an individual’s Facebook account by way of SDT violates the reciprocity
principles of due process. According to Facebook’s argument, the SCA forbids the
disclosure of account contents to defense counsel via an SDT, but provides for the
acquisition of account contents through the execution of a scarch warrant sought by the
prosecution. Because the terms of the SCA provide an avenue for the prosecutor to learn of
information and obtain evidence, intcrpreting the Act to preclude a defendant from

obtaining the information violates due process as interpreted and applied by Wardius and

Fvans. As such, the defense is asking the court to deny Facebook’s motion to quash the

SDT and order Facebook to comply with the subpoena.

. MR. TOUCHSTONE HAS A PLAUSIBLE JUSTIFICATION FOR THE
REQUEST OF DOCUMENTS IN THE SDT, THUS THE SDT SHOULD BE
ENFORCED AND FACEBOOK ORDERED TO COMPLY.

When a third party moves to quash An SDT, the defendant who issued the SDT is
entitled to an order that cbmpels the third party to tumn over the documents where he can
establish that he has a plausible justification for requesting the documents. Barrett, supra,
80 Cal.App.4th at 1320. In People v. Superior Court (Barrett), the Fourth District for the
California Court of Appeal addressed the procedure and standard applied to documents
requested pursuant to an SDT. Jd. at 1320-1321. The Court held that the defendant must
establish that the subpoenaed material is relevant, as supported by plausible justification.
Id. at 1320.

In Pacific Lighting Leasing Co. v. Superior Court, the Second District for the
California Court of Appeal defined the standard that a defendant must meet when faced
with a motion to quash that claims a third party privilege. Pacific Lighting Leasing Co. v.
Superior Couwrt (1976) 60 Cal.App.3d 552. There, the defendants issued an‘SDT for
documents that were within the control of a third party. The third party objected, and
claimed Constitutional privilege. Zd. at 554-556. The Court distinguished the ordinary
predicate for ordering compliance from that when an objection of privilege is proffered,
and determined that the defendant could overcome this objection by establishing that there

is a plausible justification for the disclosure of the items subject to the SDT. Specifically,
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for the Court, “[tJhough ordinarily a criminal defendant may be entitled to pretrial
knowledge where it appears reasonable that such knowledge will assist him in preparing
his defense, the protection of the witness’s constitutional rights requires that the plausible
justification for inspection be so substantiated as to make the seizure constitutionally
reasonable.” 7d. at 567.

Here, the Court issued an SDT for information that is in the possession of Facebook
after careful review of defense counsel’s declaration in support of the SDT. Thus Mr.
Touchstone has already established a plausible justification as to the relevance of the
records for his defense. For a review of the specific plausible justification establishing Mr.
Touchstone’s right to compel the disclosure of documents, see Decfense Counsel’s
Declaration in Opposition to Motion to Quash.

Further, the requested records in the SDT are not overbroad or “fishing,” as argued
by Tacebook counsel. The SDT uses identical language as Facebook’s own page,
“Information for Law Enforcement Authorities,”

mg;g:/'/wwv.f.facebook.com/safetw’groups/ law/guidelines (attached as Exhibit A to Defense

Counsel’s Declaration), which describes the appropriate process to obtain these exact
records. The SDT seeks the same records sought by search warrants routinely issued by
this Court and uses Facebook’s own language taken from their guide to obtain the records.
The SDT is narrowly tailored to request the records of a single user who has demonstrated
the precise relevance of the records in public posts to his page. The requested records are
routinely sought by the Court via search warrant, not unduly burdensome to Facebook, and

are sough based on specific, articulable cause.

IV. ALTERNATIVE METHODS TO PROCURE THE REQUESTED RECORDS
ARE UNAVAILABLE, AS JEFFREY RENTERIA IS UNCOOPERATIVE
AND THE PROSECUTION HAS NOT AGREED OR BEEN ORDERED TO
OBTAIN THE RECORDS VIA SEARCH WARRANT.

Jeffrey Renteria is an uncooperative party in this action. From the onset of the case,
he expressed an unwillingness to meet with defense counsel. Defense investigators have
sought Mr. Renteria for subpoena purposes at his last known addresses, to no avail. It 1s
possible that Mr. Renteria is homeless in or around the Ocean Beach neighborhood of San
Diego, but defense investigators have been unable to locate him. Further, he was unwilling

1]
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o agree to the release of his own medical records (o prove that he was actually shot on

August 8, 2016, e would not give the prosecution permission to release his medical

' records and would not attend the Court hearing (o address the release of his records. The

Court, in Mr. Renteria’s absence, ordered the records released to defense counsel.

Defense counsel has additionally obtained police reports and probation records for
Mr. Renteria. These records depict Mr. Renteria as routinely uncooperative and combative
with law enforcement, resorting to manipulative communication tactics and physical
violence when asked to comply. Given his combative nature and lack of cooperation in
these proceedings, defense counsel has strong reservations with his ability or willingness to
comply with any SDT or Court Order to personally produce his own Facebook records. If
the records are destroyed or deleted by a user upon notice of subpoena or court order, they
cannot later be retrieved or recovered without preservation by Facebook. Mr. Renteria
cannot be found to serve a subpoena upon and, if he were so served, there is real and grave
danger that the sought records will be destroyed instead of preserved pursuant to the order.

As discussed above, defense counsel initially sought these records from the
prosecution, who has the power and authority to obtain and execute search warrants upon
Facebook through the court. The prosecution refused to obtain the records in this manner,
despite the due process and Brady implications. Defense counsel sought an Order to
compel the prosecution to obtain these records, to no avail. The Court, finding no explicit
authority to do so, would not order the prosecution to produce the sought records.

Thus, the alternative methods of production recommended by Facebook are not
available to defense counsel in this case. The remaining option is for this court to enforce
the SDT issued by the Honorable Judge Danielsen on March 7, 2017, and order Facebook
to comply with that SDT.

7/

i/
oy
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CONCLUSION

Without Facebook's production of the subpoenacd records, Mr. Touchstone cannot
receive the full and fair hearing to which he is entitled under the law. Defense counsel
cannot adequately prepare for a trial without knowing the breadth and extent of
discoverable information relating to the complaining witness, Jeffrey Renteria, most
specifically as it relates to his character and propensity for violence, as well as any/all
statements he has made regarding the shooting incident. The prosecution has refused to
produce these records, Mr. Renteria bas not been found to produce the records, and
Facebook has asked the Court to support their refusal to produce the records as well. Mr.

Touchstone’s due process rights rely on these records and he accordingly requests that the

Court demand compliance with the SDT.

Dated: April 21, 2017 Respectfully Submitted,
MEGAN MARCOTTE, Chicf Deputy
Office of the Alternate Public Defender

KATE T1:SCH
Deputy Alternate Public Defender

Attorneys for Defendant
LLANCE TOUCHSTONE
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MEGAN MARCOTTE, Chief Deputy R

Office of the Alternate Public Defender Gtk ot the Superior Cour:
KATE TESCH, Deputy Alternate Public Defender APR o ne
California State Bar No. 284107 APk 2
450 B Street, Suite 1200 R o

By, A Bllzgerald | Depldy

San Dicgo, California 92101
Telephone: (619) 446-2934
Fax: (619) 446-2955

Attorneys for Defendant
LANCE TOUCHSTONE

SUPERIOR COURT OF THE STATE OF CALIFORNIA
IN AND FOR THE COUNTY OF SAN DIEGO

THE PEOPLE OF THE STATE OF )
CALIFORNIA, g
Plaintiff, ) Case No.: SCD26826
)
vs. ) REQUEST TO SEAL AND REDACT
] , PORTIONS OF DEFENSE COUNSEL’S
LANCE TOUCHSTONE, % DECLARATION IN OPPOSITION TO
‘ )y FACEBOOK’S MOTION TO QUASH;
Defendant. ) POINTS AND AUTHORITIES
)
)
)

On March 16, 2017, this Court issued a subpoena duces tecum for the production of documents
within Facebook Inc.’s control, On April 6, 2017, Facebook filed a motion to quash the subpocna.
Defense counsel now sceks to file a motion to compel Facebook’s compliance with the subpoena. In
support of that motion, defense counsel has filed a declaration in order to establish the legal basis for
the order to compel. Because the declaration contains defense strategy, work product, confidential
witness records, and confidential communications, defense counsel requests that the Court order the
declaration to be redacted and sealed in part, permitting defense counsel to serve the interested parties
with a redacted copy of the declaration.

Where a party is moving to quash a subpoena duces tecum that is issued by the defendant, the
defendant is entitled to have the basis for his request, to compel compliance with the subpoena duces
tecum, protected from disclosure. People v. Superior Court (Barrell) (2000) 80 Cal. App.4th 1305, 1n
People v. Superior Courl (Barrett), the Fourth District for the California Court of Appeal addressed
the procedure by which a defendant may obtain ilems pursuant to a subpoena duces tecum cven in the

face of a motion to quash, Id. at 1302 After articulating the appropriate procedure, the Court found that

1
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the defendant can properly make a motion, which justifics his request, in a shroud of secrecy.
Specifically, the Court found that a motion to compel the disclosure implicates both a defendant’s Iifth
and Sixth Amendment rights. Id at 1321, According to the Court, “At this investigatory stage of the
proceedings, it would be inappropriate to give [the defendant] the Hobson’s choice of going forth with
the discovery efforts and revealing possible defense strategics and work product to the prosecution, or
refraining from pursuing these discovery malerials to protect his constitutional rights and prevent
undesirable disclosures to his adversary.” Id.

lere, as is established by Defense Counsel’s declaration in support of the order to scal and
redact, the Court should grant Mr. Touchstone’s request so to protect his Fifth and Sixth Amendment
rights. and permit Defense Counsel to file a sealed version of the declaration with redaction versions

supplied to interested parties.

Dated: April 21, 2017 Respectfully Submitted,

MEGAN MARCOTTE, Chief Deputy
Office of the Alternate Public Defender

By: %MDU/ u

KATE TESCH
Deputy Alternate Public Defender

Attorneys for Defendant
LANCE TOUCHSTONE
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MEGAN MARCOTTE, Chief Deputy
Office of the Alternate Public Defender
KATE TESCH, Deputy Alternate Public Defender

California State Bar No. 284107 -
450 B Street, Suite 1200
San Diego, California 92101

SRR

Sierk of the Supsrior Courl

Telephone: (619) 446-2934 }*V‘)Q oo 9T
Fax: (619) 446-2955 AT e bt

Attormeys for Defendant

Gu A Fitzgerald | Depuiy

LANCE TOUCHSTONE

SUPERIOR COURT OF THE STATE OF CALIFORNIA
IN AND FOR THE COUNTY OF SAN DIEGO

THE PEOPLE OF THE STATE OF )
CALIFORNIA, ;
Plaintiff, 3 Case No.: SCD268262
, )
vs. ) DEFENSE COUNSEL’S
| . ) ) DECLARATION IN SUPPORT OF

LANCE TOUCHSTONE, ) ORDER TO SEAL AND REDACT
Defendant. ;
)
)
)

[, Kate Tesch, dcclare:

l.

F\)

The Office of the Alternate Public Defender is the attorney of record for defendant Lance

Touchstone in the above-captioned case.

1 am a Deputy Alternate Public Defender employed by the Office of the Alternate Public

Defender and assigned to represent Mr. Touchstone.

Mr. Touchstone has entered a not guilty plea to the charges on the Information and
entered a complete denial as to any and all allegations relating thereto.

The trial is currently set for June 5, 2017, in San Diego Central Superior Court, whereby
M. Touchstone faces twenty-two years in state prison as a maximum punishment.

In order to adequately prepare a defense, Mr. Touchstone needs specific documents that

are within the custody of Facebook, Inc.
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In order to obtain those documents over the objection of Facebook, defense counsel
submitted a Declaration in Opposition to Facebook’s Motion to Quash.

That declaration contains information that is privileged within the meaning of the Fifth
Amendment, Sixth Amendment, Fourteenth Amendment, work product, and confidential
to a pertinent witness (Jeffery Renteria).

Inclusion of the information was necessary in order to justify Mr. Touchstone’s request
for the documents over Facebook’s objection.

Information within the declaration must remain confidential in order to secure Mr.
Touchstone’s rights, as well as Mr. Renteria’s rights.

The redacted declarations are narrowly tailored in order protect Mr. Touchstone and Mr.
Renteria’s rights, and permit interested parties in substantively responding to the papers.
Defense counsel strived to limit redaction and narrowly tailor the declaration so that it can

allow for as coherent response as possible without jeopardizing Mr. Touchstone’s rights.

I declare under penalty of perjury that the foregoing is true and correct, except for those matters

stated on information and belicf, and [ believe those matters to be truc.

Executed this 21" day of April, 2017, in San Diego, California.

(ool

KATE TESCH
Declarant
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SEALED UNREDACTED DOCUMENT 7 + « & p

Clerk of tha Suparior Gogt
APR = 2017

CASE NUMBER: Gvi AL Fitzaerald . Dapuiy
CD268262 People v. Lance Touchstone ' )

THIS DOCUMENT CONTAINS:
Confidential and Protected Records and Communications Pertinent to Defense

. Redacted Version to be Produced to Interested Parties -

PURSUANT TO RULE OF COURT 2.550 THIS COURT FINDS:

(1) There exists an overriding interest that overcomes the right of public access to the record;

(2) The overriding interest supports sealing the record,

(3) A substantial probability exists that the overriding interest will be prejudiced if the record is not sealed;
(4) The proposed sealing is narrowly tailored; and

(5) No less restrictive means exist to achieve the overriding interest.

AND THEREFORE ORDERS THIS UNREDACTED DOCUMENT TO BE FILED UNDER
SEAL, MAINTAINED IN A FILE SEPARATE FROM THE PUBLIC CASE FILE, AND NOT
SUBJECT TO PUBLIC INSPECTION EXCEPT UPON ORDER OF THE COURT

DATED: ‘f//‘z’]/ 17 . /‘" s
§ f/ £ o !I;": AN oy
i /9

JUDGE OF THE SUPERIOR COURT
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MLEGAN MA RCOTTL, Chiel Deputy
Office of the Alternate Public Defender
KATE TESCIH. Deputy Alternate Public Defender

California State Bar No. 284107 L &
450 B SU'CC[, Suite 1200 <: ) :"ﬁﬁu, (;9@:!‘,w
San Diego, California 92101 cien s U PR
Telephone: (619) 446-2934 AR 20 FAULS

Fax: (619) 446-2955 .
| Depul

L cipgerait
Attorneys for Defendant A Pl
LANCE TOUCHSTONE

SUPERIOR COURT OF THE STATE OF CALIFORNIA
IN AND FOR THE COUNTY OF SAN DIEGO

THE PEOPLE OF THE STATE OF )
CALIFORNIA, )) REDACTED
Plaintiff, % Case No.: SCDD268262
)
Vs, ; DEFENSE c%gv%gs
— ) DECLARAT PPOSITION
Defendant ) QUASH THE COURT-ORDERED
efendant. 3 SUBPOENA DUCES TECUM
)
3

I, Kate Tesch, declare:
1 The Office of the Alternate Public Defender is the attorney of record for defendant

Lance Touchstone in the above-captioned case.
5 The Office of the Altcrnate Public Defender was appointed in this matter on

October 20, 2016, when Mr. Touchstone’s private counsel requested to be removed

from the case.

3. T am a Deputy Alternate Public Defender employed by the Office of the Alternate
Public Defender and assigned to represent Mr. Touchstone.

4 Mr. Touchstone is charged with violating Penal Code § 664/187 for attempted

murder upon Jeffrey Renteria on August 2,2016.
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9.

10.

11.

At the time of the incident, Mr. Renteria was the boyfriend of Mr. Touchstone’s
younger sister, Rebecca Touchstone.

It is alleged that, during this offense, Mr. Touchstone personally used a firearm
within the meaning of Penal Code § 12022.5(a) and personally inflicted great
bodily injury within the meaning of Penal Code § 12022.7(a).

After the preliminary hearing on September 29, 2016, Mr. Touchstone was bound
over and entered a Not Guilty plea to all charges and allegations.

Jury trial is st for June 5, 2017, in San Diego Central Superior Court, whereby Mr.
Touchstone faces twenty-two years in state prison as a maximum punishment.

On March 16, 2017, T went ex parte to request that the Court issue a Subpoena
Duces Tecum for Mr. Renteria’s personal Facebook records. (Exhibit A:
Declaration in Support of Court-Ordered Subpoena Duces Tecum to Facebook.)

In response to my declaration and ex parte request, the Honorable David Danielsen
signed and issued a Subpoena Duces Tecum, Order to Attend Court or Provide

Documents. (Exhibit B: Order to Attend Court or Provide Documents)

Jeffrey Renteria, the complaining witness, has a personal Facebook account that is
e . (Exhibit C,

in part visible to public at
screenshot of subject webpage)

Since the date of the incident, Mr. Renteria has posted several times to his personal
account directly referencing the shooting; specifically —
I (1< ), Faccbook scrcenshots)
. (=xhibicE)

g
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(Exhibit F)
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(Exhibit 1)

(Exhibit )

(Exhibit )

|

It is unknown whether additional relevant posts have been made to Mr. Renteria’s
page that are not visible to the public, or whether additional messages have been
sent through thc Facebook messaging system that have not been disclosed to
defense counsel; for this reason, a complete production by Facebook, Inc. is

necessary and required.
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Through this subpocna, Defense counsel seeks to preserve and obtain the stored
contents of Mr. Renteria’s personal Facebook page; these records are relevant,
material, exculpatory, and reflect upon the character and propensity for violence of
the prosecution’s key witness.

Defense counsel believes that the contents of Mr. Renteria’s complete Facebook
account, including complete timeline posts, photos, phone calls, videos, and
messages, will provide the defense with relevant, exculpatory information that will
assist in preparing and presenting a defense in this case.

Based on the foregoing recitation of facts and beliefs, the sought content from Mr.
Renteria’s Facebook account is relevant becausc (1) it may contain additional
information that is inconsistent with the information previously provided by Mr.
Renteria to law enforcement and the prosecution as it relates to this case, (2) it may
contain additional information that demonstrates a motivation or character for
dishonesty in this matter, (3) it may contain additional information that
demonstrates a character for violence that is relevant to the self-defense that will be
asserted by defense counsel at trial, and (3) it may contain additional information
that provides exonerating, exculpatory evidence for Mr. Touchstone.

Based on the foregoing recitation of facts and beliels, defense counsel has a good
Faith belief that the sought records are material to the defense and will assist in the
presentation of the defense at trial.

A plausible justification has been established for the disclosure and inspection of

the records subject to the subpoena issued by this Court on March 16, 2017.

Mr. Renteria’s Lack of Cooperation

In my first communication with the prosecution about this case, I was asked to
contact Mr. Renteria through the District Attorney’s Office. As a professional
courtesy, I was initially amenable to this suggestion. (Exhibit K: Email with DDA

Makenzie Harvey)
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In one of my many follow up emails to the prosecutor’s oftice on January 18, 2017,
I was asked to continue to wait for a meeting with Mr. Renteria. (Exhibit L: Email
with DDA Mike Reilly)

Hearing no response from the prosecution, my defense investigator began a field
investigation to locate and interview Mr. Renteria directly; she attempted contact
him on (wo separate occasions in March 2017 at separate known addresses in the
Ocean Beach area, leaving her business card at locations twice.

Ms. Lahaszow has not been able to locate Mr. Renteria and he has not responded to
her business cards.

I sent another email to DDA Mike Reilly on April 5, 2017, requesting that their
office coordinate an interview with Mr. Renteria. DDA Reilly responded that he
would “let me know,” but to date has not responded substantively to my request for
an audience with Mr, Renteria. (Exhibit M: Email with DDA Mike Reilly)

When asked for consent to release his hospital records regarding his injuries from
this casc, Mr. Renteria refused. (Exhibit L)

A hearing was held on February 8, 2017, for the Court to order the release of Mr.
Renteria’s medical records over his objection. At the hearing, the prosecution
represented to the Court that Mr. Renteria was notified of the hearing.

Mr. Renteria did not attend the hearing to personally object to the release of his
medical records. The Court ordered the release of medical records, over Mr.
Renteria’s objection.

Based on probation records for Mr. Renteria, the defense believes that Mr. Renteria
is chronically uncooperative and combative with authority figures. Probation

records describe Mr. Renteria in the following manner (Exhibit N):
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35 For the above reasons, the defense believes that Mr. Renteria is likely to destroy or
delete relevant evidence from his Facebook account, if he is personally served with
a subpoena to produce his own records.

36. The prosecution has not produced Mr. Renteria for defense investigation despite
numerous requests, Mr. Renteria has not been found despite defense investigative
offorts (o locate him, and his character makes his compliance with any request or
order to personally produce his own records unlikely. Thus, it is defense counsel’s
belief that Mr. Renteria is not a viable or reliable source for obtaining the relevant

records sought by the instant SDT.

I declare under penalty of perjury that the foregoing is true and correct, except for those

matters stated on information and belief, and I believe those matters to be true.

Executed this 21" day of April, 2017, in San Diego, California.

KATE TESCH
Declarant
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Exhibit A



SEALED UNREDACTED DOCUMENT

CASE NUMBER:
CD268262 People v. Lance Touchstone

THIS DOCUMENT CONTAINS:
Confidential and Protected Records and Communications Pertinent to Defense

. Redacted Version to be Produced to interested Parties -

PURSUANT TO RULE OF COURT 2.550 THIS COURT FINDS:

(1) There exists an overriding interest that overcomes the right of public access to the record;

(2) The overriding interest supports sealing the record;

(3) A substantial probability exists that the overriding interest will be prejudiced if the record is not sealed;
(4) The proposed sealing is narrowly taflored; and

(5) No less restrictive means exist to achieve the overriding interest.

AND THEREFORE ORDERS THIS UNREDACTED DOCUMENT TO BE FILED UNDER
SEAL, MAINTAINED IN A FILE SEPARATE FROM THE PUBLIC CASE FILE, AND NOT
SUBJECT TO PUBLIC INSPECTION EXCEPT UPON ORDER OF THE COURT

DATED:

JUDGE OF THE SUPERIOR COURT
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ORDER TO ATTEND COURT OR PROVIDE DOCUMENTS:

Subpoena Duces Tecum

You must attend court or prov:de to th? court the documents h ’Led below tollow the t;rdmﬁ chcckm.d in xtorn be!ow_ If you do not,

ihe judge can ind you, send you 1o jail, or issui a wadiant for your arcest

. clo Corporathon Senvices any, 2730 Gateway Oaks Drive

3 To: {narme or business) ¢

Suite 1508, Sacramentn, G4

2z You must follow the court aider(s) checked below!
a [ Altend the hearing [ You may be placed on call by cenlacting the atforney below,
b. X Attend the hearing and bring all items checked in ¢ below.
c. B Provide a copy of these items to the couit (Do nol use this form 1o obtain Juvenile Court records):
All records associated with account https:I/www.facebook.comfjeffrey.renteria, including basic subscriber
records as well as stored contents of the account including timeline posts, messages, phone calls, photos,
videos, location information, and user- input information from account inception to present date.
] (f this box is checked, provide all ifems listed on the altached sheet laheled “Provide 7he°e ltems.”
4. [ If someone else is responsible for maintaining the items checked in ¢c. above, that person (the Custodian of Records)
must also attend the hearing.
e (4 If this box is checked and you deliver all items listed above lo the court within 5 days of service of this order, you do
not have lo attend court if ,ou L;H the instructions i item &
3 Court Hearing Date: The court hedrmg wtll be at (name and au‘dross of courty
Date. 04/07/20%7 Time: 09:008m SUPERIOR COURT OF CALIFORNIA, COUNTY OFF SAN DIEGO,
Dept 1 0 oBmr 220 WIEST BROADWAY, SAN DIEGO, CA 92101 B
Call the person listed in ilem 4 below to make sure the hearing date has not changed. If you cannot go to court on this date, you
must gel permission from the person iniiom 4 You may be entitied 1o witness fees, mileage, or both, in the discretion of the
court. Ask the purson in itermn 4 after your appedrance ! e : . e e e e e
4 The person who has required you 1o attend court or rovide documents 15
Name Deavid Danielsen
Titde COURT —

AR U O A

Lty

?/fe /z’/

T ORDERTO ATTEND COURT OR PROVIDE DOL&%EMQ{'

ynoend Duces Tecum

SubposnalSy
fCriminal and hiveniie)
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CR-125/0V-525

H
i

iments o the court within five

=din item 3. You must mail these d

The sorver filis out the seclion below

Proof of Service of CR-125/JV-525

Time: Lt - S O : Rk ‘(g pm.
C/ Rog: ”/ [{,_‘cbur*lt jn( _ G /‘eum‘un SC:I{[LZJ Coin AL

Name of the i -
ihis addres DA (J {a .) ) ( 9 GL\ 0. L\I(k/ (V)(,\kﬂ )/, S«.; e £ (> O[\/: ?:&k(-fé,_ﬁ‘iﬁtﬁfb‘_r LSS}S
After | seived this person, | maiied or delivered a copy of this Proot of Service ta the personinitem 4 on (date):
waied from (city) e o - L o
2 | recewved this orger for service on fdate) and was not abie to serve (name of person)
L Afer{n smberofatiempts) ______ atiempls because
\
a ] The person is not known at this address.
b The person moved and lhe foiwarding address s nol known
¢ il There is no such addres
d The address (s in a different counly
el [ was not able (o serve by the hearing date

(I Other (exp!a?n‘x o i .

Server's namao t/of( ‘«“ G ({Mf’f é. U - Pr:(mc—; o, (4/0‘) L{A‘[é lq (6’ Z,

The server (’:::ne':,k one;

is a registered procoss server g L vorks for a registered process server
(A se xb“m{‘{ from registration under Busing

is nota reo.’.fewd £IOCESS senver e A4 .5 and Prefessional Code

2.0

and not involved in this case and

ce e e ORDER TO AT FEND COURT OR PRC IVIDE DOGUMENTS: o
uim

3 Duces Teo
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Marcl 16, 2017

1 Services Company
30 Galeway Oaks Drive Suite 150N,
Sacremento, CA U583

Dear Custodian of Records:

have been served by this office with a Subpoena Duces Tecum (SDT), which requires that the cus'odian of
or other qualitied witness, appear in court at the date and time specified on the attached

e

Y ou
records for your busine
ST and produce the business records described.

Statement_of Good Cause: Information is present on Facebook servers that presents material, exculpatory
evidence in this case. Given the exculpatory (non-“fishing”) nature of the evidence that is confirmed present in
Facebook’s possession, this request under the Fifth and Fourteenth Amendments guarantee of Due Process under
the United States Constitution weuld supersede any State ("ECPA™) or Federal ("Stored Communications Act; 18
17.8.C. 2701 et seq.") statute nvelving privacy concerns of Facebook users. The information requested in the
attached SDT has been tailored prCl_f_h,’a”}" for one individual user with a precise and specific timeframe to limit
any overbroad or burdensome de nands within of the request. Sitmilar business records from Facebook, Inc. are
provided to law enforcement and the Office of the District Attorney in numerous similar cases pursuant to valid

Lo
warTants without objection; the defense in (his case is entitled to the same legal cooperation.

The upcuor Court has endorsed this subpoena additionally by

Attendance Pursuant (o Penal Code §1330: The
30, in the event that vou are unamenable to complying with

requiring your attendance pursuant to Penal Code $13:
this subpoena via record production as iljustrated below.

You may comply with the SDT, without the necessity of appearing in court, if you follow the instructions set
may be provided digitally to further reduce the cost and burden on Facebook I[ne. Strict

forth below. Records o
compliance with these instructions is necessaty in order to make the subpoenaed records adrissible in court and

avoid the necessity of a personal appearance by your custodian of records or other quahfied witness:

cre

1. Make two (2) complete sets of photo copies of the records described in the SDT;
2. Complete the “Declaration of Custodian of Recor ]‘, ’ f{mn, which 1s included with ¢

1 mepu e boxes are chiecked and that the CITY, DATE, and SIGNATURE fines arc
. o Ly

5

'SRl
RS RN

1 ol Costodian of Records”
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AT ey T N A 1 PR P
CADL T [)ij%,i{’\l vs. Lance Touchstons

CASE NUMBER: CD268262
WITNESS: Cusiodian of Records, Facebook, Inc.
DATE OF REARING:  04/07/2017

4. DPlace the sealed envelope prepared in step 3 inside a second sealed envelope addressed as follows:
CLERK OF THE SUPERIOR COURT
220 WEST BROADWAY
DEPARTMENT 11
SAN DIEGO, CA 92101
$. Mail, or otherwise deliver to the court, the package prepared in steps 3 and 4.

CAUTION: YOU MUST COMPLY EXACTLY WITH THE FORGOING INSTRUCTION WITHIN FIVE-(5)
NAYS OF YOUR RECEIPT OF THE SDT, UNLESS YOU MAKE OTHER ARRANGEMENTS WITH THE
ATTORNEY WHO ISSUED THE SDT, OR ELSE APPEAR IN COURT WITH THE SUBPOENALD
RECORDS ON THE DATE AND TIME INDICATED ONTHE SDT.

[ genuinely appreciate your cooperstion i pro viding the subpoenaed records. I understand the nature of these
requests is sometimes burdensome and have made every effort to limit both the scope and the burdensome nature
of this request. If you have any questions reparding the SDT or how to comply with it, please do pot hesitate to
call me at the Department of the Alternate Public Defender (619-446-2900) or email me at

kate tesch@sdcounty.ca.gov.

Sincerely,

(000

Kate Tesch
Deputy Alternate Public Defender for
Lance Touchstone
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NECLARATION OF CUSTODIAN OF RIZCORDS

witness for -
husiness described in the Subpoena Duces Tecum issued on v ‘ . 2017, by the

Department of the Altemate Public Defender of the County of San Diego in the matter of:

The People of the State of California vs. Lance Touchstone

(] The documents attached to this declaration are (rue and correct coples of the records of the business
described in the Subpoena Duces Tecum and were prepared by the personnel of the business in the
ordinary course of the business at or near the time of the act, condition, or event described therein.

a. The records are:

All records associated with account https: Ihaww facebook.comfjeffrey.renteria, including basic subscriber
recards as well as slored contents of the account including timeline posts, messages, phone calls, photos,

videos, location information, and user-input information from account inception to present date.

v —oo __ (eg: photocopying,

b. They were prepared by
computer reproduction, originals)

L The business has none of the records described in the Subpoena Duces Tecum,

[ declare under penalty of perjury that the fore poing is true and correct and that this declaration was executed

at R S ., California,on L2017
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SUPERIOR COURT OF THI STATE OF CALIFORNIA
IN AND FOR THE COUNTY OF SAN DIEGO

THE PEOPLE OF THE STATE OF
CALIFORNIA,
Plaintiff, Case No.: SCD268267

ORDER FOR PRESERVATION OF
STORED ACCOUNT CONTENT

V.
LANCE TOUCHSTONE,

Defendant.

e M M Nt N S M N e N P N e N

GOOD CAUSE APPEARING, 1T IS HEREBY ORDERED that all stored content and

account information from August &, 2016, to present be preserved by Facebook, Inc. for 180 days

(six (6) months) for the following account: https://wwaw ficehook com/jcilrey.renteria,

The Court orders that Facebook, Inc. shall provide written notice to the Court when such

preservation has been completed.

The Court further orders that I acebook. Inc., the District Attorney, and law enforcement

NOT disclose this Order directing preservation, as such notification may lead to tampering with

or destruction of evidence. /
‘ « /7
/ Vi
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IN AND FOR THE

THE PEOPLE OF THE STATE OF

CALIFORNIA,
Plaintiff,
VS,

LANCE TOUCHSTONI,

I the Custodian of Records

3’//&/,'7

Dated:

established that the requested records do appear to be
Inc., and that the requested documents arc mate
Records for Facebook Inc. is ordered Lo appear on April 7, 2017, at 9
Central Superior Court, County of San Diego, pursuant to
does comply with the

nrovide the documents requested to the court, such personal appea

SUPERIOR COURT OF THE STATE OF CALIFORNIA
COUNTY OF SAN DIEGO

Case No.» SCD268262

ORDER PURSUANT TO PENAL CODE
SECTION 1330 FOR ATTENDANCE
AND COMPLIANCE WITH
ACCOMMPANYING SUBPOENA
DUCES TECUM

RN N N

GOOD CAUSE APPEARING, IT 1S HEREBY ORDERED that, probable cause being

in in the custody and control of Facebook

rial and of exculpatory nature, the Custodian of

am. in Department 11 of
the attached Subpoena Duces Tecum.
attached Subpoena Duces Tecumn and docs

rance will not be necessary.

i i w@

JUDGE OF U/w RIOR COUR
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SEALED UNREDACTED DOCUMENT

CASE NUMBER:
CD268262 People v. Lance Touchstone

THIS DOCUMENT CONTAINS:
Confidential and Protected Records and Communications Pertinent to Defense

- Redacted Version to be Produced to Interested Parties -

PURSUANT TO RULE OF COURT 2.550 THIS COURT FINDS:

(1) There exists an overriding interest that overcomes the right of public access to the record;

2) The overriding interest supports sealing the record,

(
(3) A substantial probability exists that the overriding interest will be prejudiced if the record is not sealed,
(4) The proposed sealing is narrowly tailored; and

(

5) No less restrictive means exist to achieve the overriding interest.

AND THEREFORE ORDERS THIS UNREDACTED DOCUMENT TO BE}FILED UNDER
SEAL, MAINTAINED IN A FILE SEPARATE FROM THE PUBLIC CASE FILE, AND NOT
SUBJECT TO PUBLIC INSPECTION EXCEPT UPON ORDER OF THE COURT

DATED: _

JUDGE OF THE SUPERIOR COURT
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From: Harvey, Makenzie [riailto:makenzie harvey @ sdoda o]
Sent: Monday, October 24, 2016 10:34 AM

Subject: Re: Lance Touchstone

Okay sure sounds good.
What specific witnesses are you looking for? The victim in this case is terrified for his safety. | would prefer to set a

meeting up in our office at your convenience (of course affording you privacy) if that is someone you want to talk to.

Thanks!
Sent from my iPhone

On Oct 24, 2016, at 10:25 AM, Tesch, Kate <Kate Tosch@sdoounty ca.gov> wrote!

Hi Makenzie:

| have been assigned to the Touchstone case. It looks like we have some discovery already (thank youl),
but | wanted to touch base to let you know about the assignment of the case. Any electronic media can
be sent to my attention. Can you please send along unredacted witness contact information?

Thanks for your time.

Kate I. Tesch

Deputy Alternate Public Defender
Office of the Alternate Public Defender
450 B Street, Suite 1200

San Dicgo, California 92101

Phone: (619) 446-2934

Fax: (619) 446-2955

JOTICE This E-Mail transmission (and/ or the documents accompanying it) is for the sole use of the intended recipient(s)
«-product docteine or other applicable privileges or

CONEIDE 3
and may contain information protected by the attorney-client privilege, tha attorney-w
confidentiality laws or regulations. I you are not an intended recipient, you may not review, use, copy, diselose or chsteibute this message or

any of the information contained in this message to anyone. il you are not the intended recipient, please contact the sender by reply e-mail and

destroy all copies of this message and any zttachments.
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Tesch, Kate

From: Reilly, Michae! <Michael Reilly@sdcda. org>
Sent: Wednesday, January 18, 2017 7:4C PM
To: Tesch, Kate

Subject: RE: Touchstone

Hey Kate,
Still trying to coordinate that. Considering he wouldn’t agree to let me release his medical records today... it might be

a challenge. And at this point I don’t anticipate any changes to the complaint.

Michael Reilly

Deputy District Attorney

San Diego District Attorney’s Office
Superior Court

Tel: (619) 515-8157

Email: Michael Reilly@sdeda.org

CONFIDENTIAL: This email, including any attachments, may contain information which is confidential or tegally privileged
and is for the sole use of the intended recipient. If you are not the intended recipient, you are hereby notified that any
use, disclosure, dissemination, copying or altering this email is prohibited. Any inadvertent receipt shall not be a waiver
of privilege or work product protection. If you are not the intended recipient, please contact the sender immediately

and permanently delete the original communication and any copies.

From: Tesch, Kate [mailto:Kate.Tesch@sdcounty.ca.gov]
Sent: Wednesday, January 18, 2017 7:26 PM

To: Reilly, Michael
Subject: Touchstone

Hey Mike. Any word from the victim on his availability to be interviewed by my office?
Also, do you anticipate any changes to the complaint before trial? Kate

Kate b Tesch

Deputy Alternate Public Defender
Orffice of the Alternate Public Defender
450 B Street, Sulie 1200

San Dicgo, California 92101

Fhone: (619) 446-2934

Fax: (619) 446-2955

145

<

RN R



Exhibit M



Tesch, Kate

From: Reilly, Michael <Michael.Reilly@sdcda org>
Sent: Wednesday. April 5, 2017 1:46 PM

To: Tesch, Kate

Subject: RE: FY! re: SDT Facebook Hearing 4/7/17

it looks like 1 just got an email from Facebook about 10 minutes after you emailed me. My DAl is going out to serve
Renteria and will ask hirn if he would like to come in to talk with you. I'lllet you know if he agrees or give you a

statement if he declines.

Michael Reilly

Deputy District Attorney

San Diego District Attorney’s Office
Superior Court

Tel: (619) 515-8157

Email; Michael Reilly@sdcda.org

CONFIDENTIAL: This email, including any attachments, may contain information which is confidential or egally privileged
and is for the sole use of the intended recipient. If you are not the intended recipient, you are hereby notified that any
use, disclosure, dissemination, copying or altering this email is prohibited. Any inadvertent receipt shall not be a waiver
of privilege or work product protection. If you are not the intended recipient, please contact the sender immediately

and permanently delete the original communication and any copies.

From: Tesch, Kate [mailto:Kate.Tesch@sdcounty.ca.gov]
Sent: Wednesday, April 05, 2017 1:31 PM

To: Reilly, Michael '
Subject: FYI re: SDT Facebook Hearing 4/7/17

£V Mike: Facebook has not responded with compliance to the SDT sent last month, so the hearing will be Friday
marning. | understand that counsel for FB has reached out to you to no avail, and will likely be trying again to reach you

today.
Any word on my requests re: Renteria?

KT
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SEALED UNREDACTED DOCUMENT

CASE NUMBER:
CD268262 People v. Lance Touchstone

THIS DOCUMENT CONTAINS:
Confidential and Protected Records and Communications Pertinent to Defense

- Redacted Version to be Produced to Interested Parties -

PURSUANT TO RULE OF COURT 2.550 THIS COURT FiNDS:

(1) There exists an overriding interest that overcomes the right of public access to the record;

(2) The overriding interest supports sealing the record,

(3) A substantial probability exists that the overriding interest will be prejudiced if the record is not sealed;

(4) The proposed sealing is narrowly tailored; and

(5) No less restrictive means exist to achieve the overriding interest.

AND THEREFORE ORDERS THIS UNREDACTED DOCUMENT TO BE FILED UNDER
SEAL, MAINTAINED IN A FILE SEPARATE FROM THE PUBLIC CASE FILE, AND NOT
SUBJECT TO PUBLIC INSPECTION EXCEPT UPON ORDER OF THE COURT

DATED:

JUDGE OF THE SUPERIOR COURT
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I. INTRODUCTION

Defendant asks this Court to ignore federal law and compel Facebook, Inc. (“Facebook™)
to divulge the content of communications associated with the purported Facebook account
belonging to the victim, even though he can subpoena relevant content from the vietim after
providing the victim an opportunity to assert objections or seek the assistance of the prosecution.
In light of these alternatives, the Court need not consider Defendant’s constitutional challenge to
the Stored Communications Act, 18 U.S.C. § 2701, et seq. ("SCA™) and the Court should the
Court should grant Facebook’s motion to quash and vacate its prior order.
II. ARGUMENT

A, The SCA Does Not Infringe on Defendant’s Constitutional Rights.

1. The Court Should Decline to Cousider the Constitutionality of the

SCA Because Defendant Has Other Means of Obtaining the Requested
Content.

Even though Defendant admits that he already has multiple Facebook communications
that the victim posted on Facebook, he argues that the SCA somehow infringes on his
constitutional rights because it prohibits him from obtaining those and possibly other
communications content directly from Facebook. Opp’nat 4. But as Defendant acknowledges,
Opp’n at 11-12, the SCA does not prohibit him from seeking the content directly from the
account holder, who owns and has custody and control over the content in his account. See, e.g.,
O 'Grady v. Superior Court, 139 Cal. App. 4th 1423, 1446-47 (2006) (scrvice providers are a
“kind of data bailee,” and the SCA “does not render the data wholly unavailable; it only means
that the discovery must be directed to the owner of the data, not the bailee to whom it was
entrusted”™); Juror No. One v. Superior Court, 206 Cal. App. 4th 854, 864 (2012) (stating that
SCA protection would apply “only as to attempts by the court or real parties in interest to compel
Facebook to disclose the requested information™); Negro v. Superior Court, 230 Cal. App. 4th
879, 896 (2014) (the SCA “invest[s] users with the final say regarding disclosure of the contents
of their stored messages™); Suzlon Energy Ltd. v. Microsoft Corp., 671 F.3d 726, 73] (9th Cir.

2011); Flagg v. City of Detroir, 252 F.R.D. 346, 366 (E.D. Mich. 2008) (noting that “it seems

FACEBOCK.'S REPLY IS0 MTQ STTRPOENA DUCES TECUM AND VACATE, CASE NO. CD268262
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apparent” that it would be unlawful for the provider to disclose content in response to a subpoena,
and ordering the issuing party to direct his request to the account holder).

Indecd, the principle that criminal defendants should seek stored communications content
directly from the parties to the communications was recently confirmed by the Second Circuit
when it declined to consider a criminal defendant’s constitutional challenge to the SCA. US v
Pierce, 785 F.3d 832, 842 (2d Cir. 2015). In Pierce, Facebook successfully moved to quash a
criminal defense subpoena seeking the content of a user’s Facebook account. 785 F.3d at 841-42.
The defendant then obtained at least some of the desired content via a private investigator and
used it at trial. On appeal, defendant argued that the SCA violates his Fifth and Sixth
Amendnient rights “because it provides a imechanism for the government to obtain stored content
from a provider, without a comparable mechanism for criminal defendants to do so,” noting that
“he had no way of knowing whether or not the Facebook records that he had for {the user] were
complete.” Id. at 842. The Second Circuit rejected defendant’s claim, noting that defendant had
obtained some of the information himself and that there were other methods to obtain the desired
content and that he had not issued subpoenas directly to the user or parties to the communications.
Id.

Pierce is instructive in this case. Here as in Pierce, Defendant has already obtained a
significant and detailed amount of publicly available content, but he speculates that additional
information might be available. Opp’n at 2-3; Defense Counsel’s Declaration in Opposition to
Facebook’s Motion to Quash the Court-Ordered Subpoena Duces Tecum (“Tesch Decl.”), § 20
(“It is unknown whether additional relevant posts . . . are not visible to the public, or whether
additional messages have been sent . . . that have not been disclosed . . . .?). Defendant contends
that his investigators cannot locate the user, but the investigator merely left her business card at
two locations for the user to find. 7d., § 28. Defendant notes that the victim was in a relationship
with the Defendant’s sister, but presents no information why he cannot obtain the information he
thinks he needs from her or another Facebook friend of Defendant or whether Defendant’s sister
knows where the victim is located. Regardless, if Defendant is unable to locate the vietim, he can

seek the assistance of the Court or the People, who will presumably need to have the victim

;;;;;;; o
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testify at trial, to serve a subpoena. Additionally, Defendant has not attempted to subpoena the
user, based on the speculative belief that the user would be uncooperative. Opp'nat 12
(“[D]efense counsel has strong reservations with {the user’s} ability or willingness to comply with
any [subpoena] or [¢Jourt [o]rder to personally produce his own Facebook records.”). But if the
user refuses to respond to a subpoena, Defendant can seek the Court’s assistance to fashion
appropriate discovery orders, whether against the user or against the State’s evidence. In sum,
without a more diligent effort, Defendant has not exhausted other available avenues to obtain the
requested information, and this Court should decline to consider the constitutionality of the SCA.

Defendant could also work with the State to obtain a search warrant for the
communications he seeks. While Defendant indicates that this Court has denied his requests to
have the People obtain a search warrant, this process remains open to Defendant if there are
grounds for the People to obtain a warrant, Motion at 7; see also State v. Counce, 392 So. 2d
1029, 1031 (Fla. 4th DCA 1981) (acknowledging State’s “duty to disclose to the defense material
that is otherwise unavailable to the defense”™).

Unlike a subpoena directed to Facebook, a subpoena to the user or a search warrant
directed to Facebook both comport with the SCA.

2. Even I the Court Considers the Counstitutional Question, Defendant
Has Not Shown that the SCA Infringes on His Constitutional Rights.

“There is no general constitutional right to discovery in a criminal case, and . . . ‘{t]he
Due Process Clause has little to say regarding the amount of discovery which the parties must be
afforded ... .”” See, e.g., Facebook, Inc. v. Superior Court (Hunter), 240 Cal. App. 4th 203, 215
(2015), review granted and opinion superseded sub nom. Facebook v. 5.C., 362 P.3d 430 (Cal.
2015) (citing Weatherford v. Bursey, 429 U.S. 545, 559 (1977)) % see also Pennsylvania v.
Ritchie, 480 U.S. 39, 54 (1987) (noting that even the Confrontation Clause “only guarantees ‘an

opportunity for effective cross examination, not cross examination that is effective in whatever

C I the People du not have the basis 1o seck a search warrant, then Defendant’s argument that the
People are able to ohtain the discovery by search warrant is inaceurate. Opp'nat 12,
(he Facehook decision may be cited for persuasive vajue while it is pending review by the

s

California Supreme Court. Cal Rules of Court, rule 8.1 115(e)(1).

3.
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wav, and 10 whatever exient, the defense might wish.”) (emphasis in original). Ag explained by
the Cowrt of Appeal in Facebook, **[tihe consistent and clear teaching of both United States
Supreme Court and California Supreme Court jurisprudence is that a criminal defendant's right to
pretrial discovery is limited, and lacks any solid constitutional foundation.” Facebook, 240 Cal.
App. 4th at 225. Indeed, as the California Supreme Court has held, the U.S. Supreme Court has
never interpreted the Due Process clause to create a constitutional right to compel disclosure of
evidence from third parties at all, let alone over a statutory prohibition. People v. Hammon, 15
Cal. 4th 1117, 1125-27 (1997) (holding that criminal defendant had no constitutional right to
examine privileged psychotherapy records from a third party, even if they were material).

Accordingly, the Court in Hammon declined to recognize such a right, as there is “no adequate

justification for taking such a long step in a direction the United States Supreme Court has not

gone.” Id. at 1127.

The cases cited by Defendant are unavailing because none of them involve a state court
ordering a private party to violate a federal statute. Instead, the cases address (1) disclosure of
information held by the State, rather than by a private nonparty such as Facebook here; (2) state
law privileges or statutes which this Court has authority to interpret and limit, unlike a federal
statute such as the SCA here; or (3) general objections 10 a subpoena where there is no governing
statute, unlike the SCA here.

For example, Defendant relies on Chambers v. Mississippi, 410 U.S. 284 (1972), for the
expansive proposition that laws cannot deprive a criminal defendant of his due process rights in
any way. Chambers, however, acknowledged that the right to confront and cross-examine a
witness was not absolute, while holding that Mississippi state laws that prevented a party from
cross-examining a hostile witness that the party called because the state declined to call that
witness violated the defendant’s rights. 410 U.S. at 295. Here, the SCA does not prevent
Defendant from cross-examining a witness, it merely limits Defendant’s ability to obtain stored
content from Facebook with a subpoena.

Defendant also cites U.S. v. Nixon for the proposition that a “generalized interest in

confidentiality” does not preclude a subpoena for relevant evidence, Opp’n at 5-6, but Nixon is

e .
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mmapposite because the records here are avatlable to other parties and because Facebook did not
object to producing records based on “generalized interest in confidentiality.” FHere, Facebook’s
motion is based on a federal statute, the SCA. which is a specific statute that protects privacy
interests in electronic communications, see, e.g., U.S. v. Warshak, 631 F.3d 266, 288 (6th Cir.
2010) (holding that there is a reasonable expectation of privacy in electronic communications and
construing the SCA), and Facebook is merely acting as a data bailee, with the victim or other
persons who were privy to the communications having access and the ability to disclose the
communications.

Similarly, Defendant’s reliance on Pennsylvania v. Ritchie is misplaced because that case
involved records held only by the State, not a private data bailee like Facebook. 480 U.S. at 42-
43, 60. And in any case, the Ritchie Court refused to order production to the defense, noting that
the Confrontation Clause is a right to cross-examine a witness with questions at trial, and that it
does not “include the power to require the pretrial disclosure of any and all information that might
be useful in contradicting unfavorable testimony.” Id at 52. Rifchie also noted that defense
counsel had no constitutional right to search through the record’s custodian’s files (a child
psychologist’s notes and reports), and that “there is no general constitutional right to discovery in
a criminal case.” Id. at 59-60 (quoting Weatherford, 429 U.S. at 559).

Contrary to Defendant’s argument, Wardius v. Oregon, 412 U.S. 470 (1973), does not
support that due process requires exactly equal discovery tools to both the People and the defense.
Opp'nat 9. In Wardius, the Supreme Court invalidated a state statute that required the defendant
to disclose the names of his alibi witnesses but did not require the People to do the same. The
Court held that “the Due Process Clause of the Fourteenth Amendment forbids enforcement of
alibi rules unless reciprocal discovery rights arc given to criminal defendants.” Id. at 472. But
the “discovery” in Wardius involved only the disclosure of information already in the
government’s possession, and only if the state required disclosure of alibi witness information
from defendant; the Court did not hold that “discovery rights” meant that defendants must have
the same investigatory powers as the government or that it conferred discovery rights against

nonparties. For example, “the search warrant provisions of Fed. R. Crim. P. 41(b) and the

-5.
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wiretap application provisions of 18 U.S.C. § 2516(a) both provide a means for the government to
obtain evidence without a mechanism for defendants to do so.” Pierce, 785 F.3d at 842, n.2. Yet
neither of these provisions have been held to deprive defendants of due process and neither
provision requires the defendant to do something that is not required of the state. For example,
Defendants have never been able to obtain a warrant to search a witness’s house, nor have they
ever been able (o use a subpoena to do the same.” But here Defendant argues that he should be
able to obtain with a subpoena what the People would need a search warrant to obtain. Cal. Penal
Code § 1546.1(a), (b); Warshak, 631 ¥.3d at 288 (requiring the government to obtain a search
warrant to obtain content).

Defendant also cites cases in which courts held that a defendant’s due process rights could
limit a state law or privilege. Rubio v. Superior Court, 202 Cal. App. 3d 1343 (Ct. App. 1988)
(state law marital privilege); Delaney v. Superior Court, 50 Cal. 3d 785 (1990) (state shield law
for reporters); Evans v. Superior Court, 11 Cal. 3d 617 (1974) (state witness lineup procedure).
However, these cases are inapposite becausc they involve state laws or privileges that this Court
has authority to interpret and limit. In contrast, the SCA is a federal statute that this Court cannot
order Facebook to violate pursuant to the Supremacy Clause. See U.S. Const., art. V1. Moreover,
the SCA’s prohibitions are much broader than the privileges cited by Defendant: the SCA covers
all communications content regardless of whether they are independently privileged or otherwise
protected for reasons unknown to this Court or the parties.

As Facebook v. Superior Court and Hammon make clear, a criminal defendant does not
have a general constitutional right to discovery, and Defendant has offered no basis for this Court

to depart from precedent to create such a right.

" To the extent the People do obtain exculpatory information from its elective use of one of the
{ i 1s required to share that information with defendant. See Bradv v, Maryland 373 U.S. §3
363); People v. Superior Cowrr, 61 Cal. 4th 696, 709 (2015) (same).
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B. Defendant’s Argument that the Standard to Enforce a Subpoena is Merely
“Plausible Justification” is Meritless,

Defendant’s suggestions that the sole consideration for whether a subpoena should be

¢

enforced is whether the subpoena is supported by “plausible justification,” Opp’n at 10-11, is
meritless. For example, the Supreme Court of the United States has held that subpocnas seeking
documents must, at a minimum, satisfy a four-part test in Nixon that the documents sought are
relevant, not otherwise procurable, that they arc necessary, and not sought for a “fishing
expedition.” Nixon, 418 U.S. at 699-700. As another example, where - as here - a statute
proscribes enforcement of a subpoena, that statute must necessarily be considered by the Court
when it determines whether to enforce the subpoena. The two cases that Defendant cites to
support his “plausible justification” standard for subpoenas arc inapposite because they merely
affirm that a subpoena must seek relevant material, and they do not involve a statute or other rule
that specifically prevents enforcement of the subpoena. See People v. Superior Cowrt (Barrett),
80 Cal. App. 4th 1305, 1320 (Ct. App. 2000) (“Assuming CDC moved to quash a subpoena duces
tecum by [Defendant), the burden would be on Barrett to demonstrate the materials he seeks are
relevant ... (emphasis added)); Pac. Lighting Leasing Co. v. Superior Court, 60 Cal. App. 3d
552, 563 (Ct. App. 1976) (concluding generally that “where the relevant information is in the
hands of a private party witness . . . [the] private nonparty witness is subject to a subpoena duces
tecum in a criminal case.” (emphasis added)).

In addition to the SCA, there is also no justification for Defendant’s subpoena because
defense counsel concedes that she has no reason to believe that the Facebook account actually
contains relevant information. Tesch Decl. § 23 (“[The] Facebook account is relevant because (1)
it may contain additional information that is inconsistent . . ., (2) it may contain additional
infermation that demonstrations a motivation . . ., (3) it may contain additional information that
demonstrates a character . . ., and (3) {sic] it may contain additional information that provides
exonerating, exculpatory evidence . . ..” (emphasis added)). This Court should not order
Facebook to violate federal law merely because Defendant speculates there may be relevant

information in the Facebook account.

: .
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CONCLUSION

For the foregoing reasons, Facebook respectfully requests that the Court grant its motion

to aquash Defendant’s subpoena and vacate its March 16, 2017 Order.

DATED: April 25, 2017 PERKINS COIE LL.P
By: - j,’,_,:ﬂfw___‘__

I =
Christian Lee

Attorneys for Non-Party Facebook, Inc.

8- ’
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